EXECUTIVE SUMMARY

The Statewide Single Audit of the Commonwealth of Kentucky
For the Year Ended June 30, 2001

BACKGROUND:

The Single Audit Act of 1984, subsequent amendments, and
corresponding regulations, require the auditing of financial statements and the compliance

and internal controls applicable to federal moneys recetved by the Commonwealth.

EXPENDITURES:

46 state agencies expended federal awards in the following manner:

" $4,920,901,924 in cash from 20 federal grantors
= § 533,668,566 in noncash grants (i.e., food stamps)

SUMMARY OF AUDITOR’S RESULTS:

Financial Statement Accounts

34 financial statement findings, 11 of which are material.

Federal Awards and Schedule of Expenditures of Federal Awards

23 federal award findings, two (2) of which are material.

GENERAL TOPICS OF REPORTABLE CONDITIONS:
® Inaccurate, incomplete transaction documentation
* Inadequate technology procedures, policies, and security
* Noncompliance with federal and state laws and regulations

Agencies With Reportable Conditions:

Agencies With Noncompliances:

Cabinet for Families and Children
Finance and Administration Cabinet
Governor’s Office for Technology
Cabinet for Health Services

Labor Cabinet

Personnel Cabinet

Revenue Cabinet

Office of the Kentucky State Treasurer
Transportation Cabinet

Cabinet for Workforce Development

Department of Agriculture

Cabinet for Families and Children
Finance and Administration Cabinet
Labor Cabinet

Department of Military Affairs
Council on Postsecondary Education
Cabinet for Workforce Development
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Honorable Paul E. Patton, Governor
T. Kevin Flanery, Secretary
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As Auditor of Public Accounts, | am pleased to transmit herewith our report of the
Statewide Single Audit of the Commonwealth of Kentucky for the year ended June 30,
2001. This report contains our independent auditor’s report on the Commonwealth’s
supplementary Schedule of Expenditures of Federa Awards and our reports on the
Commonwealth’'s compliance with laws and regulations and on internal control over
financia reporting and compliance. Accompanying this report is the Commonwealth’s
Comprehensive Annua Financial Report, which contains our independent auditor’s
report on the general-purpose financial statements of the Commonwealth issued
December 21, 2001.

On behalf of the Division of Financial Audit of the Auditor of Public Account’s Office, |
wish to thank the employees of the Commonwealth for their cooperation during the
course of our audit. Should you have any questions concerning this report, please contact
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COMMONWEALTH OF KENTUCKY
INTRODUCTION
FOR THE YEAR ENDED JUNE 30, 2001

Introduction

The Auditor of Public Accounts (APA), acting as principal auditor in conjunction with
various certified public accounting firms, annually performs a statewide single audit of
the Commonwealth of Kentucky. This audit allows the Commonwealth to comply with
federal audit requirements as set forth in the Single Audit Act of 1984, as amended by
Public Law 104-156, and the regulations contained in the U.S. Office of Management and
Budget (OMB) Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations.

Using This Report

The reporting package includes the financial statements, Schedule of Expenditures of
Federal Awards (SEFA), Summary Schedule of Prior Audit Findings, auditor’s reports,
and corrective action plans. For the year ended June 30, 2001, the Single Audit Report is
presented in two volumes: the Comprehensive Annua Financial Report (CAFR) and the
Single Audit Report.

The CAFR, dated December 21, 2001, which contains the general-purpose financial
statements and the auditor’s report thereon, has been issued under separate cover. The
CAFR contains an Introductory Section, which discusses the component units of the
Commonwealth, the economic conditions and outlook for the Commonwealth, the major
initiatives authorized by the state legislature, and financial analysis of revenues and
expenditures on a budgetary and a Generally Accepted Accounting Principles (GAAP)
basis. Debt administration, cash management, investment and collateral policy, risk
management, capital projects fund, proprietary funds, pension trust fund, university and
college funds, and general fixed asset policies are also discussed in the Introductory
Section of the CAFR. The Introductory Section of the CAFR is followed by the
Commonwedlth’s financia statements, notes to the financia statements, and a statistical
section.

The Single Audit Report, the second volume, contains the auditor’'s reports on
compliance and internal control over financial reporting, on compliance and internal
control over compliance with requirements applicable to major federa programs, and on
the Schedule of Expenditures of Federal Awards. The Single Audit Report also contains
the Schedule of Expenditures of Federal Awards, Schedule of Findings and Questioned
Costs (including summary of auditor’s results, financial statement findings, and federal
award findings and questioned costs), and the Summary Schedule of Prior Audit
Findings. The corrective action plans for current year findings are reported in the
Schedule of Findings and Questioned Costs.

10



COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Schedul e of Expenditures of Federal Awards

The Schedule of Expenditures of Federal Awards is organized by federal grantor. The
Catalog of Federal Domestic Assistance (CFDA) numbers and program names are listed
under the federal grantor administering the program. The state agencies expending the
federal funds are listed beside each CFDA number. The Notes to the Schedule of
Expenditures of Federal Awards provide more detailed information on certain aspects of
the expenditures, such as the amount given to subrecipients.

Since not all state agencies use the Management Administrative Reporting System
(MARS) Subsystems for Projects, the APA requested all state agencies (excluding state
universities) to prepare worksheets of federal financial assistance, both cash and non-
cash. The source of these worksheets included MARS, agency accounting systems,
agency manual records, etc. The agencies were also asked to reconcile the worksheets to
MARS and to federal grantor reports. These worksheets were compiled into the
accompanying Schedule of Expenditures of Federal Awards.

Schedule of Findings and Questioned Costs

The Schedule of Findings and Questioned Costs consists of three (3) sections:

e Summary of Auditor’s Resullts,
* Financia Statement Findings, and
* Federal Award Findings and Questioned Costs.

The audit finding number and classification (as reportable or material) are provided as
part of the audit opinion summary. Major programs audited are listed on the summary
of auditor’s results. The financial statement findings list the audit findings related to the
financia statements (required to be reported in accordance with Government Auditing
Sandards). The federal award findings and questioned costs lists all findings related to
federa awards. Generdly, the state agency, CFDA number and program, federa
agency, pass-through agency, and the compliance area to which the finding relates are
presented. In both reports, reportable conditions and reportable instances of
noncompliance are presented first, then material weaknesses and material instances of
noncompliance.

The finding number consists of the last two numbers of the fiscal year (FY) (01 for
current year findings), the state agency abbreviation (e.g., CFC for Cabinet for Families
and Children), the state agency level report finding number (from reports issued to
individual state agencies audited by the APA or a Certified Public Accounting (CPA)
Firm) and the sequential numbering of all statewide single audit findings (1 through 57
for FY 01).

11



COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Summary Schedule of Prior Audit Findings

Audit findings reported in the Schedule of Findings and Questioned Costs for the fiscal
year ended June 30, 2000, as well as any previous findings which have not been resolved,
are reported in the Summary Schedule of Prior Audit Findings for the fiscal year ended
June 30, 2001. If the APA determines the agency’s Summary Schedule of Prior Audit
Findings materially misrepresents the status of any prior audit finding, a new audit
finding isissued and reported in the Schedule of Findings and Questioned Costs.

The Summary Schedule of Prior Audit Findings is organized based on whether the prior
year finding was reportable or material. The findings of each classification (reportable
and material) are categorized as (1) fully corrected, (2) not corrected or partialy
corrected, (3) corrective action taken differs significantly from corrective action
previously reported, or (4) finding no longer valid or does not warrant further action.

Audit Approach

Our audit was conducted in accordance with the Single Audit Act Amendments of 1996,
OMB Circular A-133, Audits of Sates, Local Governments, and Non-Profit
Organizations, Government Auditing Standards (also referred to as the Yellow Book),
and auditing standards generally accepted in the United States of America. The scope of
the statewide single audit for the year ended June 30, 2001 included:

* An audit of the general-purpose financia statements and required supplementary
schedules in accordance with auditing standards generally accepted in the United
States of America;

* An audit of the supplementary Schedule of Expenditures of Federal Awards
(excluding state universities, as discussed below) in accordance with auditing
standards generally accepted in the United States of America;

* An audit of the internal control applicable to the Commonwealth’s organizational
units and administrative bodies, to the extent necessary to consider and test the
internal accounting and administrative control systems as required; and

12



COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Audit Approach (Continued)

* A sdlection and testing of transactions and records relating to each major program to
obtain reasonable assurance that the Commonwealth administers its major programs
in compliance with laws and regulations for which noncompliance could have a
material effect on the allowability of program expenditures or on the general-purpose
financial statements of the Commonwealth.

The APA conducted the audit of internal controls, focusing on the following objectives:

* Considering the interna control in order to determine auditing procedures on the
general -purpose financial statements of the Commonweal th.

* Determining if the Commonwealth has internal controls to provide reasonable
assurance that it is managing the major programs in compliance with applicable laws
and regulations.

Status of State Universities

The Single Audit Act Amendments permit the single audit to cover the entire operations
of the entity or include a series of audits covering departments, agencies, or other
organizational units expending federa awards. The agencies audited as part of the
statewide single audit of the Commonwedth are listed in Appendix 1. The
Commonwealth has elected to exclude state universities from the statewide single audit,
except as part of the audit of the general-purpose financia statements. Thus, state
universities are not included in the accompanying Schedule of Expenditures of Federal
Awards and reports on internal control and compliance. It should be noted, however, that
state universities are still required to have audits performed in accordance with the
provisions of OMB Circular A-133, Audits of Sates, Local Governments, and Non-Profit
Organizations.

Contacting the Commonwealth

If additional copies of the statewide single audit of the Commonwealth are required,
please contact Mona Logsdon, Open Records Administrator, with the APA’s office at
(502) 564-5841 or mlogsdon@kyauditor.net. If copies of the CAFR for the fiscal year
ended June 30, 2001 are required, please contact T. Kevin Flanery, Finance and
Administration Cabinet Secretary, at (502) 564-4240.

13



COMMONWEALTH OF KENTUCKY

INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

List Of Abbreviations/Acronyms Used In This Report

ACH
ADDs
AGR
AFR
AICPA
APA

C1
CAFR
CAMRA

CCDF
CCMMF

CDP
CFC
CFR
CFDA
CHS
ClO
CISsO
CMHC
CMIA
CMS
Commonwealth
CPA
CPE
CPMS
CR
CSE
CWD
DCBS
DEC
DMS
DOL
DPH
DRP
DS
DTR
EBT

Account Clearing House

Area Development Districts

Department of Agriculture

Annual Financial Report

American Ingtitute of Certified Public Accountants

Auditor of Public Accounts

Cash Receipt Document

Comprehensive Annual Financial Report

Complete Asset Management Reporting and Accounting
System

Child Care and Development Fund

Child Care Mandatory and Matching Funds of the Child Care
and Development Fund

Custom Data Processing, Inc.

Cabinet for Families and Children

Code of Federal Regulations

Catalog of Federal Domestic Assistance

Cabinet for Health Services

Chief Information Officer

Chief Information Security Officer

Community Mental Health Center

Cash Management Improvement Act of 1990

Center for Medicare/Medicaid Services

Commonwealth of Kentucky

Certified Public Accountant

Council on Postsecondary Education

Claim Payment and Management System

Cash Receipt Document

Child Support Enforcement

Cabinet for Workforce Development

Department for Community Based Services

Digital Equipment Corporation (now part of Compaq)

Department of Medicaid Services

U.S. Department of Labor

Department for Public Health

Dispute Resolution Program

Department of Social Insurance

Department for Training and ReEmployment

Electronic Benefit Transfer
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COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of Abbreviations/Acronyms Used In This Report (Continued)

ED Exposure Draft

EDGE The software system at eFunds Corporation used to transfer
electronic benefit authorization for the food stamps program

EFT Electronic Funds Transfer

ETA Employment and Training Administration

FAC Finance and Administration Cabinet

FDAC Federal Domestic Assistance Catalog Division

FEMA Federal Emergency Management Agency

FEP Front End Processor

FMRB Financial Management and Reporting Branch

FNS Food and Nutrition Services

FSR Financial Status Reports

FTP File Transfer Protocol

FUTA Federa Unemployment Tax Administration

FY Fiscal Year

GAAP Generaly Accepted Accounting Principles

GAO United States General Accounting Office

GASB Governmental Accounting Standards Board

GOT Governor’s Office for Technology

GSC Governmental Service Center

IRS Internal Revenue Service

IT Information Technology

JCL Job Control Language

JOSR Job Training Partnership Act Quarterly Status Report

JTPA Job Training Partnership Act

KAMES Kentucky Automated Management and Eligibility System

KASES Kentucky Automated Support and Enforcement System

KCCMS Kentucky Child Care Management System

KDE Kentucky Department of Education

KET Kentucky Educational Television

KEWES Kentucky Electronic Workplace for Employment Services

KEES Kentucky Educational Excellence Scholarship

KHEAA Kentucky Higher Education Assistance Authority

KRC Kentucky Revenue Cabinet

KRS Kentucky Revised Statutes

KSFB Kentucky State Fair Board

KST Office of the Kentucky State Treasurer

KY Kentucky
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COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of Abbreviations/Acronyms Used In This Report (Continued)

KyEM Kentucky Division of Emergency Management
LAB Labor Cabinet

LAN Local Area Network

LIHEAP Low-Income Home Assistance Program

LWIA Loca Workforce Investment Areas

MA Department of Military Affairs

MAP Medicaid Assistance Program

MARS Management Administrative Reporting System
MFE Modernized Front End

MIL Department of Military Affairs

MRDB Management Reporting Database

NA Not Applicable

NCGA National Council on Governmental Accounting
NMB Network Management Branch

NT New Technology

OAG Office of the Attorney General

OFM Office of Financial Management

OFMEA Office of Financial Management and Economic Analysis
OIG Office of Inspector General

OMB Office of Management and Budget

oTS Office of Technology Services

PBU Project Budget Unit

PC Personal Computer

PDS Prevention Data Set

PERS Personnel Cabinet

PY Prior Year

Personnel Personnel Cabinet

RACF Resource Access Control Facility

RCW Record of Control Weakness

REV Kentucky Revenue Cabinet

Revenue Kentucky Revenue Cabinet

RPC Regional Prevention Center

SAR System Access Request

SAS Statements on Auditing Standards

SDA Service Delivery Area

SEC Securities and Exchange Commission

SEFA Schedule of Expenditures of Federal Awards
SLCM Systems Life Cycle Manua
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COMMONWEALTH OF KENTUCKY
INTRODUCTION

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of Abbreviations/Acronyms Used In This Report (Continued)

SMI Supplementary Medical Insurance

SY State Fiscal Year

TAD Turn Around Document

TANF Temporary Assistance for Needy Families

TC Transportation Cabinet

Treasury Office of the Kentucky State Treasurer

TSO Time-Sharing Option

TWIST The Workers Information System

Ul Unemployment Insurance

Unisys The corporation under contract with the Cabinet for Health
Services to process Medicaid Claims

UPPS Uniform Personnel and Payroll System

u.s United States

USDA United States Department of Agriculture

USSC United States Supreme Court

VAX Virtual Address extension (a DEC VAX isaline of mid-range
computers)

VSIS Vital Statistics Information System

WIA Workforce Investment Act

wiIC Women, Infants, and Children Program

WtwW Welfare-to-Work
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Agriculture
Direct Programs:
10.025 Plant and Animal Disease, Pest Control, and Department of Agriculture 50,900 $
Anima Care
10.064 Forestry Incentives Program Natural Resources and 2,400
Environmental Protection Cabinet
10.069 Conservation Reserve Program (Note 14) Natural Resources and
Environmental Protection Cabinet
10.153 Market News (Note 14) Department of Agriculture
10.156 Federal-State Marketing |mprovement Department of Agriculture
Program ( Note 14)
10.162 Inspection Grading and Standardization Department of Agriculture 297
10.163 Market Protection and Promotion Department of Agriculture 53,012
10.550 Food Distribution (Note 2) (Note 9) (Note 13)  Department of Agriculture 15,697,806
10.551 Food Stamps (Note 2) (Note 4) (Note 13) Cabinet for Families and Children 344,117,592
10.553 School Breakfast Program (Note 2) (Note 9) Department of Education 29,412,350
Department of Juvenile Justice
10.555 Nationa School Lunch Program (Note 2) Department of Education 90,879,266
(Note 9) Department of Juvenile Justice
10.556 Specia Milk Program for Children (Note 2) Department of Education 87,732
(Note 9)
10.557 Special Supplemental Nutrition Program for Cabinet for Health Services 81,331,341
Women, Infants, and Children (Note 2)
(Note 9)
10.558 Child and Adult Care Food Program (Note2)  Department of Education 23,727,070
(Note 9)
10.559 Summer Food Service Program for Children Department of Education 3,065,808
(Note 2) (Note 9)
10.560 State Administrative Expenses for Child Department of Agriculture 1,840,213
Nutrition Department of Education
10.561 State Administrative Matching Grants for Office of the Attorney General 27,065,228
Food Stamp Program (Note 2) (Note 9) Cabinet for Families and Children
Cabinet for Health Services
10.565 Commodity Supplemental Food Program Department of Agriculture 269,814 1,111,913
(Note 4) (Note 13)
10.568 Emergency Food Assistance Program Department of Agriculture 817,017

(Administrative Costs)

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FEDERAL ASSISTANCE PROGRAMS

FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Agriculture (Continued)
Direct Programs (Continued):
10.569 Emergency Food Assistance Program (Food Department of Agriculture 5,159,418
Commodities) (Note 13)
10.570 Nutrition Program for the Elderly Cabinet for Health Services 1,722,933
(Commodities) (Note 9)
10.572 WIC Farmers Market Nutrition Program Department of Agriculture 107,553
(FMNP)
10.652 Forestry Research Natural Resources and 303,968
Environmental Protection Cabinet
10.664 Cooperative Forestry Assistance (Note 9) Natural Resources and 1,851,996 3,652,638
(Note 13) Environmental Protection Cabinet
10.766 Community Facilities Loans and Grants Kentucky Housing Corporation 50,144,498
(Note 2) (Note 3¢) (Note 13)
10.769 Rural Business Enterprise Grants Department of Agriculture 4,466
Department for Local Government
10.771 Rura Cooperative Development Grants Department of Agriculture
(Note 14)
10.901 Resource Conservation and Devel opment Natural Resources and 2,268
Environmental Protection Cabinet
10.912 Environmenta Quality Incentives Program Natural Resources and 12,418
Environmental Protection Cabinet
10.913 Farmland Protection Program Department of Agriculture 252,230
10.914 Wildlife Habitat Incentive Program (Note 13)  Department of Fish and Wildlife 62,213 21,000
Resources
NA Rural Rehabilitation Student Loan Program Department of Agriculture 106,417

(Note 3a)

Total U.S. Department of Agriculture

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FEDERAL ASSISTANCE PROGRAMS

FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies

CFDA # Expending Federal Expenditures

Program Title Awards Cash Noncash

U.S. Department of Commer ce

Direct Programs:

11.305 Economic Development - State and Local Department for Local Government 51,710
Economic Development Planning (Note 9)

11.307 Economic Adjustment Assistance (Note 3b) Department for Local Government 37

11.450 Integrated Flood Observing and Warnhing Department of Military Affairs 91,285
System (IFLOWS)

11.550 Public Telecommunications Facilities - Kentucky Educational Television 69,937
Planning and Construction

Passed Through From Personal Responsibility in a Desirable Environment:

11.469 Congressionally Indentified Construction Natural Resources and 160,641
Projects Environmental Protection Cabinet

Pass Through Grantor's # - NA

Total U.S. Department of Commerce 373,610

U.S. Department of Defense

Direct Programs:

12.002 Procurement Technical Assistance for Department of Community 114,831
Business Firms Development

12,113 State Memorandum of Agreement Program Natural Resources and 438,576
for the Reimbursement of Technical Services  Environmental Protection Cabinet

NA Chemical Demilitarization and Remediation Natural Resources and 32,969
Activity for Hazardous Waste Activities at Environmental Protection Cabinet
Chemical Demilitarization Facilities (Note 9)

NA Monitoring of Wildlife Project Department of Fish and Wildlife 34,450

Resources

NA Teacher and Teacher's Aide Placement Department of Education 63,798

Assistance Program Education Professional Standards
Board
Total U.S. Department of Defense 684,624

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FEDERAL ASSISTANCE PROGRAMS

FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies

CFDA # Expending Federal Expenditures

Program Title Awards Cash Noncash

U.S. Department of Housing and Urban Development

Direct Programs:

14.117 Mortgage Insurance-Homes (Note 2) Kentucky Housing Corporation $ $ 92,092,533
(Note 3e) (Note 13)

14.169 Housing Counseling Assistance Program Kentucky Housing Corporation 65,883

14.182 Lower Income Housing Assistance Program -  Kentucky Housing Corporation 68,023,673
Section 8 New Construction/Substantial
Rehabilitation (Note 2)

14.185 Homeownership and Opportunity for People  Kentucky Housing Corporation 24,886
Everywhere (Note 9)

14.227 Community Development Block Department for Local Government
Grants/Special Purpose Grants/Technical
Assistance Program (Note 14)

14.228 Community Development Block Department for Local Government 39,530,487
Grants/State's Program (Note 2) (Note 9)

14.230 Rental Housing Rehabilitation (Notel4) Department for Local Government

14.231 Emergency Shelter Grants Program (Note 9) Kentucky Housing Corporation 1,467,873

Department for Local Government

14.235 Supportive Housing Program (Note 9) Kentucky Housing Corporation 3,061,926

14.238 Shelter Plus Care (Note 9) Kentucky Housing Corporation 292,680

14.239 HOME Investment Partnerships Program Kentucky Housing Corporation 15,796,929
(Note 2) (Note 9)

14.241 Housing Opportunities for Personswith AIDS  Kentucky Housing Corporation 1,353,682
(Note 9)

14401 Fair Housing Assistance Program - Stateand ~ Kentucky Commission on Human 149,369
Loca Rights

14.408 Fair Housing Initiatives and Administrative Kentucky Commission on Human 9,001
Enforcement Initiative Program Rights

14.855 Section 8 Rental Voucher Program Kentucky Housing Corporation 589,956

14.856 Lower Income Housing Assistance Program -  Kentucky Housing Corporation 825,397
Section 8 Moderate Rehabilitation (Note 2)

14.857 Section 8 Rental Certificate Program Kentucky Housing Corporation 2,451,520

14.871 Section 8 Housing Choice Vouchers Kentucky Housing Corporation 11,209,174

NA HUD Disaster Recovery Initiative (Note 9) Department for Local Government 836,270

Total U.S. Department of Housing and Urban Development

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of the Interior
Direct Programs:
15.250 Regulation of Surface Coal Mining and Natural Resources and 12,360,926 $ 18,490
Surface Effects of Underground Coal Mining  Environmental Protection Cabinet
(Note 9) (Note 13)
15.252 Abandoned Mine Land Reclamation (AMLR)  Natural Resources and 14,707,152 26,600
Program (Note 9) (Note 13) Environmental Protection Cabinet
15.605 Sport Fish Restoration Department of Fish and Wildlife 3,092,971
Resources
15.608 Fish and Widlife Management Assistance Natural Resources and 14,111
Environmental Protection Cabinet
15.808 U.S. Geologica Survey-Research and Data Natural Resources and 284,151
Acquisition (Note 13) Environmental Protection Cabinet
15.611 Wildlife Restoration (Note 11) Department of Fish and Wildlife 2,394,579
Resources
15.615 Cooperative Endangered Species Department of Fish and Wildlife 140,985
Conservation Fund (Note 9) Resources
Natural Resources and
Environmental Protection Cabinet
15.616 Clean Vessel Act Department of Fish and Wildlife 29,022
Resources
15.617 Wildlife Conservation and Appreciation Department of Fish and Wildlife 67,150
Resources
15.618 Administrative Grants for Federal Aidin Department of Fish and Wildlife
Sport Fish and Wildlife Restoration (Note 14)  Resources
15.623 North American Wetlands Conservation Fund  Department of Fish and Wildlife 954,720
Resources
15.810 Nationa Cooperative Geologic Mapping Department of Fish and Wildlife 98,313
Program Resources
15.904 Historic Preservation Fund Grants-In-Aid Kentucky Heritage Council 762,639
(Note 9)

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of the Interior (Continued)
Direct Programs (Continued):
15.916 Outdoor Recreation - Acquisition, Department for Local Government 91,286
Development and Planning (Note 7) (Note 9)
NA Wolf Creek Nationa Fish Hatchery Department of Fish and Wildlife 3,217
Resources
NA National Fish and Wildlife Foundation- Department of Fish and Wildlife 554
Restoration of Elk Habitat in Kentucky Resources
Total U.S. Department of the Interior $ 34717625 $ 329,241
U.S. Department of Justice
Direct Programs:
16.523 Juvenile Accountability Incentive Block Administrative Office of the Courts $ 4,456,063
Grants (Note 9) Department of Juvenile Justice
Department of Public Advocacy
Unified Prosecutorial System
16.540 Juvenile Justice and Delinquency Prevention -  Administrative Office of the Courts 783,855
Allocation to States (Note 9) Department of Juvenile Justice
16.542 Nationa Institute for Juvenile Justice and Department of Juvenile Justice 628,538
Delinquency Prevention (Note 9)
16.548 TitleV - Delinquency Prevention Program Department of Juvenile Justice 482,744
(Note 9)
16.549 Part E - State Challenge Activities (Note 9) Department of Juvenile Justice 103,743
16.550 State Justice Statistics Program for Statistical ~ Office of the Attorney General 10,393
Anaysis Centers Justice Cabinet - Office of the
Secretary
16.554 Nationa Criminal History Improvement Department of Corrections 728,631
Program (NCHIP) Justice Cabinet - Office of the
Secretary
Department of State Police
16.560 National Institute of Justice Research, Department of State Police

Evaluation, and Development Project Grants
(Note 14)

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FEDERAL ASSISTANCE PROGRAMS

FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Justice (Continued)
Direct Programs (Continued):
16.575 Crime Victim Assistance (Note 9) Justice Cabinet - Office of the 4,948,429
Secretary
Unified Prosecutorial System
16.576 Crime Victim Compensation Crime Victims Compensation 59,566
Board
16.579 Byrne Formula Grant Program (Note 9) Administrative Office of the Courts 6,625,514
Office of the Attorney General
Department of Corrections
Cabinet for Health Services
Justice Cabinet - Office of the
Secretary
Department of Juvenile Justice
Department of Public Advocacy
Department of State Police
Unified Prosecutorial System
16.580 Edward Byrne Memoria Stateand Local Law ~ Administrative Office of the Courts 3,158,257
Enforcement Assistance Discretionary Grants  Department of Corrections
Program Department of State Police
16.582 Crime Victim Assistance/Discretionary Office of the Attorney General
Grants (Note 14)
16.585 Drug Court Discretionary Grant Program Administrative Office of the Courts 407,670
16.586 Violent Offender Incarceration and Truth in Department of Corrections 638,753
Sentencing I ncentive Grants Justice Cabinet - Office of the
Secretary
Department of Juvenile Justice
16.588 Violence Against Women Formula Grants Office of the Attorney General 2,007,536
(Note 9) Office of the Governor
Justice Cabinet - Office of the
Secretary
Unified Prosecutorial System
16.589 Rura Domestic Violence and Child Justice Cabinet - Office of the 108,489

Victimization Enforcement Grant Program
(Note 9)

Secretary

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Justice (Continued)
Direct Programs (Continued):
16.590 Grantsto Encourage Arrest Policies and Justice Cabinet - Office of the 39,103
Enforcement of Protection Orders (Note 9) Secretary
16.592 Loca Law Enforcement Block Grants Administrative Office of the Courts 625,380
Program (Note 9) Department of Criminal Justice
Training
Justice Cabinet - Office of the
Secretary
Department of Juvenile Justice
Department of State Police
16.593 Residential Substance Abuse Treatment for Department of Corrections 761,424
State Prisoners Justice Cabinet - Office of the
Secretary
16.598 State Identification Systems Grant Program Justice Cabinet - Office of the 163,156
Secretary
Department of State Police
16.606 State Criminal Alien Assistance Program Department of Corrections
(Note 14)
16.607 Bulletproof Vest Partnership Program Department of Fish and Wildlife 68,316
(Note 9) Resources
Justice Cabinet - Office of the
Secretary
Department of State Police
16.710 Public Safety Partnership and Community Department of Corrections 284,529
Policing Grants Justice Cabinet - Office of the
Secretary
Department of State Police
16.712 Police Corps Department of Criminal Justice 622,528
Training
16.727 Enforcing Underage Drinking Laws Program  Department of Alcoholic Beverage 454,512
(Note 9) Control
Department of State Police
NA Drug Enforcement Administration Department of State Police 1,603,019

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Justice (Continued)
Passed Through From Eastern Kentucky University:
16.710 Public Safety Partnership and Community Department of Criminal Justice 2,887
Policing Grants Training
Pass Through Grantor's # - Various
Total U.S. Department of Justice $ 29,773,035
U.S. Department of L abor
Direct Programs:
17.002 Labor Force Statistics Cabinet for Workforce $ 753,939
Development
17.005 Compensation and Working Conditions Labor Cabinet 122,820
17.203 Labor Certification for Alien Workers Cabinet for Workforce 337,593
Development
17.207 Employment Service Cabinet for Workforce 10,641,122
Development
17.225 Unemployment Insurance (Note 2) (Note 5) Cabinet for Workforce 379,762,912
(Note 9) Development
17.235 Senior Community Service Employment Cabinet for Health Services 1,601,861
Program (Note 9)
17.245 Trade Adjustment Assistance - Workers Cabinet for Workforce 9,160,937
Development
17.246 Employment and Training Assistance - Cabinet for Workforce 281,309
Dislocated Workers (Note 9) Development
17.249 Employment Services and Job Training Pilots- Cabinet for Workforce 313,776
Demonstrations and Research (Note 9) Development
17.250 Job Training Partnership Act (Note 9) Department of Education 1,052,203
Cabinet for Workforce
Development
17.253 Weélfare-to-Work Grantsto States and Cabinet for Families and Children 8,077,388

Localities (Note 9)

Cabinet for Health Services
Cabinet for Workforce
Development

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
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Federal Grantor State Agencies

CFDA # Expending Federal Expenditures

Program Title Awards Cash Noncash

U.S. Department of Labor (Continued)

Direct Programs (Continued):

17.255 Workforce Investment Act (Note 2) (Note9)  Cabinet for Workforce 32,073,487
(Note 12) Development

17.503 Occupational Safety and Health - State Labor Cabinet 3,259,386
Program

17.504 Consultation Agreements Labor Cabinet 19,891

17.600 Mine Health and Safety Grants Department of Mines and Minerals 624,800

17.801 Disabled Veterans Outreach Program Cabinet for Workforce 677,325
(DVOP) Development

17.804 Loca Veterans Employment Representative  Cabinet for Workforce 726,649
Program Development

NA National Occupational Information Cabinet for Workforce 3,304
Coordinating Committee Development

Total U.S. Department of Labor

U.S. Department of Transportation
Direct Programs:

20.005 Boating Safety Financial Assistance

20.106 Airport Improvement Program

20.205 Highway Planning and Construction (Note 2)
(Note 6)
20.218 National Motor Carrier Safety (Note 9)

20.219 Recreational Trails Program (Note 7) (Note 9)

20.505 Federal Transit - Metropolitan Planning
Grants (Note 9)

20.507 Federal Transit - Formula Grants (Note 9)

20.509 Formula Grants for Other Than Urbanized
Areas (Note 9)

20.513 Capital Assistance Program for Elderly
Persons and Persons with Disabilities (Note 9)

$ 449,490,702

Department of Fish and Wildlife ~— $ 649,838
Resources

Transportation Cabinet 9,000
Transportation Cabinet 511,179,709
Transportation Cabinet 3,952,420
Department for Local Government 434,433
Department of Parks

Transportation Cabinet 328,197
Transportation Cabinet 2,432,977
Transportation Cabinet 5,424,884
Transportation Cabinet 1,438,659

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Transportation (Continued)
Direct Programs (Continued):
20.600 State and Community Highway Safety Department of Criminal Justice 3,310,734
(Note 9) Training
Department of State Police
Transportation Cabinet
20.604 Safety Incentive Grants for Use of Seatbelts Department of State Police 311,287
20.700 Pipeline Safety Public Service Commission 272,698
20.703 Interagency Hazardous Materials Public Department of Military Affairs 138,313

Sector Training and Planning Grants
NA Joint Federal/State Motor Fuel Tax
Compliance Project (Note 14)

Total U.S. Department of Transportation

U.S. Appalachian Regional Commission
Direct Programs:

23.001 Appaachian Regiona Development

23.002 Appalachian Area Development (Note 9)

23.005 Appalachian Housing Project Planning Loan,
Technical Assistance Grant and Site
Development and Off-Site Improvement
Grant - State Appalachian Housing Programs

23.011 Appalachian State Research, Technical
Assistance, and Demonstration Projects
(Note 9)

NA Regiona Tourism Initiative

Total U.S. Appalachian Regional Commission

Kentucky Revenue Cabinet

Department of Education
Department for Local Government
Department for Local Government
Kentucky Housing Corporation
Department for Local Government

Department of Business
Development

Department for Local Government
Department of Travel

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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FEDERAL ASSISTANCE PROGRAMS
FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Equal Employment Opportunity Commission
Direct Program:
30.002 Employment Discrimination - Stateand Local  Kentucky Commission on Human  $ 97,393

Fair Employment Practices Agency Contracts  Rights
Total U.S. Equal Employment Opportunity Commission $ 97,393
U.S. General Services Administration
Direct Program:
39.003 Donation of Federal Surplus Personal Finance and Administration $ 945,851

Property (Note 13) Cabinet
Total U.S. General Services Administration $ 945851
U.S. National Foundation on the Arts and the Humanities
Direct Programs:
45.015 Promotion of the Arts - Folk and Traditional Kentucky Historical Society

Arts (Note 14)
45.025 Promotion of the Arts - Partnership Kentucky Arts Council $ 576,373

Agreements (Note 9) Kentucky Center for the Arts
45.026 Promotion of the Arts - Leadership Initiatives ~ Kentucky Arts Council 65,500

Kentucky Historical Society

45.129 Promotion of the Humanities - Federal/State Kentucky Historical Society 14,445

Partnership
45310 State Library Program (Note 9) Department for Libraries and 2,017,252

Archives

Total U.S. National Foundation on the Arts and the Humanities $ 2,673,570

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Veterans Affairs
Direct Program:
64.114 Veterans Housing-Guaranteed and Insured Kentucky Housing Corporation $ 8,155,705
Loans (Note 2) (Note 3e) (Note 13)
Total U.S. Department of Veterans Affairs $ 8,155,705
U.S. Environmental Protection Agency
Direct Programs:
66.001 Air Pollution Control Program Support Natural Resources and 1,597,856 $
Environmental Protection Cabinet
66.032 State Indoor Radon Grants (Note 9) Cabinet for Health Services 261,458
66.419 Water Pollution Control - State and Interstate  Natural Resources and 1,209,408
Program Support Environmental Protection Cabinet
66.432 State Public Water System Supervision Natural Resources and 819,721
Environmental Protection Cabinet
66.438 Construction Management Assistance Natural Resources and 284,977
Environmental Protection Cabinet
66.454 Water Quality Management Planning (Note 9) Natural Resources and 24,963
Environmental Protection Cabinet
66.458 Capitalization Grants for State Revolving Kentucky Infrastructure Authority 8,600,211
Funds (Note 2) (Note 3d) Natural Resources and
Environmental Protection Cabinet
66.460 Nonpoint Source Implementation Grants Natural Resources and 2,464,465 22,590
(Note 13) Environmental Protection Cabinet
66.461 Wetlands Grants (Note 9) Department of Fish and Wildlife 44,891
Resources
Natural Resources and
Environmental Protection Cabinet
66.463 Water Quality Cooperative Agreements Natural Resources and 201,270
(Note 9) Environmental Protection Cabinet
66.467 Wastewater Operator Training Grant Program  Natural Resources and 32,054
(Technical Assistance) Environmental Protection Cabinet
66.468 Capitalization Grants for Drinking Water Kentucky Infrastructure Authority 6,774,653

State Revolving Fund (Note 2) (Note 3d)

Natural Resources and
Environmental Protection Cabinet

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Environmental Protection Agency (Continued)
Direct Programs (Continued):
66.470 Hardship Grants Program for Rural Natural Resources and
Communities (Note 14) Environmental Protection Cabinet
66.606 Surveys, Studies, Investigations and Special Cabinet for Health Services 349,066 67,965
Purpose Grants (Note 9) (Note 13) Natural Resources and
Environmental Protection Cabinet
66.700 Consolidated Pesticide Enforcement Department of Agriculture 509,857
Cooperative Agreements
66.701 Toxic Substances Compliance Monitoring Natural Resources and 94,661
Cooperative Agreements (Note 9) Environmental Protection Cabinet
66.707 TSCA TitlelV State Lead Grants - Cabinet for Health Services 366,734
Certification of Lead-Based Paint
Professionals (Note 9)
66.708 Pollution Prevention Grants Program (Note9)  Natural Resources and 65,769
Environmental Protection Cabinet
66.801 Hazardous Waste Management State Program  Natural Resources and 1,632,271
Support Environmental Protection Cabinet
66.802 Superfund State Site - Specific Cooperative Natural Resources and 171,688
Agreements Environmental Protection Cabinet
66.804 State and Tribal Underground Storage Tanks ~ Natural Resources and 246,061
Program Environmental Protection Cabinet
66.805 Leaking Underground Storage Tank Trust Natural Resources and 1,221,179
Fund Program Environmental Protection Cabinet
66.809 Superfund State Core Program Cooperative Natural Resources and
Agreements (Note 14) Environmental Protection Cabinet
Total U.S. Environmental Protection Agency $ 26973213 $ 90,555

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Energy
Direct Programs:
81.039 Nationa Energy Information Center Natural Resources and $ 6,111
Environmental Protection Cabinet
81.041 State Energy Program (Note 9) Natural Resources and 724,097
Environmental Protection Cabinet
Transportation Cabinet
81.042 Weatherization Assistance for Low-Income Cabinet for Families and Children 3,230,861
Persons (Note 9) Cabinet for Health Services
81.086 Conservation Research and Development Natural Resources and 58,152
Environmental Protection Cabinet
81.089 Fossil Energy Research and Development Department of Mines and Minerals
(Note 14)
81.119 State Energy Program Special Projects Natural Resources and 18,799
(Note 9) Environmental Protection Cabinet
81.502 Paducah Gaseous Diffusion Plant Cabinet for Health Services 1,636,781
Environmental Monitoring and Oversight Natural Resources and
(Note 9) Environmental Protection Cabinet
Passed Through From State of North Carolina Department of Commer ce:
81.041 State Energy Program (Note 14) Natural Resources and
Environmental Protection Cabinet
Pass Through Grantor's # - NA
Total U.S. Department of Energy $ 5,674,801

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Federal Emergency M anagement Agency
Direct Programs:
83.011 Hazardous Materias Training Program for Department of Military Affairs $
Implementation of the Superfund Amendment
and Reauthorization Act (SARA) of
1986 (Note 14)
83.012 Hazardous Materials Assistance Program Department of Military Affairs 1,810
83.105 Community Assistance Program - State Department of Military Affairs 107,010
Support Services Element (CAP-SSSE) Natural Resources and
Environmental Protection Cabinet
83.505 State Disaster Preparedness Grants (Note 14)  Department of Military Affairs
83.534 Emergency Management-State and Local Department of Military Affairs 4,269
Assistance
83.536 Food Mitigation Assistance Department of Military Affairs 21,891
83.539 Crisis Counseling Department of Military Affairs 28,709
83.543 Individua and Family Grants Department of Military Affairs 95,490
83.544 Public Assistance Grants (Note 9) Department of Military Affairs 3,542,782
Transportation Cabinet
83.548 Hazard Mitigation Grant (Note 9) Department of Military Affairs 2,363,931
83.549 Chemica Stockpile Emergency Preparedness  Cabinet for Health Services 4,465,123
Program (Note 9) Department of Military Affairs
83.550 National Dam Safety Program Natural Resources and 30,659
Environmental Protection Cabinet
83.552 Emergency Management Performance Grants  Department of Military Affairs 2,274,433
(Note 9)
Total U.S. Federal Emergency Management Agency $ 12,936,107

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Education
Direct Programs:
84.002 Adult Education - State Grant Program Kentucky Educational Television ~ $ 5,998,433
(Note 9) Cabinet for Workforce
Development
84.010 Titlel Grantsto Local Educational Agencies  Department of Education 127,815,102
(Note 2) (Note 9)
84.011 Migrant Education - Basic State Grant Department of Education 10,018,062
Program (Note 9)
84.013 Title! Program for Neglected and Delinquent  Department of Corrections 636,983
Children (Note 9) Department of Education
Department of Juvenile Justice
84.023 Specia Education - Innovation and Department of Education 94,885
Development (Note 9)
84.025 Servicesfor Children with Deaf-Blindness Department of Education
(Note 14)
84.027 Specia Education - Grantsto States (Note2)  Department of Education 59,922,124
(Note 9)
84.032 Federal Family Education Loans (Note 2) Kentucky Higher Education 50,706,598
(Note 3c) Assistance Authority
Kentucky Higher Education
Student Loan Corporation
84.048 Vocational Education - Basic Grantsto States  Department of Education 19,113,221
(Note 2) (Note 9) Cabinet for Workforce
Development
84.069 Leveraging Educational Assistance Kentucky Higher Education 516,502
Partnership (Note 2) Assistance Authority
84.126 Rehabilitation Services - Vocational Department of Education 40,615,369
Rehabilitation Grants to States (Note 2) Cabinet for Workforce
(Note 9) Development
84.128 Rehabilitation Services-Service Projects Cabinet for Workforce 77,678
(Note 9) Development
84.161 Rehabilitation Services- Client Assistance Cabinet for Workforce 128,292
Program Development
84.162 Immigrant Education (Note 9) Department of Education 572,644

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Education (Continued)
Direct Programs (Continued):
84.169 Independent Living - State Grants (Note 9) Cabinet for Workforce 341,250
Development
84.173 Specia Education - Preschool Grants (Note2) Department of Education 8,964,427
(Note 9)
84.177 Rehabilitation Services - Independent Living  Cabinet for Workforce 444,614
Services for Older Individuals Who are Blind ~ Development
(Note 9)
84.181 Specia Education - Grants for Infants and Department of Education 4,472,877
Families with Disabilities (Note 9) Cabinet for Health Services
84.185 Byrd Honors Scholarships (Note 9) Department of Education 540,389
84.186 Safe and Drug-Free Schools and Communities Department of Education 6,564,998
- State Grants (Note 9) Office of the Governor
Cabinet for Health Services
Department of State Police
84.187 Supported Employment Services for Cabinet for Workforce 574,329
Individuals with Severe Disabilities (Note 9) Development
84.194 Bilingual Education Support Services (Note Department of Education 15,569
84.196 Education for Homeless Children and Y outh Department of Education 508,058
(Note 9)
84.213 Even Start - State Educational Agencies Department of Education 2,291,709
(Note 9)
84.215 Fund for the Improvement of Education Department of Education 135,350
(Note 9)
84.216 Capital Expenses (Note 9) Department of Education 356,075
84.224 Assistive Technology (Note 9) Department of Public Advocacy 388,504
Cabinet for Workforce
Development
84.240 Program of Protection and Advocacy of Department of Public Advocacy 89,927
Individual Rights
84.243 Tech-Prep Education (Note 9) Department of Education 1,224,327
Cabinet for Workforce
Development
84.265 Rehabilitation Training - State V ocational Cabinet for Workforce 118,162
Rehabilitation Unit In-Service Training Development

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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FEDERAL ASSISTANCE PROGRAMS
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Federal Grantor State Agencies

CFDA # Expending Federal Expenditures

Program Title Awards Cash Noncash

U.S. Department of Education (Continued)

Direct Programs (Continued):

84.276 Goals 2000 - State and Local Education Kentucky Center for the Arts 6,099,027
Systemic Improvement Grants (Note 9) Department of Education

84.278 School-to-Work Implementation Grant Cabinet for Workforce 107,861
(Note 9) Development

84.281 Eisenhower Professional Development State Department of Education 4,490,641
Grants (Note 9) Council on Postsecondary

Education

84.293 Foreign Language Assistance (Note 9) Department of Education 51,048

84.298 Innovative Education Program Strategies Kentucky Center for the Arts 4,321,530
(Note 9) Department of Education

84.314 Even Start - Statewide Family Literacy Department of Education 4,256
Program

84.318 Technology Literacy Challenge Fund Grants  Department of Education 5,521,872
(Note 9)

84.323 Specid Education - State Program Department of Education 1,001,262
Improvement Grants for Children with Cabinet for Health Services
Disahilities (Note 9)

84.326  Specia Education - Technical Assistanceand  Department of Education 105,762
Dissemination to Improve Services and
Results for Children with Disabilities (Note 9)

84.327 Specia Education - Technology and Media Department of Education 221,060
Services for Individuals with Disabilities
(Note 9)

84.330 Advanced Placement Incentive Program Department of Education 204,202
(Note 9)

84.331 Grantsto States for Incarcerated Y outh Department of Corrections 53,647
Offenders

84.332 Comprehensive School Reform Department of Education 2,168,048
Demonstration (Note 9)

84.334 Gaining Early Awareness and Readiness for Council on Postsecondary 133,549
Undergraduate Programs (Note 9) Education

84.338 Reading Excellence (Note 9) Department of Education 2,746,837

84.340 Class Size Reduction (Note 9) Department of Education 13,690,487

84.346  Occupational and Employment Information Cabinet for Workforce 30,790
State Grants Development

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash

U.S. Department of Education (Continued)
Passed Through From Public Broadcasting Service:

84.203 Star Schools (Note 2) Kentucky Educational Television 319,719

Pass Through Grantor's # - NA

Total U.S. Department of Education $ 384,518,056

U.S. Department of Health and Human Services
Direct Programs:

93.041 Specia Programsfor the Aging - Title VII, Cabinet for Health Services $ 65,702 $
Chapter 3 - Programs for Prevention of Elder
Abuse, Neglect, and Exploitation (Note 9)

93.042 Specia Programs for the Aging - Title VII, Cabinet for Health Services 123,712
Chapter 2 - Long Term Care Ombudsman
Services for Older Individuals (Note 9)

93.043 Specia Programsfor the Aging - Titlelll, Cabinet for Health Services 201,017
Part F - Disease Prevention and Health
Promotion Services (Note 9)

93.044 Specia Programsfor the Aging - Titlelll, Cabinet for Health Services 4,888,856
Part B - Grants for Supportive Services and
Senior Centers (Note 9)

93.045 Specia Programsfor the Aging - Titlelll, Cabinet for Health Services 7,308,172
Part C - Nutrition Services (Note 9)

93.046 Specia Programsfor the Aging - Titlelll, Cabinet for Health Services 12,988
Part D - In-Home Services for Frail Older
Individuals (Note 9)

93.048 Specia Programsfor the Aging - TitleIV - Cabinet for Health Services 15,563
Training, Research and Discretionary Projects
and Programs (Note 9)

93.052 Nation Family Caregiver Support Program Cabinet for Health Services 69,043

93.110 Materna and Child Health Federal Commission for Children with 489,476
Consolidated Programs (Note 9) Specia Health Care Needs

Cabinet for Health Services

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Health and Human Services (Continued)
Direct Programs (Continued):
93.116 Project Grants and Cooperative Agreements Cabinet for Health Services 1,020,062 82,418
for Tuberculosis Control Programs (Note 9)
(Note 13)
93.119 Grantsfor Technical Assistance Activities Cabinet for Health Services 45,863
Related to the Block Grant for Community
Mental Health Services - Technical Assistance
Centers for Evaluation
93.130 Primary Care Services - Resource Cabinet for Health Services 71,147
Coordination and Development - Primary
Care Offices (Note 9)
93.136 Injury Prevention and Control Research and Cabinet for Health Services 396,989
State and Community Based Programs
(Note 9)
93.138 Protection and Advocacy for Individualswith  Department of Public Advocacy 597,801
Mental IlIness
93.150 Projectsfor Assistance in Transition from Cabinet for Health Services 300,000
Homelessness (PATH) (Note 9)
93.217 Family Planning - Services (Note 9) Cabinet for Health Services 4,200,021
93.230 Consolidated Knowledge Devel opment and Cabinet for Health Services 4,755,648
Application (KD&A) Program (Note 9)
93.234 Traumatic Brain Injury - State Demonstration ~ Cabinet for Health Services 10,316
Grant Program (Note 9)
93.235 Abstinence Education (Note 9) Cabinet for Health Services 498,535
93.238 Cooperative Agreements for State Treatment ~ Cabinet for Health Services 498,817
Outcomes and Performance Pilot Studies
Enhancement (Note 9)
93.241 State Rural Hospital Flexibility Program Cabinet for Health Services 170,000
93.251 Universal Newborn Hearing Screening Commission for Children with 87,407
Special Health Care Needs
93.262 Occupational Safety and Health Research Cabinet for Health Services 97,820
Grants (Note 9)
93.268 Immunization Grants (Note 9) (Note 13) Cabinet for Health Services 2,102,185 11,577,662
93.283 Centersfor Disease Control and Prevention-  Commission for Children with 1,664,748

Investigations and Technical Assistance
(Note 9)

Specia Health Care Needs
Cabinet for Health Services

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Health and Human Services (Continued)
Direct Programs (Continued):
93.556 Promoting Safe and Stable Families (Note9)  Cabinet for Families and Children 3,303,713
Cabinet for Health Services
93.558 Temporary Assistance for Needy Families Office of the Attorney General 208,445,415
(Note 2) (Note 9) Cabinet for Families and Children
Cabinet for Health Services
Kentucky Housing Corporation
Cabinet for Workforce
Development
93.563 Child Support Enforcement (Note 2) (Note9)  Office of the Attorney General 41,173,059
Cabinet for Families and Children
Cabinet for Health Services
93.568 Low-Income Home Energy Assistance Cabinet for Families and Children 27,484,242
(Note 2) (Note 9) Cabinet for Health Services
93.569 Community Services Block Grant (Note 9) Cabinet for Families and Children 7,872,159
Cabinet for Health Services
93.571 Community Services Block Grant Cabinet for Families and Children 60,678
Discretionary Awards - Community Food and
Nutrition (Note 9)
93.575 Child Care and Development Block Grant Cabinet for Families and Children 13,844,066
(Note 2) (Note 9)
93.576 Refugee and Entrant Assistance - Department of Education 313,688
Discretionary Grants (Note 9)
93.585 Empowerment Zones Program (Note 9) Finance and Administration 4,838,551
Cabinet
93.586 State Court Improvement Program Administrative Office of the Courts 125,699
93.595 Welfare Reform Research, Evaluations and Cabinet for Health Services 3,507,172
National Studies
93.596 Child Care Mandatory and Matching Fundsof  Cabinet for Families and Children 20,261,345
the Child Care and Development Fund
(Note 2)
93.597 Grantsto States for Access and Visitation Cabinet for Families and Children 82,424
Programs (Note 9)

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Health and Human Services (Continued)
Direct Programs (Continued):
93.600 Head Start Department of Education 100,921
Office of the Governor
93.603 Adoption Incentive Payments(Note 9) Cabinet for Families and Children 75,359
93.623 Runaway and Homeless Y outh (Note 9) Department of Juvenile Justice 52,984
93.630 Developmental Disabilities Basic Support and  Cabinet for Health Services 1,298,211
Advocacy Grants (Note 9) Department of Public Advocacy
93.643 Children's Justice Grants to States (Note 9) Administrative Office of the Courts 185,054
Office of the Attorney General
Cabinet for Families and Children
93.645 Child Welfare Services - State Grants Cabinet for Families and Children 4,847,308
93.652 Adoption Opportunities Administrative Office of the Courts 243,417
93.658 Foster Care - Title IV-E (Note 2) Administrative Office of the Courts 55,287,902
Cabinet for Families and Children
Cabinet for Health Services
Department of Juvenile Justice
93.659 Adoption Assistance Cabinet for Families and Children 10,203,823
93.667 Socia Services Block Grant (Note 2) (Note9) Cabinet for Families and Children 27,479,210
Cabinet for Health Services
Department of Juvenile Justice
93.669 Child Abuse and Neglect State Grants Office of the Attorney General 1,683,232
(Note 9) Cabinet for Families and Children
93.671 Family Violence Prevention and Cabinet for Families and Children 860,213
Services/Grants for Battered Women's Cabinet for Health Services
Shelters-Grants to States and Indian Tribes
(Note 9)
93.674  Independent Living (Note 9) Cabinet for Families and Children 799,204
93.767 State Children's Insurance Program (Note 2) Cabinet for Families and Children 19,606,751
Cabinet for Health Services
93.775 State Medicaid Fraud Control Units (Note2)  Office of the Attorney General 1,108,577
93.777 State Survey and Certification of Health Care  Cabinet for Health Services 6,007,091

Providers and Suppliers (Note 2)

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
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Federal Grantor

CFDA #

Program Title

State Agencies
Expending Federal
Awards

Expenditures

Cash

Noncash

U.S. Department of Health and Human Services (Continued)

Direct Programs (Continued):

93.778 Medical Assistance Program (Note 2) (Note 9)

93.779

93.917
93.919

93.931

93.938

93.940

93.944

93.945

93.958

93.959

93.977

93.988

93.991

Health Care Financing Research,
Demonstrations and Evaluations (Note 9)
HIV Care Formula Grants (Note 9)
Cooperative Agreements for State-Based
Comprehensive Breast and Cervical Cancer
Early Detection Programs (Note 9) (Note 13)
Demonstration Grants to States for
Community Scholarship (Note 9)
Cooperative Agreements to Support
Comprehensive School Health Programs to
Prevent the Spread of HIV and Other
Important Health Problems (Note 9)

HIV Prevention Activities - Health
Department Based (Note 9) (Note 13)
Human Immunodeficiency Virus
(HIV)/Acquired Immunodeficiency Virus
Syndrome (AIDS) Surveillance (Note 9)
Assistance Programs for Chronic Disease
Prevention and Control (Note 9)

Block Grants for Community Mental Health
Services (Note 9)

Block Grants for Prevention and Treatment of
Substance Abuse (Note 2) (Note 9)

Preventive Health Services - Sexually
Transmitted Diseases Control Grants (Note 9)

(Note 13)

Cooperative Agreements for State-Based
Diabetes Control Programs and Evaluation of
Surveillance Systems (Note 9)

Preventive Health and Health Services Block

Grant (Note 9)

Office of the Attorney General
Cabinet for Families and Children

Cabinet for Health Services
Cabinet for Health Services

Cabinet for Health Services
Cabinet for Health Services

Cabinet for Health Services

Department of Education

Cabinet for Health Services

Cabinet for Health Services

Department of Education
Cabinet for Health Services
Cabinet for Health Services
Cabinet for Workforce
Development

Department of Alcoholic Beverage

Control
Cabinet for Health Services

Cabinet for Health Services

Cabinet for Health Services

Cabinet for Health Services

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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353,927

4,423,838
2,084,771

25,638

228,455

1,465,924

119,045

948,798

5,270,576

18,572,755

709,064

350,330

2,445,528

25,000

63,362

501,374



COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FEDERAL ASSISTANCE PROGRAMS

FOR THE YEAR ENDED JUNE 30, 2001

Federal Grantor State Agencies
CFDA # Expending Federal Expenditures
Program Title Awards Cash Noncash
U.S. Department of Health and Human Services (Continued)
Direct Programs (Continued):
93.994 Materna and Child Health Services Block Commission for Children with 13,223,264
Grant to the States (Note 9) Special Health Care Needs
Cabinet for Health Services
NA FDA Tobacco Investigations Department of Alcoholic Beverage 3,270
Control
NA The Placement and Treatment of Cabinet for Families and Children 229,260
Neuropsychiatric Patients
NA Clinical Laboratory Improvement Act Cabinet for Health Services 169,430
Total U.S. Department of Health and Human Services $2,992,037,573 $ 12,249,816
U.S. Corporation for National and Community Service
Direct Programs:
94.003 State Commissions (Note 9) Cabinet for Families and Children  $ 153,825
94.004 Learn and Serve America- School and Department of Education 332,227
Community Based Programs (Note 9) Cabinet for Families and Children
94.006 AmeriCorps (Note 9) Cabinet for Families and Children 2,434,973
94.009 Training and Technical Assistance Cabinet for Families and Children 58,201
94.011 Foster Grandparent Program (Note 9) Cabinet for Health Services 539,878
Total U.S. Corporation for National and Community Service $ 3,519,104
U.S. Social Security Administration
Direct Program:
96.001 Socia Security - Disability Insurance (Note 2) Cabinet for Familiesand Children $ 36,249,749
Total U.S. Social Security Administration $ 36,249,749

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

FEDERAL ASSISTANCE PROGRAMS
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Federal Grantor
CFDA #
Program Title

State Agencies
Expending Federal Expenditures
Awards Cash Noncash

Other Federal Assistance
Direct Program:

NA Joint Funding Administration (Note 8)
(Note 9)

Passed Through From Laurel County Fiscal Court:

NA Appalachia High Intensity Drug Trafficking
Area
Pass Through Grantor's # - |I9PAPP501

Total Other Federal Assistance

Total Schedule of Expenditures of Federal Awards

Department for Local Government  $ 1,601,400

Office of the Governor 89,376

$ 1,690,776

$4,920,901,924 $533,668,566

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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COMMONWEALTH OF KENTUCKY
NOTESTO THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2001

Note 1 - Purpose of the Schedule and Significant Accounting Policies

Purpose of the Schedule - OMB Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations, requires a Schedule of Expenditures of Federal Awards
showing each federal financial assistance program as identified in the Catalog of Federal
Domestic Assistance.

Basis of Presentation - The accompanying Schedule of Expenditures of Federal Awards
is presented in accordance with OMB Circular A-133. Asdefined in the Circular, federal
financial assistance “. . . means assistance that non-federal entities receive or administer
in the form of grants, loans, loan guarantees, property (including donated surplus
property), cooperative agreements, interest subsidies, insurance, food commodities, direct
appropriations, and other assistance, but does not include amounts received as
reimbursement for services rendered to individuals . . ..” It includes awards received
directly from federal agencies, or indirectly through other units of state and local
governments. Accordingly, the accompanying schedule includes both cash and noncash
federal financia assistance programs. Those programs that have not been assigned a
catalog number, or for which the catalog number was not available, have been shown
either at the bottom of the relevant federa grantor subheading or under the “Other
Federal Assistance” subheading.

Reporting Entity - The accompanying schedule includes all federal financial assistance
programs administered by the Commonwealth of Kentucky, except for those programs
administered by the state universities. As allowed by the Single Audit Act Amendments
of 1996 and OMB Circular A-133, the Commonwealth elected to exclude state
universities from the statewide single audit, except as part of the audit of the general-
purpose financial statements of the Commonwealth.

Basis of Accounting - The cash expenditures on the accompanying schedule are
presented primarily on the basis of cash disbursements as modified by the application of
KRS 45.229. Consequently, certain expenditures are recorded in the accounts only when
cash is disbursed.

KRS 45.229 provides that the Finance and Administration Cabinet may, “. . . for aperiod
of thirty (30) days after the close of any fiscal year, draw warrants against the available
balances of appropriations made for that fiscal year, for the payment of expenditures
incurred during that year or in fulfillment of contracts properly made during the year, but
for no other purpose.” However, there is an exception to the application of KRS 45.229
in that regular payroll expenses incurred during the last pay period of the fiscal year are
charged to the next year.



COMMONWEALTH OF KENTUCKY
NOTES TO THE SCHEDUL E OF EXPENDI TURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

Note 1 - Purpose of the Schedule and Significant Accounting Policies (Continued)

Basis of Accounting (Continued)

The genera-purpose financial statements of the Commonwealth are presented on the
modified accrual or accrual basis of accounting, depending on fund type. Therefore, the
Schedule of Expenditures of Federal Awards may not be directly traceable to the general-
purpose financial statementsin all cases.

The noncash expenditures presented on this schedule represent the noncash assistance
expended by the Commonwealth during the period July 1, 2000 through June 30, 2001,
using the method or basis of valuation as described in the notes to the schedule for each
program. These noncash assistance programs are not reported in the general-purpose
financia statements of the Commonwealth for the year ended June 30, 2001.
The schedules for five (5) state agencies that account for 93% of the total cash
expenditures of federal awards are presented on the modified cash basis of accounting.
They are:

Department of Education

Cabinet for Families and Children

Cabinet for Health Services

Transportation Cabinet

Cabinet for Workforce Development

The remaining state agencies Schedules of Expenditures of Federal Awards are
presented on the cash, modified cash, or accrual basis of accounting.
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NOTES TO THE SCHEDUL E OF EXPENDI TURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

Note 1 - Purpose of the Schedule and Significant Accounting Policies (Continued)

Inter-Agency Activity - Certain transactions relating to federal financial assistance may
appear in the records of more than one state agency. To avoid the overstatement of
federal expenditures, the following policies were adopted for the presentation of the
Commonwealth’ s Schedule of Expenditures of Federal Awards:

() Federa moneys may be received by one state agency (primary state agency -
recipient) and passed through to another state agency (secondary state agency -
subrecipient) where the moneys are expended. Except for pass-throughs to state
universities as discussed below, this inter-agency transfer activity is reported in the
Commonwealth’s schedule as follows:

* Under the primary state agency, the federal program is reported as a direct
program. However, the transfer of money to the secondary state agency is not
included in the primary state agency’ s expenditures.

* Under the secondary state agency, the federal program is reported as a pass-
through program. The expenditure of the transferred moneys is reported in the
secondary agency’ s expenditures.

Because the Commonwealth’s schedule excludes federal financial assistance related
to state universities, when a state agency passes federal money to a state university,
thisis reported as an expenditure of that state agency.

(b) Federal moneys received by a state agency and used to purchase goods or services
from another state agency are reported in the Commonwealth’s schedule only by the
purchasing agency as an expenditure.

Note 2 - Type A Programs

Under the provisions of OMB Circular A-133, a Type A program for the Commonwealth
means any program for which total expenditures of federal awards exceeded $15 million
for FY 01. Clusters are a group of closely related programs sharing common compliance
requirements. A cluster of programs shall be considered as one program for determining
Type A programs. In relation to noncash federa financia assistance programs, this
threshold is generaly applied to the amount of assistance expended during the year as
presented on the noncash portion of the Schedule of Expenditures of Federal Awards,
plus any cash expenditures under the same CFDA designation. In the case of guarantee
type programs, this threshold is applied to the value of new guaranteed |oans/debentures
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(CONTINUED)

Note 2 - Type A Programs (Continued)

during the year, plus the balance of guaranteed |oans/debentures from previous years for
which the federal government still imposed continuing compliance requirements during
the year, plus any interest subsidy, cash, or administrative cost allowance received. In
relation to revolving loan type programs, this threshold is applied to the value of new
loans during the year, plus the balance of loans from previous years which were
outstanding during the year, plus the amount of interest income collected during the year.

The Commonwealth had the following programs (cash and noncash) which met the Type
A program definition for the year ended June 30, 2001, some of which were administered
by more than one (1) state agency. Certain component units and agencies audited by
certified public accounting firms had lower dollar thresholds. The Commonwealth
identified nine (9) clusters among the Type A programs. These Type A programs and
clusters were:

CFDA # Program Title Expenditures
10550  Food Distribution $ 15,697,806
10551  Food Stamps 344,117,592 a
10553  School Breakfast Program 29,412,350 b
10.555  National School Lunch Program 90,879,266 b
10.556  Specia Milk Program for Children 87,732b
10.557  Specia Supplemental Nutrition Program 81,331,341
for Women, Infants, and Children
10.558  Child and Adult Care Food Program 23,727,070
10559  Summer Food Service Program for 3,065,808 b
Children
10561  State Administrative Matching Grants for 27,065,228 a
Food Stamp Program
10.766 ~ Community Facilities Loans and Grants 50,144,498
14.117 Mortgage Insurance--Homes 92,092,533
14.182  Lower Income Housing Assistance 68,023,673 c
Program — Section 8 New
Construction/Substantial Rehabilitation
14.228  Community Development Block 39,530,487
Grants/State’ s Program
14.239  HOME Investment Partnerships Program 15,796,929
14.856  Lower Income Housing Assistance 825,397 ¢
Program — Section 8 Moderate
Rehabilitation
17.225  Unemployment Insurance 379,762,912
17.255  Workforce Investment Act 32,073,487
20.205  Highway Planning and Construction 511,179,709 d
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(CONTINUED)

Note 2 - Type A Programs (Continued)

CFDA # Program Title Expenditures

64.114  Veterans Housing-Guaranteed and 8,155,705
Insured Loans

66.458  Capitalization Grants for State Revolving 8,600,211
Funds

66.468  Capitalization Grants for Drinking Water 6,774,653
State Revolving Fund

84.010 Title! Grantsto Local Educational 127,815,102
Agencies

84.027  Specia Education - Grantsto States 59,922,124 e

84.032  Federal Family Education Loans 50,706,598 f

84.048  Vocationa Education —Basic Grantsto 19,113,221
States

84.069  Leveraging Educational Assistance 516,502
Partnership

84.126  Rehabilitation Services—Vocationa 40,615,369
Rehabilitation Grants to States

84.173  Specia Education — Preschool Grants 8,964,427 e

84.203  Star Schools 319,719

93558  Temporary Assistance for Needy Families 208,445,415

93.563  Child Support Enforcement 41,173,059

93568  Low-Income Home Energy Assistance 27,484,242

93,575  Child Care and Development Block Grant 13,844,066 g

93596  Child Care Mandatory and Matching 20,261,345 ¢g
Funds of the Child Care and Devel opment
Fund

93.658  Foster Care- TitleIV-E 55,287,902

93.667  Social ServicesBlock Grant 27,479,210

93.767  State Children’s Insurance Program 19,606,751

93.775  State Medicaid Fraud Control Units 1,108,577 h

93.777  State Survey and Certification of Health 6,007,091 h
Care Providers and Suppliers

93.778  Medical Assistance Program 2,450,570,344 h

93.959  Block Grantsfor Prevention and 18,572,755
Treatment of Substance Abuse

96.001  Social Security — Disability Insurance 36,249,749 i

Total Type A Programs
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(CONTINUED)

Note 2 - Type A Programs (Continued)

Identified clusters include:

a— Food Stamp Cluster (Cabinet for Families and Children)

b — Child Nutrition Cluster (Department of Education)

¢ — Section 8 Project-Based Cluster (Kentucky Housing Corporation)

d — Highway Planning and Construction Cluster (Transportation Cabinet)

e — Special Education Cluster (Department of Education)

f — Student Financial Aid Cluster (Kentucky Higher Education Assistance
Authority, Kentucky Higher Education Student Loan Corporation)

g — Child Care Cluster (Cabinet for Families and Children)

h —Medicaid Cluster (Cabinet for Families and Children, Cabinet for Health
Services)

| — Disability Insurance/SSI Cluster (Cabinet for Families and Children)

Note 3 - Federally Assisted L oan Programs

The Commonwealth has severa loan programs made possible with initial advances in
prior years from the federal government. In addition, the federal government guarantees
some loan programs.

a) The Kentucky Rural Rehabilitation Student Loan Program was initially awarded
$672,629 in 1970 by the U.S. Farmers Home Administration. Since 1970, the program
has operated on interest from student loans outstanding and on income from investments
administered by the Office of Financial Management. The Department of Agricultureis
no longer in the business of making student loans and reassigned all loans in payment
compliance to the Kentucky Higher Education Assistance Authority (KHEAA). The
Department of Agriculture retained only those loans that had a delinquent payment
history. This program is currently in phase-out status, with authorization from the U.S.
Department of Agriculture (USDA) to eliminate the principal through issuance of
specific grants and scholarships. Most outstanding loans have been classified as
contingent uncollectible liabilities. When loan payments are received, they are directly
deposited into the principal account. The total amount of money in the investment
account as of June 30, 2001 was $886,138. Student |oans and investments earned interest
of $53,053. Outstanding student loans totaled $64,536. The total grants and scholarships
authorized by the USDA in FY 01 totaled $106,417.

b) Total moneys for the Gas System Restoration Project, administered by the Department
for Local Government (CFDA #11.307), consist of $3,150,000 from the U.S. Economic
Development Administration; $500,000 from the U.S. Appalachian Regional
Commission; and $650,000 in state matching money, for a total commitment to the
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(CONTINUED)

Note 3 - Federally Assisted L oan Programs (Continued)

revolving loan program of $4,300,000. All monies had been received and paid out for
loans as of June 30, 2001. In addition, principal and interest repaid is available for
lending.

¢) The Kentucky Higher Education Student Loan Corporation issues revenue bonds to
purchase student loans authorized under the Federal Family Education Loans program
(CFDA #84.032). The Kentucky Higher Education Assistance Authority guarantees
substantially all loans made and purchased by the Kentucky Higher Education Student
Loan Corporation. The U.S. Department of Education provides for reinsurance of loans
guaranteed by the Kentucky Higher Education Assistance Authority. Outstanding loans
guaranteed under this program totaled $1,947,932,103 as of June 30, 2001.

d) The Kentucky Infrastructure Authority administers wastewater revolving loan
programs (CFDA #66.458 and 66.468) funded by the U.S. Environmental Protection
Agency’s Capitalization Grants for State Revolving Funds. During FY 01, the Kentucky
Infrastructure Authority issued loans totaling $12,341,489, with outstanding loans of
$209,986,967 at year end.

€) The Department of Housing and Urban Development’s Mortgage Insurance-Homes
Program (CFDA #14.117), Department of Agriculture's Rura Housing Service
Community Facilities Loans and Grants (CFDA #10.766), and Department of Veterans
Affairs Veterans Housing - Guaranteed and Insured Loans (CFDA #64.114) represent
the loans originated in FY 01 by the Kentucky Housing Corporation. The cumulative
outstanding balance of the Mortgage Insurance Program, Rural Housing Service
Community Facilities Loans and Grants Program, and V eterans Housing and Guaranteed
Loans Program loans originated by the Kentucky Housing Corporation is $504,827,579,
$192,397,693, and $59,183,007, respectively at June 30, 2001.

Note 4 - Activity Occurring in Programswith I nventoriable I tems

The Cabinet for Families and Children (CFC) received, stored, and distributed inventory
items related to the Food Stamps (CFDA #10.551) program in prior years. However, due
to the Electronic Benefit Transfer (EBT) distribution of food stamps benefits, inventory is
no longer applicable.

The Department of Agriculture operates a warehouse in Louisville, Kentucky for the

Commodity Supplemental Food Program (CFDA #10.565). The dollar value of the
inventory, based on the USDA Commodity File dated June 2001, is as follows:
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Note 4 - Activity Occurring in Programswith I nventoriable I tems (Continued)

Commodity
Supplemental Food
Program

CFDA #10.565
Beginning Inventory, July 1, 2000 $ 294,778
Received 1,443,656
Issued to Recipients (1,111,913)
Ending Inventory, June 30, 2001 $ 626,521

Note 5 - Unemployment | nsurance (CFDA #17.225)

The Commonwealth paid out $357,646,539 in benefitsin FY 01. The amounts shown on
the accompanying Schedule of Expenditures of Federal Awards reflect both the amount
expended for benefits from the Trust Fund and an additional $22,116,373 of federal funds
expended for administration of the program, resulting in a combined total of
$379,762,912 in federal expenditures.

Note 6 - Highway Planning and Construction (CFDA #20.205)

The information reported for this program represents the activity of all open projects
during the year ended June 30, 2001. These projects were funded from severa
apportionments.  Apportionments refer to a federal statutorily prescribed division or
assignment of funds. The expenditures reflected on the Schedule of Expenditures of
Federal Awards include those for advance construction projects which are not yet under
agreements with the Federal Highway Administration.

Program Income - The Highway Planning and Construction Program earned program
income of $584,606 in the year ended June 30, 2001. This income was earned in the
right-of-way phase through the sale and rental of real property. Income earned in this
manner was classified as a negative expenditure, resulting in a reduction to federal
expenditures for the current year.

Refunds - Expenditures for the Highway Planning and Construction Program were shown
net of any refunds, resulting from a reimbursement of prior or current year expenditures.
Refunds totaled $3,411,143 for the year ended June 30, 2001.

52



COMMONWEALTH OF KENTUCKY

NOTES TO THE SCHEDUL E OF EXPENDI TURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

Note 7 - Outdoor Recreation - Acquisition, Development and Planning
(CEDA # 15.916) and Recr eational Trails Program (CEDA # 20.219)

Administrative costs are shown as expended when received from the federal government.
These costs are recovered through a negotiated fixed-indirect cost rate. Any over or
under recovery will be recouped in the future.

Note 8 - Joint Funding Administration

The Joint Funding Administration Program consists of grants from the following federal
agencies:

* U.S. Department of Commerce
* U.S. Department of Housing and Urban Development
* U.S. Appalachian Regional Commission

Note 9 - Subrecipient Activity

A subrecipient is a non-federal entity that expends federal awards received from a pass-
through entity to carry out afederal program. The following list summarizes the amount
of federal funds sent to subrecipients.

CFDA # Federal Program Name Amount Sent
10.550 Food Distribution $ 15,697,806
10.553  School Breakfast Program 29,071,256
10.555 National School Lunch Program 90,296,307
10.556  Specia Milk Program for Children 87,732
10.557  Specia Supplemental Nutrition Program for 13,826,952

Women, Infants, and Children
10.558 Child and Adult Care Food Program 23,484,389
10.559  Summer Food Service Program for Children 2,991,048
10.561 State Administrative Matching Grants for Food 140,749
Stamp Program
10.570  Nutrition Program for the Elderly (Commodities) 1,722,933
10.664 Cooperative Forestry Assistance 281,054
11.305 Economic Development — State and Local 51,710
Economic Devel opment Planning
14.185 Homeownership and Opportunity for People 24,886
Everywhere
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent

14.228 Community Development Block Grants/State's 38,952,507
Program

14.231 Emergency Shelter Grants Program 1,436,867

14.235  Supportive Housing Program 3,019,006

14.238  Shelter Plus Care 193,337

14.239 HOME Investment Partnerships Program 9,513,433

14.241  Housing Opportunities for Persons with AIDS 1,333,461

15.250 Regulation of Surface Coal Mining and Surface 2,567
Effects of Underground Coa Mining

15.252  Abandoned Mine Land Reclamation (AMLR) 6,113,402
Program

15.615 Cooperative Endangered Species Conservation 2,225
Fund

15.904 Historic Preservation Fund Grants-In-Aid 174,100

15.916 Outdoor Recreation - Acquisition, Development 91,286
and Planning

16.523  Juvenile Accountability Incentive Block Grants 304,942

16.540 Juvenile Justice and Delinquency Prevention — 564,608
Allocation to States

16.542 National Institute for Juvenile Justice and 628,538
Delinquency Prevention

16.548 TitleV - Delinquency Prevention Program 470,104

16.549 Part E - State Challenge Activities 105,536

16.575 Crime Victim Assistance 4,273,606

16.579 Byrne Formula Grant Program 3,831,516

16.588 Violence Against Women Formula Grants 1,677,286

16.589 Rura Domestic Violence and Child Victimization 108,489
Enforcement Grant Program

16.590 Grantsto Encourage Arrest Policies and 39,103
Enforcement of Protection Orders

16.592 Loca Law Enforcement Block Grants Program 469,117

16.607  Bulletproof Vest Partnership Program 38,576

16.727  Enforcing Underage Drinking Laws Program 77,034

17.225 Unemployment Insurance 21,778

17.235  Senior Community Service Employment Program 1,546,132

17.246  Employment and Training Assistance - Dislocated 297,117
Workers

17.249 Employment Services and Job Training Pilots — 274,171

Demonstrations and Research
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent
17.250 Job Training Partnership Act 1,020,853
17.253 Welfare-to-Work Grants to States and Localities 8,012,146
17.255 Workforce Investment Act 29,877,774
20.218 Nationa Motor Carrier Safety 106,016
20.219 Recreationa Trails Program 402,433
20.505 Federa Transit-Metropolitan Planning Grants 328,197
20.507 Federa Transit - Formula Grants 2,432,977
20.509 Formula Grants for Other Than Urbanized Areas 5,093,691
20.513 Capital Assistance Program for Elderly Persons and 1,405,197
Persons with Disabilities

20.600 State and Community Highway Safety 2,087,222

23.002  Appalachian Area Development 39,873

23.011 Appaachian State Research, Technical Assistance, 43,957
and Demonstration Projects

45.025 Promotion of the Arts - Partnership Agreements 259,625

45310 State Library Program 627,191

66.032  State Indoor Radon Grants 209,288

66.454 Water Quality Management Planning 27,500

66.461 Wetlands Grants 33,891

66.463 Water Quality Cooperative Agreements 13,991

66.606  Surveys, Studies, Investigations and Special 106,632
Purpose Grants

66.701  Toxic Substances Compliance Monitoring 10,726
Cooperative Agreements

66.707 TSCA Title 1V State Lead Grants-Certification of 73,516
Lead-Based Paint Professionals

66.708 Pollution Prevention Grants Program 65,767

81.041 State Energy Program 168,067

81.042 Weatherization Assistance for Low-Income Persons 2,918,169

81.119 State Energy Program Special Projects 11,555

81.502 Paducah Gaseous Diffusion Plant Environmental 371,191
Monitoring and Oversight

83.544  Public Assistance Grants 3,491,056

83.548 Hazard Mitigation Grant 2,294,095

83.549 Chemical Stockpile Emergency Preparedness 1,920,330
Program

83.552 Emergency Management Performance Grants 1,546,361

84.002 Adult Education - State Grant Program 5,509,013
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent
84.010 Title!l Grantsto Loca Educational Agencies 126,311,971
84.011 Migrant Education - Basic State Grant Program 9,856,481
84.013 Title! Program for Neglected and Delinquent 5,417

Children
84.023  Specia Education - Innovation and Devel opment 94,628
84.027  Specia Education - Grantsto States 57,091,900
84.048 Vocationa Education - Basic Grantsto States 16,942,450
84.126  Rehabilitation Services - Vocational Rehabilitation 347,756
Grants to States
84.128 Rehabilitation Services-Service Projects 77,678
84.162 Immigrant Education 569,798
84.169 Independent Living - State Grants 67,671
84.173  Specia Education - Preschool Grants 8,520,636
84.177 Rehabilitation Services - Independent Living 7,620
Services for Older Individuals Who are Blind
84.181 Specia Education - Grants for Infants and Families 2,117,001
with Disabilities
84.185 Byrd Honors Scholarships 531,000
84.186 Safe and Drug-Free Schools and Communities - 5,879,128
State Grants
84.187  Supported Employment Services For Individuals 144,193
With Severe Disabilities
84.194 Bilingual Education Support Services 1,500
84.196 Education for Homeless Children and Y outh 481,653
84.213 Even Start - State Educational Agencies 2,045,200
84.215 Fund for the Improvement of Education 75,334
84.216 Capital Expenses 356,075
84.224  Assistive Technology 205,881
84.243 Tech-Prep Education 1,085,364
84.276  Goals 2000 - State and Local Education Systemic 5,415,929
Improvement Grants
84.278  School-to-Work Implementation Grant 89,436
84.281 Eisenhower Professional Development State Grants 4,284,368
84.293  Foreign Language Assistance 20,204
84.298 Innovative Education Program Strategies 4,013,804
84.318 Technology Literacy Challenge Fund Grants 5,135,460
84.323  Specia Education - State Program Improvement 905,612

Grants for Children with Disabilities
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent

84.326  Specia Education - Technical Assistance and 105,762
Dissemination to Improve Services and Results for
Children with Disabilities

84.327  Special Education - Technology and Media 221,060
Services for Individuals with Disabilities

84.330 Advanced Placement Incentive Program 20,924

84.332 Comprehensive School Reform Demonstration 2,021,600

84.334  Gaining Early Awareness and Readiness for 8,900
Undergraduate Programs

84.338 Reading Excellence 2,720,117

84.340 Class Size Reduction 13,690,487

93.041  Specia Programsfor the Aging - Title V11, Chapter 65,702
3 - Programs for Prevention of Elder Abuse,
Neglect, and Exploitation

93.042  Specia Programsfor the Aging - Title V11, Chapter 39,065
2 - Long Term Care Ombudsman Services for
Older Individuals

93.043  Specia Programsfor the Aging - Title I11, Part F - 201,017
Disease Prevention and Health Promotion Services

93.044  Specia Programsfor the Aging - Titlel11, Part B - 4,657,300
Grants for Supportive Services and Senior Centers

93.045 Special Programsfor the Aging - Title I11, Part C - 6,949,634
Nutrition Services

93.046  Special Programsfor the Aging - Title I, Part D - 12,988
In-Home Services for Frail Older Individuals

93.048 Specia Programsfor the Aging - Title 1V - 15,563
Training, Research and Discretionary Projects and
Programs

93.110 Maternal and Child Health Federal Consolidated 87,585
Programs

93.116  Project Grants and Cooperative Agreements for 828,362
Tuberculosis Control Programs

93.130 Primary Care Services - Resource Coordination and 52,248
Development - Primary Care Offices

93.136  Injury Prevention and Control Research and State 306,689
and Community Based Programs

93.150 Projectsfor Assistancein Transition from 300,000
Homelessness (PATH)

93.217 Family Planning - Services 4,187,803
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent

93.230 Consolidated Knowledge Development and 4,274,656
Application (KD&A) Program

93.234 Traumatic Brain Injury - State Demonstration Grant 10,316
Program

93.235  Abstinence Education 462,411

93.238 Cooperative Agreements for State Treatment 473,278
Outcomes and Performance Pilot Studies
Enhancement

93.262 Occupational Safety and Health Research Grants 97,820

93.268 Immunization Grants 1,275,751

93.283  Centersfor Disease Control and Prevention — 1,334,232
Investigations and Technical Assistance

93.556 Promoting Safe and Stable Families 2,036,399

93.558 Temporary Assistance for Needy Families 10,486,489

93.563 Child Support Enforcement 20,788,383

93.568 Low-Income Home Energy Assistance 27,259,370

93.569 Community Services Block Grant 7,733,701

93,571 Community Services Block Grant Discretionary 60,678
Awards - Community Food and Nutrition

93.575 Child Care and Development Block Grant 8,560,268

93.576 Refugee and Entrant Assistance Discretionary 307,769
Grants

93.585 Empowerment Zones Program 4,838,551

93.597 Grantsto States for Access and Visitation Programs 82,162

93.603 Adoption Incentive Payments 1,265

93.623 Runaway and Homeless Y outh 45,943

93.630 Developmental Disabilities Basic Support and 434,808
Advocacy Grants

93.643  Children’s Justice Grants to States 60,202

93.667 Social Services Block Grant 445,551

93.669 Child Abuse and Neglect State Grants 1,022,158

93.671 Family Violence Prevention and Services/Grants 857,435
for Battered Women's Shelters - Grants to States
and Indian Tribes

93.674  Independent Living 242,692

93.778 Medical Assistance Program 2,680,891

93.779 Hedth Care Financing Research, Demonstrations 274,244
and Evaluations

93.917 HIV Care Formula Grants 4,329,759
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Note 9 - Subrecipient Activity (Continued)

CFDA # Federal Program Name Amount Sent

93.919 Cooperative Agreements for State-Based 1,852,219
Comprehensive Breast and Cervical Cancer Early
Detection Programs

93.931 Demonstration Grants to States for Community 8,652
Scholarship

93.938 Cooperative Agreements to Support 95,240
Comprehensive School Health Programs to Prevent
the Spread of HIV and Other Important Health
Problems

93.940 HIV Prevention Activities - Health Department 1,054,099
Based

93.944  Human Immunodeficiency Virus (HIV)/Acquired 42,811
Immunodeficiency Virus Syndrome (AIDS)
Surveillance

93.945 Assistance Programs for Chronic Disease 551,770
Prevention and Control

93.958 Block Grants for Community Mental Health 5,191,300
Services

93.959 Block Grantsfor Prevention and Treatment of 18,099,416
Substance Abuse

93.977 Preventive Health Services-Sexually Transmitted 159,221
Diseases Control Grants

93.988 Cooperative Agreements for State-Based Diabetes 326,722
Control Programs and Evaluation of Surveillance
Systems

93.991 Preventive Health and Health Services Block Grant 2,438,165

93.994 Maternal and Child Health Services Block Grant to 8,294,519
the States

94.003 State Commissions 1,355

94.004 Learn and Serve America- School and Community 294,889
Based Programs

94.006 AmeriCorps 1,904,842

94.011 Foster Grandparent Program 122,647

NA Chemical Demilitarization and Remediation 8,759
Activity for Hazardous Waste Activities at
Chemical Demilitarization Facilities

NA HUD Disaster Recovery Initiative 836,270

NA Joint Funding Administration 1,601,400

Total Amounts Sent to Subrecipients
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Note 10 - Community Development Block Grants/State’ s Program (CFDA #14.228)

The Commonwealth matches the federal portion of administration dollar for dollar. Cash
expenditures include the federal portion of administration.

Note 11 - Wildlife Restoration (CEDA #15.611)

The Department of Fish and Wildlife Resources leases properties from the U.S. Army
Corps of Engineers for Condition three (3) and Condition five (5) Projects. These projects
stipulate that the properties leased be managed for wildlife purposes and may produce
income. The leases for wildlife management rights on these properties are non-monetary.
At present, the Department of Fish and Wildlife Resources leases the following
properties:

* Barlow Bottoms-Olmstead
* Barren River

* Birdsvilleldand

* Green River

* Dewey Lake

* Fishtrap Lake

e Lake Cumberland

* Paintsville Lake

* Sloughs-Grassy Pond

Any expenditure in excess of revenue from each property listed above will be eligible for
reimbursement under the Wildlife Restoration grant (CFDA 15.611) from the U.S.
Department of the Interior. The properties listed above are not reimbursed with federal
funds if the grant has aready been expended to manage other wildlife properties. Since
the grant was used to manage other properties, no expenditures for leased properties were
federally reimbursed in FY 01.

Note 12 - Workforce Investment Act (CEFDA #17.255)

The Workforce Investment Act program (WIA) has three (3) basic programs, Adult,
Youth, and Dislocated Workers. For FY 01, al expenditures were made under WIA -
CFDA 17.255. Beginning in FY 02, expenditures will be identified in three (3) separate
programs:

* CFDA 17.258 — WIA Adult Program,
e CFDA 17.259 —WIA Y outh Activities, and
e CFDA 17.260 —WIA Didocated Workers.
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Note 13 - Noncash Expenditur e Programs

The Commonwealth had 20 noncash programs in FY 01. These noncash programs and a
description of the method/basis of valuation follow.

CFDA # Program Title State Agency Amount Method/Basis of
Valuation
10.550 Food Distribution  Department of $ 15,697,806 USDA'svaue at
Agriculture the time of
delivery to
recipient agencies.
10.551  Food Stamps Cabinet for 344,117,592 EBT Issuance.
Families and
Children
10.565  Commodity Department of 1,111,913 Quantity issued to
Supplemental Agriculture recipients valued
Food Program at USDA's June
2001 prices.
10.569  Emergency Food Department of 5,159,418 USDA'svaue at
Assistance Agriculture the time of
Program (Food delivery to
Commodities) recipient agencies.
10.664  Cooperative Natural Resources 3,552,638 Original purchase
Forestry and Environmental price.
Assistance Protection Cabinet
10.766 ~ Community Kentucky Housing 50,144,498 Book vaue of
FacilitiesLoans  Corporation loans.
and Grants
10914  WildlifeHabitat ~ Department of Fish 21,000 Office space
Incentive and Wildlife (office supplies
Program Resources and telephone).
14117  Mortgage Kentucky Housing 92,092,533 Book value of
Insurance-Homes  Corporation loans.
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Note 13 - Noncash Expenditur e Programs (Continued)

CFDA#  Program Title State Agency Amount Method/Basis
of Valuation

15250  Regulation of Natural Resources 18,490 Inventory of
Surface Cod and Environmental property.
Mining and Protection Cabinet
Surface Effects of
Underground
Coa Mining

15.252  Abandoned Mine Natural Resources 26,600 Matched project
Land and Environmental costs.
Reclamation Protection Cabinet
(AMLR) Program

15808 U.S. Geologica Natural Resources 284,151 Split costs for
Survey — and Environmental investigation
Research and Protection Cabinet and network
Data Acquisition operations.

39.003  Donation of Finance and 945,851 23.3% of federal
Federal Surplus ~ Administration acquisition cost
Personal Property Cabinet (9$4,059,447).

64.114  VeteransHousing Kentucky Housing 8,155,705 Book value of
— Guaranteed and  Corporation loans.
Insured Loans

66.460  Nonpoint Source  Natural Resources 22,590 Excesssalary
Implementation and Environmental payment over
Grants Protection Cabinet grant.

66.606  Surveys, Studies, Natural Resources 67,965 EPA in-kind
Investigationsand and Environmental contribution.
Specia Purpose  Protection Cabinet
Grants

93.116  Project Grants Cabinet for Health 82,418 Per authorized
and Cooperative  Services award for
Agreementsfor personnel costs
Tuberculosis and travel.

Control Programs
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Note 13 - Noncash Expenditur e Programs (Continued)

CFDA#  Program Title State Agency Amount Method/Basis of
Valuation
03.268 Immunization Cabinet for Health 11,577,662 Per authorized
Grants Services award for

personnel, vaccine
costs, and travel.

93.919  Cooperative Cabinet for Health 25,000 Per authorized
Agreementsfor Services personnel costs.
State-Based
Comprehensive
Breast and
Cervical Cancer
Early Detection
Programs

93.940  HIV Prevention Cabinet for Health 63,362 Per authorized
Activities - Services personnel costs.
Health
Department
Based

93.977  Preventive Health Cabinet for Health 501,374 Per authorized
Services - Services personnel costs
Sexually and travel.
Transmitted
Diseases Control
Grants

Total Noncash Expenditures $ 533,668,566

Note 14 - Zer o Expenditur e Programs

These programs had no expenditures during FY 01. They included programs with no
activity during the year such as old programs not officially closed out or new programs
issued late in the fiscal year. They also included programs with activity other than
expenditures.
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EDWARD B. HATCHETT, JR.
AUDITOR OF PUBLIC ACCOUNTS

Report on Compliance and on Internal Control Over Financial Reporting
Based on an Audit of the General-Purpose Financial Statements
Performed in Accordance With
Government Auditing Standards

To the People of Kentucky
Honorable Paul E. Patton, Governor
T. Kevin Flanery, Secretary
Finance and Administration Cabinet

We have audited the general-purpose financial statements of the Commonwealth of
Kentucky as of and for the year ended June 30, 2001, and have issued our report thereon
dated December 21, 2001. We conducted our audit in accordance with auditing standards
generaly accepted in the United States of America and the standards applicable to
financia audits contained in Government Auditing Standards, issued by the Comptroller
General of the United States.

Several agencies were audited for compliance and internal control requirements in
accordance with Government Auditing Standards by other auditors, whose reports
thereon have been furnished to us.

Compliance

As part of obtaining reasonable assurance about whether the Commonwealth’ s financial
statements are free of material misstatement, we performed tests of its compliance with
certain provisions of laws, regulations, contracts, and grants, noncompliance with which
could have a direct and material effect on the determination of financial statement
amounts. However, providing an opinion on compliance with those provisions was not
an objective of our audit, and accordingly, we do not express such an opinion. The
results of our tests disclosed seven (7) instances of noncompliance that are required to be
reported under Government Auditing Standards and which are described in the
accompanying schedule of findings and questioned costs as items 01-FAC2-3,
01-LAB1-24, 01-CPE3-27, 01-CPE4-28, 01-CPE5-29, 01-CPE6-30, and 01-CPE7-31.
We also noted certain immaterial instances of noncompliance, which we have reported to

management.
144 CAPITOL ANNEX 2501 GEORGETOWN ROAD, SUITE 2
FRANKFORT, KY 40601-3448 FRANKFORT, KY 40601-5539
TELE. 502.564.5841 AN EQuaL OPPORTUNITY EMPLOYER M/ F /D TELE. 502.573.0080
FAX 502.564.2912 FAX 502.573.0067

ehatchett@kvauditor.net



Report on Compliance and on Internal Control Over

Financial Reporting Based on an Audit of the General-Purpose

Financia Statements Performed in Accordance With Government Auditing Standards
(Continued)

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the Commonwealth’s internal
control over financial reporting in order to determine our auditing procedures for the
purpose of expressing our opinion on the financial statements and not to provide
assurance on the internal control over financia reporting. However, we noted certain
matters involving the internal control over financial reporting and its operation that we
consider to be reportable conditions. Reportable conditions involve matters coming to
our attention relating to significant deficiencies in the design or operation of the internal
control over financial reporting that, in our judgment, could adversely affect the
Commonwedlth’s ability to record, process, summarize, and report financial data
consistent with the assertions of management in the financial statements. Reportable
conditions are described in the accompanying schedule of findings and questioned costs
as items 01-CFC1-1, 01-FAC1-2, 01-FAC2-3, 01-FAC3-4, 01-FAC4-5, 01-FAC5-6,
01-FAC6-7, 01-FAC7-8, 01-GOT1-9, 01-CHS1-10, O01-CHS2-11, 01-CHS3-12,
01-CH$4-13, 01-CHS5-14, 01-CHS6-15, 01-LAB2-25, 01-LAB3-26, 01-LAB4-16,
01-PERSI1-17, 01-REV1-18, 01-REV2-32, 01-REV3-19, 01-KST1-20, 01-CWD1-21,
01-CWD2-22, 01-CWD3-23, 01-CWD4-33, and 01-CWD5-34.

A material weakness is a condition in which the design or operation of one or more of the
internal control components does not reduce to a relatively low level the risk that
misstatements in amounts that would be material in relation to the financia statements
being audited may occur and not be detected within atimely period by employees in the
normal course of performing their assigned functions. Our consideration of the internal
control over financial reporting would not necessarily disclose all matters in the internal
control that might be reportable conditions and, accordingly, would not necessarily
disclose all reportable conditions that are also considered to be material weaknesses.
However, of the reportable conditions described above, we consider items 01-LAB2-25,
01-LAB3-26, 01-REV2-32, 01-CWD4-33, and 01-CWD5-34 to be material weaknesses.
We also noted other matters involving the internal control over financial reporting, which
we have reported to management.
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Report on Compliance and on Internal Control Over

Financial Reporting Based on an Audit of the General-Purpose

Financia Statements Performed in Accordance With Government Auditing Standards
(Continued)

This report is intended solely for the information and use of management and federal
awarding agencies and pass-through entities and is not intended to be and should not be
used by anyone other than these specified parties.

Sincerely,

T

Edward B. Hatchett, Jr.
Auditor of Public Accounts

December 21, 2001
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EDWARD B. HATCHETT, JR.
AUDITOR OF PUBLIC ACCOUNTS

Report on Compliance With Requirements Applicable to Each
Major Program and on Internal Control Over Compliance in
Accordance With OMB Circular A-133 and on the
Schedule of Expenditures of Federal Awards

To the People of Kentucky
Honorable Paul E. Patton, Governor
T. Kevin Flanery, Secretary
Finance and Administration Cabinet

Compliance

We have audited the compliance of the Commonwealth of Kentucky with the types of
compliance requirements described in the U.S Office of Management and Budget (OMB)
Circular A-133 Compliance Supplement that are applicable to each of its maor federal
programs for the year ended June 30, 2001. The Commonwealth’s major federal
programs are identified in the summary of auditor’s results section of the accompanying
schedule of findings and questioned costs. Compliance with the requirements of laws,
regulations, contracts, and grants applicable to each of its major federal programs is the
responsibility of the Commonwealth’s management. Our responsibility is to express an
opinion on the Commonwealth’ s compliance based on our audit.

Severa agencies were audited for internal control and compliance requirements in
accordance with OMB Circular A-133 by other auditors, whose reports thereon have
been furnished to us, and our opinion presented herein, insofar as it relates to these
agencies listed in Appendix 1 to thisreport, is based on the reports of the other auditors.

The Commonwealth’s general-purpose financia statements included the operations of the
state universities, which expended $446,133,636 in federal awards that is not included in
the schedule of expenditures of federal awards during the year ended June 30, 2001. Our
audit, described below, did not include the operations of the state universities because
they engaged other auditors to perform an audit in accordance with OMB Circular A-133.

144 CAPITOL ANNEX 2501 GEORGETOWN ROAD, SUITE 2
FRANKFORT, KY 40601—-3448 FRANKFORT, KY 40601-5539
TELE. 502.564.5841 AN EQUAL OPPORTUNITY EMPLOYER M/ F /D TELE. 502.573.0050
FAX 502.564.2912 FAX 502.573.0067

ehatchett@kyauditor.net



Report on Compliance With Requirements Applicable to Each
Major Program and on Internal Control Over Compliance in
Accordance With OMB Circular A-133 and on the

Schedule of Expenditures of Federal Awards

(Continued)

We conducted our audit of compliance in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financia audits
contained in Government Auditing Standards, issued by the Comptroller General of the
United States; and OMB Circular A-133, Audits of Sates, Local Governments, and Non-
Profit Organizations. Those standards and OMB Circular A-133 require that we plan and
perform the audit to obtain reasonable assurance about whether noncompliance with the
types of compliance requirements referred to above that could have a direct and material
effect on a major federal program occurred. An audit includes examining, on atest basis,
evidence about the Commonwealth’s compliance with those requirements and
performing such other procedures as we considered necessary in the circumstances. We
believe that our audit provides a reasonable basis for our opinion. Our audit does not
provide a legal determination of the Commonweath’s compliance with those
requirements.

As described in item 01-CWD13-56 and 01-CWD14-57 in the accompanying schedul e of
findings and questioned costs, the Cabinet for Workforce Development did not comply
with requirements regarding subrecipient monitoring that are applicable to its Workforce
Investment Act program. Compliance with such requirements is necessary, in our
opinion, for the Cabinet for Workforce Development to comply with the requirements
applicable to that program.

In our opinion, based on our audit and the reports of other auditors, except for the
noncompliance described in the preceding paragraph, the Commonwealth complied, in all
material respects, with the requirements referred to above that are applicable to each of
its mgjor federal programs for the year ended June 30, 2001. The results of our auditing
procedures also disclosed instances of noncompliance with those requirements that are
required to be reported in accordance with OMB Circular A-133 and which are described
in the accompanying schedule of findings and questioned costs as items 01-AGR1-35,
01-CFC2-36, 01-CFC5-39, 01-CFC7-41, 01-MIL1-46, 01-CPE1-47, 01-CPE2-48,
01-CWD11-54, and 01-CWD12-55.

Internal Control Over Compliance

The management of the Commonwealth is responsible for establishing and maintaining
effective internal control over compliance with the requirements of laws, regulations,
contracts, and grants applicable to federal programs. In planning and performing our
audit, we considered the Commonwesdlth’s internal control over compliance with
requirements that could have a direct and material effect on a major federal program in
order to determine our auditing procedures for the purpose of expressing our opinion on
compliance and to test and report on the internal control over compliance in accordance
with OMB Circular A-133.
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Report on Compliance With Requirements Applicable to Each
Major Program and on Internal Control Over Compliance in
Accordance With OMB Circular A-133 and on the

Schedule of Expenditures of Federal Awards

(Continued)

We noted certain matters involving the internal control over compliance and its operation
that we consider to be reportable conditions. Reportable conditions involve matters
coming to our attention relating to significant deficiencies in the design or operation of
the interna control over compliance that, in our judgment, could adversely affect the
Commonwealth’s ability to administer a major federal program in accordance with the
applicable requirements of laws, regulations, contracts, and grants. Reportable conditions
are described in the accompanying schedule of findings and questioned costs as items
01-CFC2-36, 01-CFC3-37, 01-CFC4-38, 01-CFC5-39, 01-CFC6-40, 01-CFC7-41,
01-CHS9-42, 01-CHS10-43, 01-CHS11-44, 01-CHS12-45, 01-TC1-49, 01-CWD7-50,
01-CWD8-51, 01-CWD9-52, 01-CWD10-53, 01-CWD11-54, 01-CWD12-55,
01-CWD13-56, and 01-CWD14-57.

A material weakness is a condition in which the design or operation of one or more of the
internal control components does not reduce to a relatively low level the risk that
noncompliance with the applicable requirements of laws, regulations, contracts, and
grants that would be material in relation to a major federal program being audited may
occur and not be detected within a timely period by employees in the normal course of
performing their assigned functions. Our consideration of the internal control over
compliance would not necessarily disclose al mattersin theinternal control that might be
reportable conditions and, accordingly, would not necessarily disclose al reportable
conditions that are also considered to be material weaknesses. However, of the reportable
conditions described above, we consider items 01-CWD13-56 and 01-CWD14-57 to be
material weaknesses. We also noted other matters involving internal control over
compliance which we have communicated to management.

Schedul e of Expenditures of Federal Awards

We have audited the general-purpose financial statements of the Commonwealth as of
and for the year ended June 30, 2001, and have issued our report thereon dated December
21, 2001. Our audit was performed for the purpose of forming an opinion on the general-
purpose financial statements taken as a whole. The accompanying schedule of
expenditures of federal awardsis presented for purposes of additional analysis as required
by OMB Circular A-133 and is not a required part of the genera-purpose financia
statements. Such information has been subjected to the auditing procedures applied in
the audit of the general-purpose financial statements taken as awhole.

Severa schedules of expenditures of federal awards were audited by other auditors,
whose reports thereon have been furnished to us, and our opinion presented herein,
insofar as it relates to these agencies listed in Appendix 1 to this report, is based on the
reports of the other auditors.
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Report on Compliance With Requirements Applicable to Each
Major Program and on Internal Control Over Compliance in
Accordance With OMB Circular A-133 and on the

Schedule of Expenditures of Federal Awards

(Continued)

The genera-purpose financial statements of the Commonwesalth are prepared on an
accrual/modified accrual basis of accounting. However, the schedule of expenditures of
federa awards of the Commonwealth is prepared on the basis of cash disbursements as
modified by the application of KRS 45.229. Consequently, certain expenditures are
recorded in the accounts only when cash is disbursed. Accordingly, the schedule of
expenditures of federal awards is not intended to present the expenditures of federal
awards in conformity with accounting principles generally accepted in the United States
of America.

In our opinion, based on our audit and the reports of other auditors, except for the effect
of the application of a different basis of accounting as explained above, the schedule of
expenditures of federal awards is fairly stated, in all material respects, in relation to the
Commonwealth’ s general-purpose financial statements taken as awhole.

This report is intended solely for the information and use of management and federal

awarding agencies and pass-through entities and is not intended to be and should not be
used by anyone other than these specified parties.

Sincerely,

et

Edward B. Hatchett, Jr.
Auditor of Public Accounts

Schedule of Expenditures of Federal Awards
December 21, 2001

April 30, 2002
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COMMONWEALTH OF KENTUCKY
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS

Financial Statement Accounts

Financial Statement Accounts. We issued an unqualified opinion on the general -purpose
financia statements of the Commonwealth as of and for the year ended June 30, 2001.

Internal Control Over Financial Reporting: Our consideration of the Commonwesalth’s
internal control over financia reporting disclosed 28 reportable conditions. We believe
that five (5) of the reportable conditions are material weaknesses. The reportable
conditions and material weaknesses, which were disclosed during our audit of the
genera-purpose financia statements of the Commonwesdlth, are applicable to the
following:

NUMBER & TYPE OF FINDINGS
AGENCY REPORTABLE MATERIAL

Cabinet for Families and Children
(01-CFC1-1) 1
Finance and Administration Cabinet
(01-FAC1-2, 01-FAC2-3, 01-FAC3-4,
01-FACA4-5, 01-FAC5-6, 01-FAC6-7,

and 01-FAC7-8) 7
Governor’s Office for Technology

(01-GOT1-9) 1
Cabinet for Health Services

(01-CHS1-10, 01-CHS2-11, 01-CHS3-12,

01-CH$4-13, 01-CHS5-14, and 01-CHS6-15) 6

Labor Cabinet

(01-LAB2-25, 01-LAB3-26, and 01-LAB4-16) 1 2
Personnel Cabinet

(01-PERS1-17) 1
Revenue Cabinet

(01-REV1-18, 01-REV2-32, and 01-REV 3-19) 2 1
Office of the Kentucky State Treasurer

(01-KST1-20) 1

Cabinet for Workforce Development
(01-CWD1-21, 01-CWD2-22, 01-CWD3-23,
01-CWD4-33, and 01-CWD5-34) 3 2

The reportable conditions and material weaknesses are presented in detail in Section 2 -
Financia Statement Findings of the Schedule of Findings and Questioned Costs.
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COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS (CONTINUED)

Financial Statement Accounts (Continued)

Compliance: In relation to the audit of the general-purpose financial statements of the
Commonwealth, and the Schedule of Expenditures of Federal Awards, the results of our
tests disclosed seven (7) instances of noncompliance that are required to be reported
under Government Auditing Standards. We believe six (6) of the instances of
noncompliance are material.

NUMBER & TYPE OF FINDINGS

AGENCY REPORTABLE MATERIAL
Finance and Administration Cabinet
(01-FAC2-3) 1
Labor Cabinet
(01-LAB1-24) 1

Council on Postsecondary Education
(01-CPES3-27, 01-CPE4-28, 01-CPE5-29,
01-CPE6-30, and 01-CPE7-31) 5

Federal Awards and Schedule of Expenditures of Federal Awards

Compliance: We issued a qualified opinion on the Commonwealth’s compliance with the
requirements applicable to one (1) of its major federal programs. The Cabinet for
Workforce Development’s Workforce Investment Act program did not comply with
requirements regarding subrecipient monitoring. All other programs received an
unqualified opinion.

Also, the results of our auditing procedures disclosed 11 instances of noncompliance,
which are required to be reported in accordance with OMB Circular A-133. We believe
two (2) of the instances of noncompliance are material. These findings are applicable to
the following agencies of the Commonwealth:

74



COMMONWEALTH OF KENTUCKY

SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS (CONTINUED)

Federal Awards and Schedule of Expenditures of Federal Awards (Continued)

NUMBER & TYPE OF FINDINGS

AGENCY REPORTABLE MATERIAL

Department of Agriculture

(01-AGR1-35) 1
Cabinet for Families and Children

(01-CFC2-36, 01-CFC5-39, and 01-CFC7-41) 3
Department of Military Affairs

(01-MIL1-46) 1
Council on Postsecondary Education

(01-CPE1-47 and 01-CPE2-48) 2

Cabinet for Workforce Development
(01-CWD11-54, 01-CWD12-55, 01-CWD13-586,
and 01-CWD14-57) 2 2

The findings relative to compliance with requirements applicable to each of its major
federal programs are presented in Section 3 - Federal Awards Findings and Questioned
Costs of the Schedule of Findings and Questioned Costs.

Internal Control Over Compliance: Our consideration of the Commonweslth’s internal
control over compliance disclosed 19 reportable conditions. We believe that two (2) of
the reportable conditions are material weaknesses. The reportable conditions, which were
disclosed during our audit, are applicable to the following agencies of the
Commonwealth:

NUMBER & TYPE OF FINDINGS
AGENCY REPORTABLE MATERIAL

Cabinet for Families and Children
(01-CFC2-36, 01-CFC3-37, 01-CFCA4-38,

01-CFC5-39, 01-CFC6-40, 01-CFC7-41) 6
Cabinet for Health Services
(01-CHS9-42, 01-CHS10-43, 01-CHS11-44,
and 01-CHS12-45) 4
Transportation Cabinet
(01-TC1-49) 1

Cabinet for Workforce Development
(01-CWD7-50, 01-CWD8-51, 01-CWD9-52,
01-CWD10-53, 01-CWD11-54, 01-CWD12-55,
01-CWD13-56, and 01-CWD14-57) 6 2
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COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS (CONTINUED)

Federal Awards and Schedule of Expenditures of Federal Awards (Continued)

The reportable conditions relative to the Commonwealth's internal control over
compliance are presented in Section 3 - Federal Awards Findings and Questioned Costs
of the Schedule of Findings and Questioned Costs.

Schedule of Expenditures of Federa Awards. We issued a qualified opinion on the
Commonwealth’s Schedule of Expenditures of Federal Awards because the schedule was
presented on a basis of accounting that was not in conformance with accounting
principles generally accepted in the United States of America as described in Note 1 of
the schedule. The opinion was issued in relation to the general-purpose financial
statements of the Commonwealth taken as awhole.

Identification of Major Programs Audited

OMB Circular A-133 defines a major program as “a Federal program determined by the
auditor to be a magjor program in accordance with section __.520 or a program identified
as amajor program by the Federal awarding agency or pass-through entity in accordance
with section _ .215 (¢).” Section __ .520 states, “[t]he auditor shall use a risk-based
approach to determine which Federal programs are major programs.” The following is a
list of major Type A programs audited:

CFDA # Program Title Expenditures

10.550 Food Distribution $ 15,697,806

10.551 Food Stamps 344,117,592 a

10.557  Specia Supplemental Nutrition Program for 81,331,341
Women, Infants, and Children

10561 State Administrative Matching Grants for Food 27,065,228 a
Stamp Program

10.766  Community Facilities Loans and Grants 50,144,498

14.117 Mortgage Insurance-Homes 92,092,533

14.182 Lower Income Housing Assistance Program — 68,023,673 b
Section 8 New Construction/Substantial
Rehabilitation

14.856 Lower Income Housing Assistance Program — 825,397 b
Section 8 Moderate Rehabilitation

17.225 Unemployment Insurance 379,762,912

17.255 Workforce Investment Act 32,073,487

20.205 Highway Planning and Construction 511,179,709 f

64.114 Veterans Housing-Guaranteed and Insured 8,155,705
Loans
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COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS (CONTINUED)

Identification of Major Programs Audited (Continued)

CFDA # Program Title Expenditures
66.458 Capitalization Grants for State Revolving 8,600,211
Funds
66.468 Capitalization Grants for Drinking Water State 6,774,653
Revolving Funds
84.032 Federal Family Education Loans 50,706,598 c
84.069 Leveraging Educational Assistance Partnership 516,502
84.203  Star Schools 319,719
93.558 Temporary Assistance for Needy Families 208,445,415
93.563 Child Support Enforcement 41,173,059
93.568 Low-Income Home Energy Assistance 27,484,242
93.575 Child Care and Development Block Grant 13,844,066 e
93,596 Child Care Mandatory and Matching Funds of 20,261,345 e
the Child Care and Development Fund
93.658 Foster Care-TitleIV-E 55,287,902
93.767  State Children’s Insurance Program 19,606,751
93.775 State Medicaid Fraud Control Units 1,108,577d
93.777  State Survey and Certification of Health Care 6,007,091 d
Providers and Suppliers
93.778 Medical Assistance Program 2,450,570,344 d
93.959 Block Grantsfor the Prevention and Treatment 18,572,755
of Substance Abuse
Total Type A Programs Audited $ 4,539,749,111

Thefollowing isalist of Type B programs audited as major programs:

CFDA # Program Title Expenditures

10.568 Emergency Food Assistance Program $ 817,017 h
(Administrative Costs)

10.569 Emergency Food Assistance Program (Food 5,159,418 h
Commodities)

14.235  Supportive Housing Program 3,061,926

15.605 Sport Fish Restoration 3,092,971 g

15.611 Wildlife Restoration 2,394,579 g

17.245 Trade Adjustment Assistance-Workers 9,160,937

17.246  Employment and Training Assistance - 281,309

Dislocated Workers
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(CONTINUED)

SECTION 1-SUMMARY OF AUDITOR’'SRESULTS (CONTINUED)

Identification of Major Programs Audited (Continued)

17.250 Job Training Partnership Act 1,052,203 i
17.253 Wdfare-to-Work Grants to States and 8,077,388
Localities
20.509 Formula Grantsfor Other Than Urbanized 5,424,884
Areas
84.002 Adult Education — State Grant program 5,998,433
93.268 Immunization Grants 13,679,847
93.994 Materna and Child Health Services Block 13,223,264
Grant to the States
Total Type B Programs Audited $ 71,424,176

Total Major Programs Audited $ 4,611,173,287

Identified clusters include:

a— Food Stamp Cluster (Cabinet for Families and Children)

b — Section 8 Project-Based Cluster (Kentucky Housing Corporation)

¢ — Student Financial Aid Cluster (Kentucky Higher Education Assistance
Authority, Kentucky Higher Education Student Loan Corporation)

d —Medicaid Cluster (Cabinet for Health Services)

e— Child Care Cluster (Cabinet for Families and Children)

f —Highway Planning and Construction Cluster (Transportation Cabinet)

g — Fish and Wildlife Cluster (Department of Fish and Wildlife Resources)

h — Emergency Food Assistance Cluster (Department of Agriculture)

I —Job Training Partnership Act Cluster (Cabinet for Workforce
Development)

Dollar Threshold Used to Distinguish Between Type A and Type B Programs

The maximum dollar threshold used to distinguish between Type A and Type B
Programs was $15,000,000. Certain component units and agencies audited by CPA firms
had lower dollar thresholds.

Auditee Risk

The Commonwealth did not qualify as alow-risk auditee.
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COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

Reportable Conditions Relating to I nternal Controls and/or Reportable
| nstances of Noncompliance:

FINDING 01-CFC1-1: The Cabinet For Families And Children Should Improve
Local Area Network Server Security And Consistently Apply PoliciesTo All Servers

State Agency: Cabinet for Families and Children

The Cabinet for Families and Children (CFC) should improve security of its local area
network servers. Additionally, CFC should consistently apply security policies to all its
NT servers.

We reviewed the security for specific servers that were identified within CFC's
CFCOTSNT domain. The technical support staff in the Office of Technology Services
manages this domain. Using general scanning tools, we queried the domain to identify
al Primary Domain Controllers, Backup Domain Controllers, and Structured Query
Language servers. We then reviewed information divulged on specific servers in this
domain to determine the established password policies and specific services that might be
available on these systems.

Upon review of the password policies identified, we determined that the administrative
password policies established were not consistently followed.  Additionally, a
vulnerability scan was performed on these servers that identified security issues
concerning the available web server software and file transfer protocol (FTP) services
running on the systems. It was noted that some versions of the web server software could
allow a remote attacker to run commands on a web server remotely and gain control of
the computer. Also, older versions of FTP software were identified, which could allow
attackers to remotely initiate adenia of service condition.

To help ensure the security of a network, it is necessary for a strong password policy to
be developed and implemented on all servers within the network. If servers within a
network are not sufficiently secured, the network could be compromised through one of
these more vulnerable paths. To ensure adequate security, all software should be kept
updated.

79



COMMONWEALTH OF KENTUCKY
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FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CFC1-1: The Cabinet For Families And Children Should Improve
Local Area Network Server Security And Consistently Apply PoliciesTo All Servers
(Continued)

Recommendation

We recommend CFC review al servers within the agency-owned domains to
ensure the password policy established on all servers complies with the guidelines
specified by the agency. Further, we suggest that all services active on CFC
servers be reviewed to ensure the most recent upgrades and/or patches have been
installed.

M anagement’s Response and Corrective Action Plan

[Network Management Branch] NMB-Workstation We are in the process of
implementing an enterprise wide password policy requiring monthly changes to
user passwords. We are also in the beta phase of implementing a new ghost image
across the enterprise. Security and workstation control policies as well as a
consistent local administrator account for each workstation will be implemented
with our new ghost image. Pilot sites will begin 3/4/02 with the remainder of the
Sate to be completed by late summer or early fall.

NMB-Server We are in the process of changing the passwords on ALL service
and administrator accounts. The list of these Domain administrator and service
account passwords is maintained in a secure directory within an encrypted file
(128 bit). Only 4 NMB staff members and the NMB Branch Manager have access
to the directory and the key to the file. The service accounts that your initial scans
found as not changing in very long increments in time are being phased out. We
have created parallel service accounts and are building our new ghost images
with the new service account names and passwords. Once we have canvassed the
state with the ghost we will disable the old accounts. Work is ongoing in these
areas. Completion will follow the ghosting rollout.

NMB-Services Vulnerabilities We are working on identifying all open services
that exist on our network. Once we compile that list we will be securing those
areas as well. Work in this area is ongoing. We hope to have all unnecessary
services identified within the next few weeks and will take controlled action as
quickly as possible once the risks are identified.
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(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-FAC1-2: The Office Of Financial Management Should Improve Daily
Monitoring Of The Sweep Amounts

State Agency: Finance and Administration Cabinet

The Office of Financial Management (OFM) implements investment policy, procedures,
investment strategy, and handles the day-to-day investment decisions of the
Commonwealth. OFM uses two methods for purchasing investment instruments to earn
income from surplus cash:

* Overnight Investing — repurchase agreements are bought using an estimation
process of available funds from the previous day, adjusted with other daily
activity, that may cause wide fluctuations in the exact amount available to invest.
In some cases, the estimates of amounts available to invest may exceed what is
actually available at the time of investment. When this occurs, the state borrows
funds, through a bank agreement to cover over-investments, and is required to
pay interest that would have been earned if adequate funds had been available.

* Transfers To Sweep — any residual amounts remaining from the overnight
investing process are “swept” a the end of the day and are invested in
instruments at lower rates. In some cases, the amount available to “sweep” could
be significant if the estimations for overnight investing are inaccurate.

OFM over-invested in total for the fiscal year. We reviewed the two-week sweep reports
and the amount swept fluctuated greatly during FY 01. We redlize the nature of the
overnight investment results in OFM estimating the amounts available for investment;
however, more accurate predictions should be possible.

In March 2001, OFM changed procedures related to the sweep account by investing in
money market accounts. The amount in these accounts can be increased or decreased
until late afternoon on any given day. This should enable OFM to have more control over
the fluctuations in the sweeps. However, we noted fluctuation problems after March.
Upon further investigation, it appears the problem relatesto internal transfers.

The state could earn additional interest by better estimating the overnight investments and
ensuring only asmall amount left in the bank account for the sweep.

Good internal controls dictate that procedures should ensure the most accurate investment
amounts possible for the overnight investments to reduce the likelihood of over-investing.
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(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-FAC1-2: The Office Of Financial Management Should Improve Daily
Monitoring Of The Sweep Amounts (Continued)

Recommendation

We recommend OFM improve daily monitoring of the sweep amounts and money
market account to reduce the fluctuations in the sweep amounts and earn greater
interest for the state. Generating a daily report of internal transfers should enable
OFM to make better predictions of the amount of money to place in or withdraw
from the money market fund at the end of the day. If unanticipated fluctuations
continue to occur, additional investigation should be made to determine reasons.

Management's Response and Corr ective Action Plan

The process by which OFM determines the amount of investments needed in any
given day used to be a two step process that we understood would discover the
vast majority of disbursements and receipts for that given day. OFM would check
with both the general depository bank and also with the state Treasurer in order
to determine these transactions.

After it was brought to our attention that there were in fact very large
disbursements that neither the general depository bank nor the Treasurer’s office
were aware of we in fact did some additional investigating. What we have found
out is that there was an issue with ACH [Automated Clearing House]
disbursements between MARS and the general depository bank. If an ACH was
entered into MARS late in the day, the Treasurer does not become aware of the
disbursement. The processing area at general depository bank was not notifying
the head of the investment department at the general depository bank who would
let us know about the disbursement.

This problem has been rectified. Division of Accounts is now allowing OFM to
run a MARS report that tells us if there are any late day ACH’s. OFM has been
running this report for several months and we have not had a large sweep
balance in that time.
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(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-FAC2-3: The Finance And Administration Cabinet Should Improve
Controls Over Preparation Of The Cash And Investment Note

State Agency: Finance and Administration Cabinet

The Finance and Administration Cabinet (FAC) CAFR team prepares the cash and
investments note (Note 5). The CAFR team uses a confirmation database to compile
summary sheets for each component unit of the Commonwealth. The confirmation
database includes MARS account numbers, funds, agency numbers, cash balances, cash
on hand, book values for short-term and long-term investments, and market values for
short-term and long-term investments. Confirmation letters providing component unit
investment information per FAC’ s records are sent to each component unit upon request.
The summary sheets for each component unit provide cash and investments
classifications and categorizations. In reviewing Note 5 information for each component
unit, some problems were noted in the following areas. classification, categorization,
confirmation letters, and reconciliation.

Classification

In reviewing the summary sheets prepared by FAC, some classification errors were
noted. For example, the state investment pool funds were not handled consistently
between cash and investments classifications. FAC reported the state investment pool
funds in two different ways. Sometimes state investment pool cash and investments were
reported as a total under investments. Other times, the state investment pool cash was
reported as cash on the summary sheet, and the state investment pool investments were
reported as a separate line item under investments. The state investment pool cash should
be shown in the cash section of the summary sheet, and the investments should be shown
in the investments section of the summary sheet.

Also, some funds were not classified as the correct type of investment. For example,
money market funds were classified as mutual fundsin error.

Improper classification could cause the Note 5 cash and investment balances to be
overstated/understated. For example, the cash for Kentucky Educational Television
(KET) was counted twice. Also, KET has money market funds, which were incorrectly
classified as mutual fundsin Note 5.

According to the Implementation Guide for Government Accounting Standards Board

(GASB) 9, Footnote 5, Reporting Cash Flows of Proprietary and Nonexpendable Trust
Funds and Governmental Entities That Use Proprietary Fund Accounting,
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[C]ash includes cash on hand and demand deposits with banks or financial
institutions. Cash also includes deposits in other kinds of accounts or cash
management pools that have the general characteristics of demand deposit
account . . . A demand deposit account is one in which a government may
deposit additional cash at any time and also withdraw cash at any time
without prior notice or penalty. . ..

In relation to this issue, question 15 of the Implementation Guide states, “the equity in an
internal cash investment pool should not be considered cash unless the funds can be
withdrawn at any time without prior notice or penalty . . ..”

Moreover, question 15 notes for cash flow reporting purpose, the equity in a pool that is
sufficiently liquid to enable withdrawal without prior notice or penalty should be treated
as cash, and otherwise the equity should be considered an investment. The
Commonwealth’s investment pool is sufficiently liquid to be treated as cash.

Categorization

In reviewing the summary sheets prepared by FAC, some categorization errors were
noted. For example, an investment was put in the incorrect category (category 3 instead
of 2) on the summary sheet, when compared to the Annua Financial Report (AFR) form
(shows funds held or not held by the state treasury).

Improper categorization could cause Note 5 cash and/or investments to be
overstated/understated, which could mislead the reader in understanding the credit risk
for a particular investment. For example, the Kentucky Center for the Arts summary
sheet shows category 3 money market funds, which should be reported under category 2
per the audited balance sheet. Also, the Kentucky Center for the Arts summary sheet
shows category 3 mutual funds, which should be reported under category 2.

According to GASB 3 Implementation Guide for GASB 3, Deposits with Financial
Institutions, Investments (including Repurchase Agreements), and Reverse Repurchase
Agreements, Question 4, provides there are three credit risk categories used to report cash
and investments information depending on “who the securities custodian is and how the
securities custodian holds the security.”
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Controls Over Preparation Of The Cash And Investment Note (Continued)

The categories required for reporting are as follows:

1. The custodian is the government’'s agent and is not the
counterparty or the counterparty financial institution’s trust
department. The custodian holds the securities in the government’s
name.

2. The custodian is the counterparty financial institution’s trust
department or the counterparty’ s agent and the custodian holds the
securities in the government’ s name.

3. The custodian is the counterparty, regardiess of whether it holds
the securities in government’s name.

OR The custodian is the counterparty financial institution’s trust

department or the counterparty’ s agent and the custodian does not hold

the securities in the government’ s name.

If the investment is not insured or registered or if collateral or investment is not in the
possession of the government, then the investment is required to be categorized in one of
the above categories.

Confirmation Letters

In the Note 5 preparation process, confirmation letters are sent to agencies and CPA
firms. For FY 01, the confirmation letters were only sent upon request. Copies of the
letters sent were kept in afile; however, alog of requests was not maintained.

Confirmation letters sent only per request by the agency and CPA firm cannot be reliably
tracked without an updated log to document the request. Confirmation letters provide
component unit information per FAC’s records. Differences between the agency records
and FAC records may exist and not be discovered, since only agencies requesting
confirmation letters receive them.

Good internal controls dictate confirmation letters be sent to each agency requesting
information for Note 5 for the CAFR to ensure confirmations are performed in a timely
and reasonable manner. On the other hand, if confirmation letters are only sent upon
request, a log should be kept for agencies requesting a confirmation letter, including
person making request, date of request, and date letter was sent.
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Reconciliation

The FAC CAFR team, in preparing Note 5, did not reconcile the AFR 126b form (State
Investment Pool Funds) to the confirmation database for some component units. Also, the
audited balance sheet was not agreed to the AFR 126a form (Funds Not Held by State)
and 126b forms. In comparing the confirmation database to the AFR 126b form, some
differences were noted. Upon inquiry, some of these differences were not investigated by
FAC.

Errors can remain undetected when the AFR form and the baance sheet are not
reconciled.

Good internal control dictates the reconciliation of AFR forms to the balance sheet and
the confirmation database. The reconciliation process ensures the accurate reporting of
cash and investments for Note 5.

Recommendation

Classification

We recommend proper classification of state investment pool cash as cash on the
summary sheet, and state investment pool investments as investments on the
summary sheet in accordance with GASB standards.

Categorization

We recommend consistent and proper categorization of investments be done for
each agency for Note 5 as required by GASB 3.

Confirmation Letters

We recommend FAC maintain a complete log of requests for confirmation letters
by agency, or simply send confirmation lettersto all agencies and CPA firms.

Reconciliation

We recommend FAC perform reconciliations for AFR forms to the balance sheet
and confirmation database for each component unit for Note 5, and investigate
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Recommendation (Continued)

any differences to improve the accuracy of Note 5. Also, we recommend FAC
provide training and instructions to the component units to improve the accuracy
of the AFR 126b forms, which should greatly improve the accuracy of
classifications and categorizations and the reconciliation process.

Management's Response and Corr ective Action Plan

CLASSFICATION — FAC needs to be more consistent in how the Sate
Investment Pool is classified. The problem arose when two individuals using
different methodologies prepared the NOTE 5 worksheets. We agree with your
recommendation. Pooled cash will be properly classified as cash and the pooled
investments will be properly classified as investments.

CONFIRMATION LETTERS —FAC does not feel that confirmation letters should
be sent to all agencies. Sending confirmation lettersto all agenciesis not needed,
only the component units for which we rely on audited CPA reports. We agree
with your recommendation and a log of requests will be maintained for all
requests for confirmation letters.

RECONCILIATIONS — Reconciliations of AFR forms to Balance Sheets were
preformed, however, not documented. Several component units sent in AFR forms
for cash and investments, both inside the state system and outside the state
system, that did not total back to reported balance sheet amounts. KET is an
example. FAC therefore reviewed the Note disclosures in the audited financial
reports (both prior year and current year) to determine proper classification and
categorization. FAC agrees with your recommendation to provide clearer
instructions to the AFR forms. This would greatly improve the accuracy of
classification and categorization of investments.

CATEGORIZATION — AFR forms were not properly prepared forcing FAC to
review current year and prior year audited financials to determine classification
and categorization. As stated above, FAC should provide clearer instructions to
the AFR forms to improve the accuracy of classification and categorization of
investments.
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State Agency: Finance and Administration Cabinet

OFM has not developed and implemented formalized policies and procedures for control
of program modifications for batch programs that feed into the Complete Asset
Management, Reporting, and Accounting system (CAMRA) that is used to process
Commonwedth investments. The CAMRA software is purchased from an external
vendor. Our prior two audits have revealed that OFM has several critical batch programs
that provide datato CAMRA, as well as providing data from CAMRA to MARS. These
batch programs are maintained by OFM. Formal policies and procedures have not been
developed or implemented to ensure all program modification requests are documented,
monitored, tested, and properly approved prior to being placed into production.
Additionally, all OFM investment employees have full access to CAMRA related batch
programs.

In the past, the CAMRA-related batch programs were ACCESS and EXCEL macro
programs that were maintained by one OFM employee. Some documentation was placed
within the programs to describe the process. Otherwise, there was very little other
documentation on the various batch programs. The employee that developed most of
these programs left the employment of OFM in February 2000. No documentation was
developed to ensure that OFM management or any subsequent employees would have
adequate descriptions of objectives for the various programs or how they should be
processed.

All of these batch programs, spreadsheets, and macros are scheduled to be replaced in FY
02 by new programs that are being written in the Statistical Analysis System language by
an OFM employee. Those programs are being tested by OFM prior to implementation
and extensive documentation and descriptions are being developed for these programs.
Additionally, user and operator guides are being drafted for these programs, as well as
program modification control policies. However, these guides and policies were not
formalized at the time of our audit fieldwork.

Formalized program modification policies and procedures are needed to ensure consi stent
procedures are followed for authorization and approval of program changes, development
of technical and user documentation, training of users, requirements for testing, tracking
of requests, transfer of changes into production, and maintenance of an audit trail for
program changes. Without formalized controls over program modifications, management
increases the risk that incorrect or unauthorized changes could be moved into production
that would adversely affect system processing. Also, without a formally documented
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FINDING 01-FAC3-4: The Office Of Financial Management Should Improve
Control Procedures Over Modifications To System Programs (Continued)

process for tracking program modifications, it would be difficult for OFM to know the
status of requested changes. Further, adegquate system documentation is needed to ensure
OFM management, as well as current and future employees, are aware of the
programmed processes in place. Finaly, employees should only be provided system
access to programs and data that is necessary for the completion of their assigned duties.

Recommendation

We recommend OFM management ensure development and implementation of
formal written program modification control policies. The policies and resulting
established procedures should address the following issues:

* Tracking of program change requests and completion.

* Testing requirements and authorization and approval of changes.

e Technical and user documentation.

e Control of program transfers to production.

* Further restricted access to CAMRA-related programs within the OFM
Investment group.

e User training.

M anagement’s Response and Corr ective Action Plan

OFM will put into place a program that tracks any changes made to the new
software package in place. Formal documentation will be affected once we are
current with our new system. Documentation is being created as the program is
being developed but the decision was made that bringing the system up to current
date was of first concern.

OFM has hired an employee who has over twenty-five years of training and
experience in programming and documentation of those programs. We will use
his expertise along with any suggestions the Auditor of Public Accounts would
like to make to insure proper documentation and controlsare in place.

The new programs being developed will only be accessible by two people in

OFM. At this point in time we only have one person trained in the language
[Satistical Analysis System)] . . . but intend to train a backup.
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FINDING 01-FAC4-5: The Office Of Financial Management Should Improve
Security Of Its Servers

State Agency: Finance and Administration Cabinet

OFM should improve security for its New Technology (NT) servers including the
primary server that contains the CAMRA system used to process Commonwealth
investments. Although OFM has made significant improvementsin logical security since
the prior audit, the CAMRA server and its backup server are still located outside the FAC
OTS' environmentally controlled and secured operations room and are not currently
configured for firewall protection.

Discussions reveaed that OFM and OTS are currently awaiting implementation of a new
version of the CAMRA program prior to migration of these servers to the OTS
environment. Thisis expected to occur early during calendar year 2002.

Layers of logical and physical access controls should be provided to protect the agency
computing resources against unauthorized use or modification, damage or loss. Critical
computing resources should be located within an environmentally controlled and secured
operations room. Any resources accessible from the internet in any fashion should be
further protected by the use of firewalls or intrusion detection devices.

Recommendation

We recommend OFM work in conjunction with OTS to ensure the CAMRA
server and its backup server are relocated as soon as possible within the OTS
secured operations room once the new CAMRA program is implemented. OFM
should take the steps necessary to ensure that this migration occurs within the
next few months.

M anagement’s Response and Corr ective Action Plan

OFM isworking as quickly as possible to migrate to the new CAMRA version. We
expect by March 1, 2002 that we will be using the new version. At that point we
will move the CAMRA server and its backup server into the Finance Office of
Technology Service' s environmentally controlled and secured operations room.
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FINDING 01-FAC5-6: Catalog Of Federal Domestic Assistance Numbers Were
Improperly Coded In MARS

State Agency: Finance and Administration Cabinet

A review of projects in the MARS Advantage system found CFDA numbers were being
incorrectly coded. The Federal Domestic Assistance Catalog Division (FDAC) compiles
and maintains those CFDA numbers that are currently valid. The CFDA number in the
Advantage environment is a project’s Federal Catalog Agency and Federa Catalog
Number combination. A review of al projects within Advantage that have CFDA
numbers against the CFDA Listing of All Catalog Programs revealed 78 projects, or
21.4% of the population, with Federal Catalog Agency/Number combinations that were
not valid.

A contributing factor to the establishment of inaccurate CFDA numbers was that under
the current version of the Advantage module, the Federal Catalog Number field would
alow a four-digit, alphanumeric value. A valid Federal Catalog Number, however, is a
three-digit, numeric value. Because of this lack of appropriate restriction on field input,
there were 54 projects, or 14.8% of the population, with Federal Catalog Numbers that
did not conform to the expected length of three characters. Also, there were 39 projects,
or 10.7% of the population, with Federal Catalog Numbers that used aphanumeric
characters.

Through additional testing to ensure the accuracy of the liability claims for both federal
and state interest, the auditors were able to see no effects on the Cash Management
Improvement Act (CMIA) reporting for FY 01 due to inaccurate CFDA coding.
However, the potential exists for the occurrence of inaccurate CFDA recording that could
adversely affect the CMIA reporting in the future.

For CFDA reporting to be accurate, the information used to develop the reports must be
complete and accurate. Therefore, it isimperative that all projects are routinely reviewed
to ascertain that any CFDA numbers used are valid. It is ultimately the responsibility of
FAC to ensure Advantage data is accurately input allowing reports to be generated
correctly.

Recommendation

We recommend FAC begin reviewing all projects periodicaly to ensure that
associated Federal Catalog Agency/Number combinations are valid according to
the FDAC CFDA listing. Further, the Federal Catalog Number field requirements
within Advantage should be changed to restrict input to three numeric characters.
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M anagement's Response and Corrective Action Plan

All formatting discrepancies were solved outside the system before the queries to
generate the calculation were executed. No projects were missed due to a CFDA
number formatting error. We will consider placing edits on the field input
relative to the volume of corrections that have to be made.

Auditor’s Reply

The mgjority of projects that use CFDA numbers within MARS are not reportable
to the CMIA. Discrepancies with CFDA numbers may have been “ solved outside
the system” before the creation of the CMIA Annua Report, but that cannot be
indisputably stated for all reports or calculations that are being created within the
agencies. The use of the recommended edits and review process would
significantly decrease the number of CFDA numbers that could be missed through
a query due to the formatting. At a minimum, FAC should notify agencies of the
problem and instruct them on the importance of using appropriate CFDA
numbers.
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State Agency: Finance and Administration Cabinet

OTS did not adequately establish proper security for its MS Windows NT and 2000
servers. The primary domain controller maintains the Dynamic Host Configuration
Protocol server and the backup domain controller houses the Remedy Action Request
system for helpdesk management. Vulnerabilities were noted that could affect the
security of all servers across the FAC domain. These weaknesses were noted as a result
of our audit procedures to examine threats and vulnerabilities for these servers and data
devices processing on FAC's Local Area Network (LAN). Although there was no
evidence noted of any security breaches during our review, the following vulnerabilities
were noted:

* A security policy statement to address security procedures has not been devel oped
and/or made available to users of the LAN in FAC.

* The user account policy for the FAC domain is not adequate to properly secure
the logical access for system users. Password restrictions should be strengthened
by:

- enforcing a maximum password age to cause frequent password change.
- requiring a minimum password length with character variety.
- keeping password history to force password turnover.

* There are no formal proceduresin place, nor does documented authorization exist
to justify system user’ s access to computing resources on the LAN.

* Employees are encouraged, but are not required, to use automatic screensavers
that would provide an automatic logoff feature for their PC if they leave their
workstation for any length of time.

* Configurations of services were not established in such a way as to provide
adequate security of the primary, backup and internet information server (I1S).
All servers should be scanned to identify unnecessary open ports to substantiate
the available services.

* Procedures for recording security violations are not formally documented nor
protected from accidental or intentional destruction during the audit period.
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The NT Network Monitor utility previously provided useful diagnostics, but has been
disabled due to conflicts with a specific server in the network.

The FAC domain is managed by five (5) system administrators, including the Chief
Information Security Officer (CI1SO). Subsequent to the audit period, another system
administrator was added to assist in managing the security issues. OTS had taken some
significant measures to protect information resources. The security administrators for
OTS had installed current service releases and security packs as of our fieldwork in
August 2001. Current anti-virus software was also noted on the primary network
devices.

As of September 14, 2001, most of the weaknesses noted were discussed with the CISO
in OTS and certain procedures have already been implemented by FAC, in coordination
with vulnerability assessments, to remedy the noted weaknesses. It is our understanding
that the OTS will complete the draft security policy and make it available to all system
users in the FAC domain. Even though these remedies were implemented after the audit
period under review, we would like to recognize FAC's willingness to address noted
weaknesses timely.

Recommendation

We recommend OTS continue to work in conjunction with FAC management to
ensure actions are completed to provide adequate security for the MS Windows
NT and 2000 servers, and any related processing devices, within the FAC domain.
This effort should include procedures to:

* Review al user accounts for appropriate password age and implement a
policy to force al users to change passwords regularly. The policy should
require al passwords to be changed frequently and tested for vulnerability on
aregular basis.

* Document all users that have been granted access to information system
resources and establish procedures for authorizing users with the appropriate
system access.

* Establish procedures that adequately address the steps to handle network
intrusion detection and ensure proper measures are in place to remedy.

* Ensure systems will automatically logoff when not in use for a reasonable
time period.
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Recommendation (Continued)

* Ensure configurations of services maintained on OTS controlled servers are
such as to provide optimum security.

e Complete development and implementation of adequate policies and
procedures concerning network intrusion detection proceedings concerning
the FAC domain.

M anagement’s Response and Corrective Action Plan

1. Review all user accounts for appropriate password age and implement a
policy to force all usersto change passwords regularly. The policy should require
all passwords to be changed frequently and tested for vulnerability on a regular
basis.

While this is an appropriate and straightforward recommendation it is
complicated by a mission critical application that is hosted by Finance, Office of
Technology Services (OTS). The application is “ Registrar” and is used by all
Commonwealth agencies to schedule Governmental Service Center (GSC)
training.

In order for Finance to grant someone access to Registrar, OTS must create a
Finance domain user-id that mimics the user-id that exists at the user’s home
agency. Experience has shown that network users typically have difficulty
maintaining synchronized user account information across multiple network
domains and regularly lock out their user accounts.

Currently Registrar has a user population of approximately 230. OTS believes
that implementing the recommended password security would significantly impact
GSC scheduling and reporting across the Commonweal th.

Currently OTS and GSC are working with Registrar support contacts to
implement an architectural change to the Registrar system. The desired solution
would allow Finance to implement the recommended password security controls
without impacting the usage of the Registrar application. Finance is making
every effort to move forward on this project and it is believed that the APA
password security recommendations will be effective by June 30, 2002.
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M anagement’s Response and Corrective Action Plan (Continued)

2. Document all users that have been granted access to Information System
resources and establish procedures for authorizing users with the appropriate
system access.

Finance OTS has reviewed current security assignments and access to network
resources to ensure that security assignments are appropriate. As of January 1,
2002, a form or email from the appropriate manager will be required for granting
of network permissions to cabinet employees. A copy of the request form or email
will be retained for future reference.

3. Establish procedures that adequately address the steps to handle network
intrusion detection and ensure proper measures are in place to remedy.

OTS has implemented Black Ice intruder detection software. This software allows
host-based network monitoring and is configured to notify the OTS Security
Officer and technical support staff of suspicious network activity. Finance
cabinet users are instructed be on alert for suspicious network activity and report
any concerns to Technology Services for proper handling. The procedures
include the documentation of the incidents and informing of the cabinet CIO.
Further assistance will be requested from GOT [Governor’'s Office for
Technology] Security Services where appropriate. Finance OTS has incident
response procedures in place modeled after those followed by GOT Security
Services.

4. Ensure systems will automatically logoff when not in use for a reasonable time
period.

After discussing thisitem with APA audit staff for clarification our understanding
of the recommendation is that all Finance computers be configured to use a
screen saver with the password option enabled. This configuration would
essentially lock the computer after a specified amount of idle time and would
require the entry of the password to unlock the computer. OTS has now directed
all Finance computer users to use a screen saver with the password option
enabled. Asan additional step, OTSis implementing software that will enable us
to monitor the use of screen savers and force compliance through automated
administration if necessary.
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M anagement’s Response and Corrective Action Plan (Continued)

5. Ensure configurations of services maintained on OTS controlled servers are
such as to provide optimum security.

OTS has made significant progress in this area. We expect to have all file server
reconfiguration complete prior to June 30, 2002.

6. Complete development and implementation of adequate policies and
procedures concerning network intrusion detection proceedings concerning the
Finance domain.

Security incidents are recorded in FO12 forms and, if appropriate, forwarded to
GOT. Filesare stored on secure network resources and backed up nightly.
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Policies And Procedures To Ensure Compliance With Applicable Small Or Small
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State Agency: Finance and Administration Cabinet

In FY 99, the APA reported that policies and procedures relating to Small or Minority
Business Set-Aside Laws were not implemented. Our audit follow-up to this comment
for FY 00 determined that no action had been taken. In response to this finding,
management responded that a disparity study was a necessary measure for implementing
set-aside laws. The study was to be released February 2001 and no later than March
2001. The disparity study has yet to be completed.

Based on the Commissioner’s response to the FY 99 comment, FAC had decided not to
implement small minority business set-asides based on City of Richmond v. J.A. Croson
Co., 488 U.S. 469 (1989) (USSC+). Based on the court’s decision in this case, FAC had
contracted for a $696,000 contract for a “disparity study” in order to document any
discrimination in the awarding of state contracts. FAC maintains that a study of this sort
is necessary in order for the Commonwealth to actualize the laws. The regulation and the
statutes were created after the court case. KRS 45A.675 was modified July 15, 1998.
Based on this order of occurrence, it is difficult to pinpoint a causal relationship between
the court’s findings and FAC'’ s decision not to implement the laws. Thus, our finding for
the current fiscal year is the Cabinet has failed to comply with the applicable KRS
sections relating to Small or Minority Business Set-Asides.

Recommendation

We recommend FAC create and implement policies and procedures to ensure
compliance with the applicable statutes. Alternatively, if FAC does not feel
compelled to comply with this statute, we recommend it fully document reasons
why it has not complied with these laws. If necessary, we recommend that FAC
request an opinion from the Kentucky Attorney General’s Office concerning its
decision not to implement the small or small minority business set-aside laws.
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Management's Response and Corr ective Action Plan

The Digparity Sudy has not been finalized at thistime. It is anticipated that the
Sudy will be complete in the near future. The Finance and Administration still
maintains that, in accordance City of Richmond v. J.A. Croson Co., 488 U.S. 469
(1989) (USSC+), a Disparity Sudy is necessary in order to establish the
predicate upon which remedies such as the Small and Small Minority Business
Set-Aside, can be implemented.
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FINDING 01-GOT 1-9: The Governor’s Office For Technology Should Improve The
Application Development Control Structure For The Client/Server Applications On
The UNIX Or Windows NT Operating Systems

State Agency: The Governor’s Office for Technology

The application development control structure at GOT for the mainframe environment
appears to be well designed and has been in place for a number of years. The application
development control structure for the client/server applications, those systems devel oped
on a UNIX or Windows NT operating system, is not as mature as the mainframe
environment. We recognize that management of this area is aware of this fact and has
made several improvements in the design of this complex control structure. An example
of these improvements is the revision of the Systems Life Cycle Manual (SLCM) to
include more formal procedures for development and maintenance of Windows NT and
UNIX applications. One weakness noted during our review was the ability of two
individuals, identified as senior programmers, to access the production libraries for The
Workers Information System (TWIST) application.

Further, as an example, on the Kentucky Child Care Management System (KCCMS)
there are three main groups that are used for file permissions “prog,” “dba,” and “usr.”
Three main user accounts are used to restrict access. “kydev” for development, “kytrain”
for training, and “kypod” for production. The three main user accounts along with many
others are members of all three groups. This means that people from the development
department could access and change filesin the training or production directories.

Our review included the following tests:

* Inspected a judgmental sample of program executables from the production
directories with a last modified date between January 1, 2001 and June 30, 2001 and
verified that the SLCM was followed, and supporting documentation was properly
compl eted.

* Inspected SLCM to determine whether it outlines that certain deliverables are
required for change requests.

* Inquired of Project Management to determine that appropriate implementation
procedures are used for UNIX/Windows NT program changes.

* Inspected ajudgmental sample of UNIX/Windows NT implementations.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-GOT 1-9: The Governor’s Office For Technology Should Improve The

Application Development Control Structure For The Client/Server Applications On
The UNIX Or Windows NT Operating Systems (Continued)

Recommendation

We encourage GOT management to continue to update and refine the SLCM and
develop a controlled environment for Windows NT and UNIX applications that is
similar to the environment for the mainframe.

M anagement’s Response and Corr ective Action Plan

GOT concurs that the control structure for the Unix or Windows NT environments
are not as mature or well-defined as that associated with the Mainframe
environment. In response, the GOT development process control points for the
Unix/NT environments have been updated and will be implemented on or before
September 1, 2001. Three different scenarios are included:

GOT development staff moves the executable code/web pages to a staging
library and the customer moves the code to a production library, to which
GOT staff have no access.

GOT development staff moves the executable code/web pages to a staging
library, the customer approves the application move to production, and
GOT production staff moves the code to a production library, to which
GOT devel opment staff have no access.

GOT development staff move the executable code/web pages to a staging
library, the customer approves the application move to production, and
different members of the GOT development staff moves the code to a
production library. Thisis the least desirable approach and will only be
implemented when the agency chooses to host their servers and the agency
iswithout internal production support.

The specific deficiencies found and documented in the management letter were
oversights and have been corrected. Management oversight has been
strengthened to prevent further such occurrences.
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FINDING 01-CHS1-10: Custom Data Processing, Inc. Should Improve System

Security Controls For Cabinet For Health Services Data

State Agency: Cabinet for Health Services

Review of controls established by Custom Data Processing, Inc. (CDP) to provide
reasonabl e assurance that logical access to the Cabinet for Health Services (CHS) related
programs and data is limited to properly authorized individuals reveaed that the controls
were not suitably designed based on the following findings:

Application servers are logged in under a shared administrator account. While the
servers are locked with a screen saver password, several employees, including
programmers, know the screen saver password.

Text logs are extracted from system logs generated from the application servers.
Operations management and personnel review the text logs daily. Users may modify
the text logs with administrator level access on the application servers.

CDP's two internet connections (one in Frankfort, Kentucky and one in La Grange,
[llinois) are using proxy software as the only method to protect CDP resources from
internet attacks. CDP also has a publicly accessible web server that allows web users
to directly connect to the CDP internal network.

The Windows NT Security Account Manager, a file that contains all user accounts
and password information, is not encrypted.

Management could not confirm that the Front End Processor (FEP) user account file,
that contains all user accounts and password information, is encrypted. In addition,
management could not confirm that the transmission of clear text FEP user passwords
over the network.

Recommendation

CDP should improve procedures to prevent unauthorized or undetected access to
information resources.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CHS1-10: Custom Data Processing, Inc. Should Improve System

Security Controls For Cabinet For Health Services Data (Continued)

M anagement’s Response and Corr ective Action Plan

The current system design requires the application servers to be logged into
under a shared administrator account. To continue to provide the level of
service contracted with CHS certain programmers must know the password
to access these systems in the event a fatal flaw or bug is encountered during
the nightly update. CDP will explore other alternatives for running the
application programs and where possible will implement additional levels of
security. We will also attempt to further limit programmers' access to these
servers.

CDP will investigate and where possible implement additional levels of
security that will assure that unauthorized changing of the text log files cannot
occur. Until this is implemented, CDP will begin a process whereby the
Operations staff runs a program to print out the text logfile and the operator
will attest to its status and content at that point in time.

CDP hasinstalled a Sonic Wall firewall on its Internet connections

CDP will investigate encrypting thisfile.

CDP will investigate how to encrypt these passwords as they traverse the
network.
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FINDING 01-CHS2-11: The Department For Public Health Should Complete A
Formal Information System Security Policy

State Agency: Cabinet for Health Services

As noted during the previous four (4) audits, the Department for Public Health (DPH) did
not provide adequate security for the Local Health Network that governs the Women,
Infants, and Children (WIC) System. The following weaknesses were reported last year
and remain unresolved for FY 01:

e Initial Request for Access. There was no forma system access request policy in
place.

* CDP Reports: No violation or attempted unauthorized system access reports were
received from CDP for review.

Our examination revealed that the DPH still does not have a formal access request policy
in place. The security administrator refers to a letter issued to users dated September 17,
1999 detailing the access procedures currently in place as policy. However, this has not
been incorporated into the formal security policy. Failure to document existing policies
could lead to a lack of understanding by management and users, and result in
noncompliance with security policy for areas such as the issuing, deleting, and/or sharing
of user IDs.

Additionally, we tested a sample of 42 CHS user requests for mainframe access and
found that 17, or 41%, were missing one (1) or more required authorizing signatures.
Further, we tested 11 access requests for WIC access and found that eight (8) of those
users did not have request forms on file. Discussions revealed a review was done in
January 2000 of user requests with access to WIC. The WIC security administrator at
CHS had reviewed the access levels provided to WIC users and had made severa
adjustments for certain users, and had even deleted the access for some IDs. However, it
was found that those users who had obtained access and signed the Local Health Network
Security Request Form prior to January 2000 do not have request forms on file. It
appears these forms may have been discarded.

Finaly, our examination also revealed that DPH does not receive any violation or

attempted unauthorized system access reports from CDP, and it does not have established
formal procedures to contend with unauthorized network intrusions.
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FINDING 01-CHS2-11: The Department For Public Health Should Complete A
Formal Information System Security Policy (Continued)

The appropriateness of user access to systems cannot be ensured without a properly
approved system access request. Documentation should be available to verify proper
authorization of the system access granted. Further, users that are granted the minimum
access necessary to complete their jobs indicate a strong security environment. Finaly,
uniform application of formal and documented security policies and procedures provides
continuity for policy implementation as well as sets the tone of management concern for
a strong system to secure assets and resources. These policies and procedures provide a
security framework to educate management and users of their responsibilities. Failure to
comply with security policies could lead to interruption of processing or other services,
unauthorized data or program modification, and destruction of assets.

Recommendation

We recommend the following additional steps be taken by DPH to strengthen
security for the Local Health Network:

* Initial Request for Access. (a). Develop detailed written policies to establish
standards for system security. Also, develop procedures to be followed by the
security administrator and system users including procedures for reguesting
system access. (b). All users with access to WIC that do not have signed and
approved Local Health Network Security Request Forms on file should be
requested to complete an updated form.

* CDP Reports: Establish formal procedures for contending with unauthorized
intrusions to the WIC network. These procedures should include steps for
requesting reports from CDP containing unauthorized system access attempts.

M anagement’s Response and Corr ective Action Plan

The following comments are provided in response to computer security:

There are several different components to DPH computer security. We have
provided the auditors with relevant memos to demonstrate activity with regard to
computer security. We do agree that all processes and procedures need to be
brought together in one document. We have hired an information technology (1T)
person to write an IT Operations Guide. This guide will bring those components
together. A copy will be provided to your office when completed. Estimated
completion date is April 30, 2002.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CHS2-11: The Department For Public Health Should Complete A
Formal Information System Security Policy (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

The WIC Program uses the department’ s security access process. Procedures are
attached. There are additional layers to the Local Health Network but the front
door access is secured through the department’s password assignment process.
(A diagram was provided to the auditors) The Administrative Policy and
Procedures Manual for Local Health Departments (pages 2 and 3) of the Patient
and Community Health Services Reporting and Billing Procedures Section
addresses security clearance and assigning passwords for local health
departments. Additionally, we were provided with a list of WIC Program staff that
supposedly did not have proper access to the WIC system. There were seven such
people on the WIC Program staff. All of these employees were cited as not having
proper access in the prior audit. The authorization was signed on January 21,
2000, by the Administrative Section Supervisor of the Food Delivery/Data
Section.

The portion of your audit relating to mainframe security is not a DPH
responsibility. This responsibility resides in the Office of Program Support,
Technology Resources Management Branch of our Cabinet. A copy of the RCW
[Record of Control Weakness| was forwarded to their work group.

It is my understanding that CDP does have formal procedures for detecting and
dealing with unauthorized intrusions. We agree that a coordinated, documented
procedure of notification to DPH is needed and will be accomplished. A copy will
be provided when completed. Estimated completion date is April 30, 2002.
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FINDING 01-CHS3-12: The Financial Management And Reporting Branch Should
Limit Access To Deposits

State Agency: Cabinet for Health Services

Receipts from various divisions within CHS, including the Vital Statistics Branch, are
delivered to the Financial Management and Reporting Branch (FMRB) daily. Upon
delivery all checks are stamped with a transmittal number for tracking purposes. The
cash is recounted, and monies are secured in the safe. All receipts that FMRB processes
are put into the same deposit bag within the safe. This process occurs many times
throughout the day.

FMRB has six (6) people with accessto the safe. All six (6) people also could potentially
have access to the deposit bag. Accessto the safe is neither limited nor recorded.

The Vital Statistics Branch deposit is usually the only one containing cash. It isthe first
deposit processed each day. Throughout the day, up to six (6) people place deposits into
the same deposit bag, which has the cash. Thus, the potential for loss or theft is greatly
increased if there are not any controls over access to the safe and deposits.

Recommendation

We recommend that the Vital Statistics Branch deposit be secured in a different
deposit bag than other agency receipts.

M anagement’s Response and Corrective Action Plan

The Financial Management and Reporting Branch within the Cabinet for Health
Services has reviewed this record of control weakness and the recommendation.
As of October 24, 2001 the use of a separate deposit bag for Vital Satistics
deposits has been implemented.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties

State Agency: Cabinet for Health Services

The Vital Statistics Branch issues birth, death, marriage, and divorce certificates. They
collect receipts by walk-in, mail, and phone requests. Due to two (2) cases of fraud last
year, the APA decided to give closer attention to the Vital Statistics Branch. We visited
the agency on three (3) separate occasions and noticed the following control weaknesses:

1)

2)

3)

4)

5)

6)

7)

8)

As we noted in a previous audit, the auditor observed the prior day receipts being
taken out of the safe for deposit preparation. Once the deposit was prepared, the
entire deposit was left unattended long enough for someone to take the receipts.
Requested certificates are printed on watermarked documents. Some of these
certificates are pre-numbered and some are not. The branch does not have a
document custodian who has the exact count of blank certificates on hand. Thereis
no logbook of any kind showing the certificates used, voided, or missing.

Openings in the front and rear of the office are accessible to anyone in the building.
Current practices for receipts are not adequate to achieve proper control over them.
Receipts are not issued to walk-ins who pay fees in cash. Checks received by mail
are not restrictively endorsed at the earliest possible point. Receipts are not
reconciled to a receipts logbook after posted, by batch or by the day. One (1) flextime
employee stays 15 minutes longer than the other employees. During this time, all
unopened correspondence is left in the unlocked file cabinet and this employee is
responsible for locking the cabinet.

The branch issues death certificates to funeral homes by way of prepaid vouchers.
The vouchers are easily counterfeited. The person who receives the prepaid money
and postsiit, also controls the issuance of the voucher.

Each morning the safe is unlocked for distribution of non-processed requests, deposit
preparation, and whatever cash is left from the previous day. In addition, a clerk is
issued a key to a cabinet containing signed blank checks. The safe is left unlocked
and unattended all day with an average of $15,000 receiptsinside.

The key issued from the safe unlocks a cabinet located in the front of the office, and
Is unlocked each morning by the clerk. The cabinet is left unlocked until the end of
the day. The cabinet contains a stack of signed blank checks, which is easily
accessible by anyone who walks by the cabinet.

Data Entry Operators have assigned user I1Ds and passwords. The passwords have not
been changed in over two (2) years, and on some occasions, more than one (1)
operator shares user IDs. Three (3) people have a complete list of the user IDs and
passwords.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

Recommendation

We recommend the following:

1)
2)
3)

4)

5)

6)
7)

8)

The Vital Statistics Branch should provide better physical security over
receipts.

The branch should use only pre-numbered certificates and assign someone to
keep track of the pre-numbered certificates.

Install a door at each entrance, and these two doors should lock as they are
shut. Only branch personnel should have access to this area.

(a) The branch should lock all funds in a secure location before the employees
leave each day. The flextime employees should not have access to the
receipts when no one else is present. (b) Restrictively endorse checks when
the mail is opened or received at the front desk. Once endorsed, all checks
and cash should be recorded in a receipts logbook for mailed in receipts or by
entering the transaction in the cash register. () When receiving cash from
walk-ins, a pre-numbered cash receipt (manual or numbered cash register
receipt) should be issued. The cash register tape or the manual cash receipts
should be batched and reconciled to the cash register reconciliation sheet. The
money deposited each day should be reconciled back to the operator cash
reconciliation sheets and to the cash receipts issued logbook or equivalent
record.

The branch should print prepaid vouchers on a security type of pre-numbered
paper. The branch should assign one employee to be in charge of receiving the
prepaid money, and segregate the duty of issuing the vouchers to another
employee.

The safe should be locked when not in use.

The signed blank checks should be accounted for two (2) or three (3) times a
week and locked in the safe during the day.

(a) Passwords should be changed immediately. This process should continue
on aregular basis every 30 to 90 days. Operators should choose their own
password. Two (2) operators should not ever share user IDs and passwords.
Passwords should be kept confidential. (b) Vital Statistics Branch should have
the Accountant 111 perform either the end of day reconciliation or the deposit
preparation, but not perform both tasks.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

M anagement’s Response and Corrective Action Plan

CHS provided the corresponding responses:

1)

2)

Effective October 20, 2001, when the accountant responsible for preparing
the daily deposit leaves the desk (for any reason) while preparing the deposit,
the deposit receipts will be locked, by the employee, in the desk until employee
returns.

All on-line security paper currently is pre-numbered. This paper is used to
print certified copies of all birth certificates from 1961 to present (after being
key punched). The long form security paper, used for all death, marriage,
divorce, births prior to 1961, and new births prior to being keyed, is not pre-
numbered. On the next reorder of this paper, we will request to have it pre-
numbered for tracking purposes and will track the same as we track the on-

line paper.

In August 2001, the Administrative Section Supervisor of the Certification
Section was assigned to track the use of security paper in the Vital Satistics
Office on first floor of the Human Resources Building. The paper, in its
original sealed, numbered boxes, is kept in a locked room in the Vital
Satistics Vault area in the basement of the building. The supervisor of the
Vault Unit is responsible for the security of the paper while in his unit. The
Section Supervisor calls down for security paper when it is needed for printers
and copiers on the first floor. The requested number of sealed boxesis sent up
from the vault where the supervisor logs the date, box numbers and beginning
numbers ending numbers of the on-line paper. The supervisor will issue on-
line paper to the 4 printers and record beginning and ending numbers. At the
end of each day the unused on-line paper returned to the supervisor will be
logged into the logbook also by numbers. The number of “ VOID” certificates
will be logged and subtracted from the number of certificates printed along
with the unused paper. This can also be done with the long form paper after
receiving the new order, which will be pre-numbered for tracking purposes.
Effective November 1, 2001, the Vault Supervisor will also log the date,
number of boxes, the box number and the numbers on the on-line paper when
itissent up to thefirst floor.
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FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

3)

“Void” stamps are being purchased and upon receipt, every certified copy of
a certificate printed and not of sufficient quality to be issued to a customer
will be stamped “ VOID” and will be handed over to supervisors several times
a day for tracking. At the end of every week after being logged on a daily
basis these voided certificates will be shredded. Presently, “ VOID” is being
written on the printed certificate when it is inadequate for issuance to the
customer.

Personnel in the Office of the Secretary, Cabinet for Health Services has
contacted several other state Vital Statistics offices concerning procedures for
tracking security paper. All these will be taken into consideration.

As of October 1, 2001, all employees work between the hours of 8:00 AM and
4:30 PM.

The office is investigating the possibility of adding counters to Lexmark
Printers so actual number of on-line birth certificates printed can be counted
each day, this will add another security feature to the auditing of on-line
security paper. The copy machines have counters but will not suffice as a
tracking method. Security paper is used in one tray and regular paper is used
in a second tray. Thisis necessary for the printing of death certificates since
verifications of a death certificate are printed on pink paper as the certified
copies are printed on security paper, The vendor has been contacted, there is
no way just to count the paper going through a single tray.

The Human Resource Building is owned by the Commonwealth of Kentucky
and managed by Facilities Management within the Finance and
Administration Cabinet. The Cabinet for Health Services is a tenant in the
building. Sructural changes are made at the discretion of the Finance and
Administration Cabinet. This building was designed for flexibility in that
stationary walls do not divide offices. Offices are established with mobile wall
panels. Also there are multiple agencies housed within the complex. Within
the past year, security of the entire building has been enhanced significantly
with the requirement of an ID badge that is read through a card reader at
employee entrances.
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FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

4)

The Vital Satistics office has installed ropes, with signs attached stating
“RESTRICTED AREA” across all open entrances into the office. Staff have
been instructed to monitor the area for any unauthorized entry. The Cabinet is
also looking into the feasibility of video security for the Vital Statistics Office.
Effective October 18, 2001 the outgoing mail trays were moved from near the
rear exit of the office to a centralized location in the view of the
Administrative Section Supervisor of the Certification Section and the Fee
Control Unit Supervisor.

Effective October 1, 2001, flex time prior to 8:00 AM and after 4:30 PM has
been discontinued. All receipts and security paper are locked in the safe
between 4:30 PM and 8:00 AM the next morning.

Within a six-month period of time all mail openers in the Fee Control Unit
will be trained to do data entry and all data entry operatorswill be trained on
the procedures of how to open and direct mail to the other units. The
procedure will then be for each employee of the Fee Control Unit to open a
piece of mail, immediately restrictively endorse the check or money order,
date and code the check or money order, date and code the correspondence,
and then enter the data on the DEC VAX computer (thisis an older computer
which is no longer made) for an audit trail prior to opening another piece of
mail. This procedure should suffice for an immediate audit trail for each piece
of correspondence. Hence the individual daily reports would be reconciled
back to the operator who opened the correspondence, endor sed the check, and
then entered the data on the VAX. There would be 8 or 9 smaller deposits to
reconcile rather than 4 or 5 larger ones, which should also make it easier for
the accountant to reconcile daily reports. When the new Vital Statistics
Information System (VSS) is implemented in late 2003, this is basically the
way it will work (all mail openers and data entry operators will be 1 in the
same) plus an electronic daily log will be automatic. One possible problem
may arise if this solution causes the processing of the mail to slow down, if so,
other measures will need to be taken. This office is mandated by law to issue
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FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

5)

certified copies of death certificates within two days if they are requested at
the time of the filing of the original certificate with this office. Thisis already
difficult at times with the present process.

Additional cash registers are being purchased for the Front Desk clerks. We
expect to have them in place by January 1, 2002. Each clerk taking in checks
and cash will be responsible for only their register. Each register tape will be
matched daily to the cash reconciliation sheet. There will make for smaller
individual reports batched from the Front Desk, which should be easier to
reconcile than one larger one. Smaller reports will also tell usif, and which,
employee is having trouble with entering receipts in the cash register. Aswith
the employees in the Fee Control Unit, the procedure will be for each
employee who receives an, application and the fee, to immediately
restrictively endorse the check or money order, date and code the check or
money order, date and code the application and then enter the data on the
VAX for an audit trail prior to accepting another application from a customer.

The State Registrar is in the process of purchasing pre-numbered impede
security paper to use for pre-paid vouchers. The security paper is expected to
be in place by January 1, 2002. A log is presently being set up on the Fee
Control Unit Supervisor’s personal computer using Office Excel software.
The supervisor will log in dates and voucher numbers distributed to funeral
homes and record the used voucher number and date upon receipt back in the
Vital Satistics Office. A data entry operator has always had the responsibility
of receiving the prepaid money and the Fee Control Unit Supervisor has
issued the vouchers to the funeral homes. We will continue to stamp the raised
seal that states “ Commonwealth of Kentucky Vital Satistics’ on each
voucher .
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FINDING 01-CH$A4-13: The Vital Statistics Branch Should Improve Security Over

Assets And Segregate Job Duties (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

6)

8)

Effective November 1, 2001, the Fee Control Unit safe will be locked at all
times, except when it is necessary to remove items from or return items to the
safe during work hours.

Effective August 27, 2001, the Administrative Section Supervisor of the
Certification Section was assigned to ensure blank Vital Chek checks were
accounted for properly. All these special purpose blank checks are kept in a
locked safe at all times. At the end of each day the supervisor gives each Vital
Check operator a check to be printed for that day. The printed checks are then
returned to the supervisor to store in the safe until the daily deposit is
prepared the following day.

Effective November 1, 2001, data entry operators will change passwords for
the user ID assigned to them on a regular basis, the 1% of every other month
(approximately every 60 days). Operators will choose their own passwords
and not share with other employees.

Effective November 16, 2001 the Accountant I11 will be responsible for the

end of day reconciliation and the Accountant | will perform the preparation of
the daily deposit. Training will be required for backup personnel.
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FINDING 01-CHS5-14: The Vital Statistics Branch Should Perform An Accurate
Cash Reconciliation

State Agency: Cabinet for Health Services

The Vita Statistics Branch issues birth certificates, death certificates, marriage
certificates, and divorce certificates for fees ranging from $6 to $10. The requests for
these documents come into the branch through mail, phone, and walk-in applications.
Each operator submits an individual batch report detailing the day’ s transactions.

On the following day, the branch’s Accountant |11 runs a total batch report and prepares
the deposit to be sent to the FMRB. If the deposit does not match the report, the
Accountant |11 must go over the individual batch reports to locate errors. If errors cannot
be located and corrected, the department has a petty cash amount kept in the safe made
up of state funds for these types of occurrences. State funds are used to correct the
deposits. The petty cash has a balance, which is not to exceed $100. If the petty cash
becomes low on state funds, any overages on future dates are taken from the daily deposit
and added to the current total. If the petty cash has a branch acceptable amount on hand,
when a deposit has any overages, these overages are added into the deposit under the
report heading of “Miscellaneous.”

We noted several areas where a cash reconciliation sheet was not prepared at closeout.
Furthermore, even when a cash reconciliation sheet was prepared the overages and
shortages were not accurately reported due to the use of the petty cash amount.

Recommendation

We recommend that no government funds be set aside for petty cash. The amount
currently in the petty cash should be deposited immediately. Furthermore, each
person handling funds should prepare an accurate cash reconciliation at closeout.

M anagement’s Response and Corr ective Action Plan

Vital Satistics has taken steps to assure that deposits received will be deposited
as collected, and no overage/underage account will be used.
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FINDING 01-CHS6-15: The Vital Statistics Branch Should Take Steps To Prevent
I dentity Theft

State Agency: Cabinet for Health Services

Kentucky birth certificates are easy to obtain from the Vital Statistics Branch (Vita
Statistics), and can be used to get a passport and other identification documents.
Obtaining a birth certificate is often one of the first stepsin perpetrating an identity theft.

Kentucky death certificates are aso easy to obtain and show the deceased's social
security number. Having the socia security number of a recently deceased person could
result in credit cards being issued in the deceased' s name. Thisis an example of identity
theft. Two (2) supervisors and two (2) managers at Vital Statistics stated that they
recognize this risk and would like to see this matter corrected.

Identity theft could be facilitated by the ease with which vital records, such as birth and
death certificates, can be obtained.

Proper internal control dictates that Vital Statistics not release:
*data which is excluded from disclosure by law, and
edata which could easily facilitate identity theft or other crimes.

Most states are more restrictive on providing vital statistics information than Kentucky.
Vital Statistics personnel have indicated their desire to meet the national norms in this
area.

When KRS 213.011(14) and KRS 213.131(1) are read together, it is clear that vital
records should not be open for inspection or publicly released except where specifically
authorized by law. KRS 213.131(1) further states, “[a]dministrative regulations adopted
by the cabinet shall provide for adequate standards of security and confidentiality of vital
records. . . .” Title 901, Chapter 5 of the Kentucky Administrative Regulations addresses
vital statistics, but these regulations do not address adequate standards of security and
confidentiality of vital records.

Recommendation

We recommend:

* CHS promulgate administrative regulations as noted in KRS 213.131(1) to
address adequate standards of security and confidentiality of vital records,
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FINDING 01-CHS6-15: The Vital Statistics Branch Should Take Steps To Prevent
Identity Theft (Continued)

Recommendation (Continued)

* Appropriate steps be taken to prevent disclosure of vital records data that
could be misused by those seeking to commit identity theft; and

* Legidation be proposed and enacted to strengthen the security of confidential
vital records data, similar to the legislation already enacted in most other
states.

M anagement’s Response and Corr ective Action Plan

KRS 213.131(1) does state, “ To protect the integrity of vital records, to insure
their proper use ... it shall be unlawful ... to issue a copy”, but this section then
states “ except as authorized by this chapter.” KRS 213.136(1) must be followed
and this statute states in pertinent part, “ The state registrar shall upon receipt of
an application issue a certified copy of a vital record in the registrar’s custody or
a part thereof to any applicant.” Although KRS 61.878(1) (a) excludes public
records that would constitute an unwarranted invasion of personal privacy, the
Attorney General has issued opinions 81-400 and 82-234 concerning the
disclosure of information within vital statistics records. OAG 82-234 states that
on a birth certificate only medical information and the mother’s home address are
considered private information and the name cannot be redacted. OAG 81-400
states “ There are no privacy rightsinvolved in a request to inspect death records
since the exemption provided by KRS 61.878(1)(a) pertains only to “ personal
privacy” , and that term only applies to the living.” Accordingly, in order to
possibly avoid the facilitation of identity theft, the statutes noted above would
need to be amended to exclude vital records. Presently, only 13 states (including
Kentucky) have open birth records and 19 states (including Kentucky) have open
death records.

Auditor’s Reply

We believe that the disclosure of socia security numbers and other confidential
vital records datais contrary to the intent of the Kentucky General Assembly. We
strongly encourage CHS to promptly seek passage of legidlation clarifying and
strengthening the law in this area.

117



COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-LAB4-16: The Labor Cabinet’s Division Of Administration Should
Ensure Assets Are Safeguarded Within The Special Fund

State Agency: Labor Cabinet, Special Fund

Appropriate internal control procedures require safeguarding assets such as property and
equipment. Safeguarding such assets includes maintaining an inventory list and
conducting periodic inventories to ensure that assets detailed on the listing are in
existence.

The Special Fund maintains inventory listings that include identification tag numbers.
During the audit, employees were asked to produce a piece of computer equipment with a
specific tag number. The equipment produced had no tag attached and was a different
model than the equipment on the listing.

Specia Fund personnel explained the equipment that originally had the ID number had
been retired and replaced by the equipment presented. The new equipment was to have
the same ID number but atag had not been attached yet.

Lack of accurate inventory listings could result in inaccurate accounting records and/or
misappropriation of state-owned property.

Recommendation

We recommend that the Special Fund periodically review inventory listings and
determine that all property detailed on the listing is in existence. We aso
recommend that tags and ID numbers not be reissued to replacement equipment.
Retired equipment should be deleted from inventory listings.

M anagement’s Response and Corrective Action Plan

It is our position that Special Fund property is adequately protected by the Labor
Cabinet’s long-standing written property inventory policy. Our policy requires
that all property with an original cost of $500 or greater be inventoried through
issuance of a property identification tag (placed over an engraved property
number) and maintenance of a detailed inventory listing which describes the
property and its location. Annual inventories must be conducted by the Cabinet’s
property officer who personally views all inventoried property to ensure that it
exists. The policy meets all applicable legal requirements for state owned
property and requires the property officer to have the ability to report, upon
request, all items over $500 to the Fixed Assets Branch, Finance and
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FINDING 01-LAB4-16: The Labor Cabinet’s Division Of Administration Should
Ensure Assets Are Safeguar ded Within The Special Fund (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

Administration Cabinet. Finally, our policy provides that directors and managers
are responsible for maintaining control of all items under their jurisdiction,
regardless of the original cost of the property.

To resolve this audit issue, the property officer has engraved and tagged a
property number on the subject laptop computer. Moreover, the Labor Cabinet
will emphasize to appropriate staff the need to follow the Cabinet's written
inventory policy, which requires an annual review of inventory listings, and
personal viewing of the property to ensure the property is in existence.
Additionally, emphasis will be placed on the need to issue new property numbers
and tags for all property costing $500 or more, including replacement property,
and the importance of promptly deleting all retired property from inventory
listings.
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FINDING 01-PERS1-17: The Personnel Cabinet Should Improve Security Controls
For Uniform Payroll And Personnel System L ogical Access

State Agency: Personnel Cabinet

The Personnel Cabinet (Personnel) did not provide adequate logical security controls for
access to the Uniform Payroll and Personnel System (UPPS). Despite our prior
recommendations to limit access of GOT programmers to Personnel production load
libraries, data files, and Job Control Language (JCL), our review specificaly noted the
following:

* Five (5) GOT programmers had update or control access via Time-Sharing
Option (TSO) to production JCL and various datasets.

* One (1) of these GOT programmers also has update access to the Personnel
Security files. This access gives them the ability to grant any users access to
Personnel programs, JCL, or datasets. We understand Personnel uses the GOT
programmer as a backup security administrator.

We adso noted the Computer Security Policy/Procedure Manua (security policy)
implemented by Personnel has not been updated since June of 1997. As we had
recommended in our prior audit, changes made to the Security List form during last year
need to be reflected in security policy, and thorough procedures for completing the form
should be included. We had also recommended that instructions would be useful to
explain the different levels of security access available and detail specific filing or
retention policies of the Security List forms. Additionally, the current security policy
does not include network intrusion detection proceedings.

Update access to the Personnel load libraries, production data, and security files should
be restricted to Personnel staff only. Failure to maintain proper segregation of duties for
GOT programmers increases the likelihood that an unauthorized change is possible to
programs, JCL, or data. A strong control environment would not alow programmers
access without adequate authorization and oversight. Circumstances of an emergency
nature requiring update access privileges should be documented and closely monitored at
the appropriate supervisory level. For those circumstances when it is necessary to grant
update access to an application program, JCL, and/or dataset, alog should be created that
specifically identifies the individual accessing the system by user ID, time of entry into
the system, specific programs and data accessed, and purpose. All activity should be
subject to supervisory control and system log entries should be substantiated by a formal
reguest to make system changes or modify system access privileges.
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FINDING 01-PERS1-17: The Personnel Cabinet Should Improve Security Controls
For Uniform Payroll And Personnel System L ogical Access (Continued)

Finaly, formal security policies and procedures provide continuity for policy
implementation as well as set the tone of management concern for a strong system to
secure assets and resources. These policies and procedures should be kept current as they
provide a security framework to educate management and users of their responsibilities.

Recommendation

We recommend Personnel take the following steps to improve logical security of
UPPS:

* Eliminate all update and control accesses for GOT programmers. These
employees should not have access to production data and/or JCL except in
specific cases. Any update or control access granted to programmers should
be documented and monitored closely by Personnel management. In addition,
update access should be restricted to the level required to perform the
assignment for a set time period and then rescinded. We recommend someone
other than a GOT programmer be chosen as a backup security administrator.

* Update accordingly, and review periodically, the Personnel Cabinet Security
Policy/Procedure Manual. The manual should include some genera
procedures concerning proceedings to identify and contend with unauthorized
network intrusions.

M anagement Response and Corrective Action Plan

The Personnel Cabinet is currently mandated to maintain the official records of
all state employees. It is further mandated to generate accurate and timely payroll
tapes to ensure that all state employees are paid promptly on the 15™ and 30™ of
each month.

The current statewide payroll/personnel system was implemented in 1982 and is
an old mainframe COBOL system that has limited workflow. The system requires
significant programming hours to ensure normal maintenance. All updates to the
system have to be completed with the assistance of programmers from the
Governor’s Office of Technology, who have the sole expertise to make the
necessary changes to the programs and/or data sets.
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FINDING 01-PERS1-17: The Personnel Cabinet Should Improve Security Controls
For Uniform Payroll And Personnel System L ogical Access (Continued)

M anagement Response and Corrective Action Plan (Continued)

The Personnel Cabinet requires that all individuals having access to the system
sign a security agreement before access is granted. This access creates an
adequate audit trail of all users through the creation of a system log which
specifically identifies the individual users by user ID, time of entry into the system
and the specific program or data accessed during the entry to the system. This
log is created and reviewed on a monthly basis.

As a result of the previous audit reports regarding adequate logical security
controls, the Personnel Cabinet has recently established a Resource Management
Analyst 11 position in the Department for Personnel Administration, Division of
Employee Records, that will have primary responsibility for both internal and
external accessto the system. This position will work closely with agency liaisons
and the Governor’'s Office of Technology staff in an effort to implement
recommended security controls. This position will also be responsible for
maintaining and updating the Computer Security Policy/Procedure Manual that
was created in 1997.

The following specific exceptions to security controls are addressed as follows:

* Five (5) GOT programmers had update or control access via Time Sharing
Option (TSO) to production job control language and various datasets.

The Personnel Cabinet has addressed this issue, in that access to those
programmers has been rescinded until such time as they actually require
access. Upon request for access, the security officer will grant that access on
atime limited basis and again rescind access as appropriate.

* One of these GOT programmers also has update access to the Personnel
Security files.

This update access has been eliminated. While this programmer will still

need update capability at times, this is another area that the new security
officer will control by granting and rescinding access on an as needed basis.
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FINDING 01-REV1-18: The Revenue Cabinet Should Update The Sales Tax
Database And Automate Processing Of Accelerated Tax Returns

State Agency: Kentucky Revenue Cabinet

We requested an Electronic Funds Transfer (EFT) report from the Revenue Cabinet’s
(Revenue) Department of Information Technology, Office of Application Engineering
detailing all tax payments that equaled or exceeded $1,000,000 during FY 01; the report
had 207 payments that met our criteria.  We then selected all items we deemed as
individually significant for the General Fund. We identified and tested 12 sales tax
returns that met our criteria, totaling $154,767,855 in tax payments. During testing, we
noted the following problems:

* The Revenue sales tax database does not process payments that equal or
exceed $1,000,000, thus a single transaction exceeding $1,000,000 will show
up on the Revenue mainframe report as 999,999 in a succession of lines with
the bottom line total as the balancing amount. While this is a system
limitation, data processed in this manner is difficult for end users to
understand.

* Significant clerical errors were found in the manual processing of accelerated
sales tax returns that were not detected and corrected by the existing internal
control structure. We noted a clerical error, in one month’s tax return,
resulting in a $4,545,738 overstatement of the taxpayer’s pre-payment. The
second instance resulted in a $3,000,623 overstatement of the taxpayer’s pre-
payment. All accelerated sales tax returns are manually processed in the sales
tax section, since the Modernized Front End (MFE) is not set up to process
these returns. The accelerated taxpayers make a pre-payment of salestax each
month of an estimated 50% of the next month’s tax payment.

During FY 01, Revenue automated the processing of its high volume sales and use and
withholding tax returns through the MFE. The MFE is used for scanning tax returns for
posting to the Revenue Cabinet’s mainframe, depositing receipts, and imaging returns for
archiving purposes. Revenue users with access to the FileNet System are able to view
images of all itemsin atransaction that are scanned into the MFE.

While FY 01 financia statement information was not affected as a result of these
weaknesses and errors, the system limitation could affect the accuracy and reliability of
the Revenue reporting system. Tax information that is not captured exactly as reported
on the tax return makes it difficult to determine if receipts were recorded at the proper
amounts. Also, since the tax information is difficult to track, the likelihood that errors
will go undetected by Revenue increases.
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FINDING 01-REV1-18: The Revenue Cabinet Should Update The Sales Tax
Database And Automate Processing Of Accelerated Tax Returns (Continued)

The system weaknesses, noted herein, represent deficiencies in the design and operation
of internal controls that could result in violations of laws and regulations which would
materially affect Revenue's financial reporting. Good internal controls dictate receipts
should be properly posted to computer records from supporting documentation and all
data processed by significant systems should have the proper review and audit to
determine accuracy and compl eteness.

Recommendation

We recommend Revenue take the following actions to correct these weaknesses:

* Make the appropriate adjustments to correct the affected reports and accounts;

* Update Revenue's mainframe system to process tax payments that equal or
exceed $1,000,000; and,

* Program the MFE to process all accelerated sales tax returns,; this would
reduce manual processing and should increase mathematical accuracy, which
would increase the reliability of the mainframe data. If thisisn't feasible, due
to the magnitude of the tax payments involved, all accelerated sales tax
returns should have a secondary level of review that includes verifying,
editing, and approving al adjustments.

M anagement’s Response and Corr ective Action Plan

The Kentucky Revenue Cabinet (KRC) agrees with the auditor’s recommendation
regarding the correction of the clerical errors. The appropriate adjustments are
currently in the process of being corrected by a Sales Tax Section unit supervisor.
The clerical errors noted by the auditor resulted from one employee temporarily
assigned to the Sales Tax accelerated program from another taxing area. That
employee assisted in the accelerated returns for a short time to help alleviate a
sizable number of unworked returns. That situation has now been corrected so
that the inventory has been greatly reduced to a more manageable level, and, only
2 to 3 experienced Sales Tax employees, under the direct supervision of an
experienced Sales Tax unit supervisor, now work the accelerated sales tax
returns.

Regarding the recommendation to update the Revenue mainframe system, to

process payments that equal or exceed $1,000,000, the Cabinet concurs. The
sales tax systemis approximately 25 years old and is due for a major overhaul.
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FINDING 01-REV1-18: The Revenue Cabinet Should Update The Sales Tax
Database And Automate Processing Of Accelerated Tax Returns (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

The Cabinet previously considered replacing or extensively overhauling the
system. However, the cost to replace the system is prohibitive at this time.
Additionally, there are national discussions regarding a uniform sales tax base
and rate. The outcome of the national debate regarding the future of sales tax
could be applicable to Kentucky in the very near future. Without knowing the
outcome of those discussions, Kentucky can not proceed with major system
changes at this point in time.

The Kentucky Revenue Cabinet (KRC) agrees that processing Accelerated Sales
Tax returns on the MFE would reduce manual processing and increase
mathematical accuracy, which would increase the reliability of mainframe data.
Programming to allow such processing should be completed during the MFE re-
structuring, which is scheduled to be implemented in July 2002. For those
Accelerated Sales Tax returns processed manually at Revenue Operations, a TAD
Is created which is subsequently worked by Compliance. It should be noted that
the process of creating TAD’s on all accelerated returns does create a
“secondary level of review” conducted after the initial processing of the return.
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FINDING 01-REV3-19: The Revenue Cabinet Should Have A System In Place To
Reconcile Critical Information

State Agency: Kentucky Revenue Cabinet

Revenue does not have a system in place to input or reconcile critical information to the
mainframe system; this continues to be a problem for Revenue as this has been reported
during prior year audits as well. By not performing critical reconciliations, Revenue
cannot be sure that reported amounts remitted are correct. While Revenue currently has a
reconciliation project underway, which is now in the detail system design phase, there
was no system in place at the time of our audit.

Revenue should have adequate systems in place to ensure all taxes due to Kentucky have
been collected and all taxpayers are reporting key information in compliance with state
laws.

Recommendation

Revenue should develop a system for reconciling critical information.

M anagement’s Response and Corr ective Action Plan

The Kentucky Revenue Cabinet (KRC) agrees with the Auditor’ s recommendation.
KRC initiated a plan during fiscal year 2001 to correct this problem. Past
Auditor's comments have addressed this problem and KRC searched several years
for an affordable method of addressing the issue. The new reconciliation systemis
expected to go live on April 1, 2002.

Auditor Reply

The new reconciliation system did not go live on April 1, 2002 as expected.
However, the project is now being conducted in phases. Phase | is complete and
Phase Il is expected to be complete by June 12, 2002. We urge KRC to correct
this deficiency as soon as possible.
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FINDING 01-KST1-20: The Department Of Treasury Should Notify The Office Of
Financial Management In Writing Prior To Applying Multiple Approvals

State Agency: Office of the Kentucky State Treasurer

When testing 43 cash receipt documents (C1) for proper approva by Treasury, we found
that three (3) were not properly approved. The OFM employee entering the C1 applied
one (1) approval, as required; however, the three (3) other necessary approvals were
applied by a Treasury employee. In the cash receipt approval process for investments, the
OFM employee entering the C1 applies one (1) approval, a manager in OFM applies two
(2) additional approvals, and Treasury applies the final approval. Since the Treasury
employee who approved these transactions had the authority to apply four (4) approvals,
the document was processed without the approval of the OFM manager.

The FAC's Administrative Policy and Procedure Manua is in draft form and not
complete on the approval process for Cls relating to investments.

The OFM manager might notice errors relating to investments that a Treasury employee
would not notice due to lack of expertise in the investment area. OFM secondary
approvers cannot check the Cls for accuracy after Treasury approves them if they are not
notified Treasury applied three (3) approva levels to the C1. In addition, since the
Treasury employee has four approval levels, the Treasury employee could create and
approve a C1 without anyone else approving or knowing about the document.

Good internal controls dictate a standard approval process for investment cash receipt
documents be implemented and followed. The standard approval process should not
allow afinal approver to apply the same approval levels applied by a secondary approver,
in effect overriding the approval of the secondary approver, unless the secondary
approver is given written notice (e-mail for example) that the document will be or was
approved by the final approver.

Section 4.3 of the draft of the FAC’s Administrative Policy and Procedure manual states:

OFMEA will be responsible for the creation of all payment, receipt, etc.
documents relating to the investment of state funds. The Treasurer’s
office, which currently prepares these documents, will now be responsible
only for applying an approval on cash receipt documents relating to
investment of state funds. . . . Agency will prepare C1 document to record
the receipt of funds from one of the following:
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FINDING 01-KST1-20: The Department Of Treasury Should Notify The Office Of
Financial Management In Writing Prior To Applying Multiple Approvals
(Continued)

e Saleof Investment
* Maturity of Investment
* |nterest Income

The BS Account must be coded on the C1 document. Route the
document to the Division of Statewide Accounting Services for approval. .
.. The Division of Accounts approves the C1 documents and routes the
ones pertaining to the investment of state funds (OFMEA) to the
Treasurer’s Office for their approval.

At present, the Division of Accounts does not apply any approvalsto the C1 documents

Recommendation

We recommend adjusting the approval levels of Treasury employees so no
employee can create a cash receipt document and apply fina approval to the
document.

Also, OFM approvers should be notified in writing (e-mail) if Treasury approves
a document without approvals being applied by a secondary person in OFM.

Relating to the Manual we recommend the FAC:

¢ Update the manual to indicate the secondary approval levels applied by the
OFM manager, assistant director, or director.

«  Either remove reference to the Division of Statewide Accounting approval of
C1 documents or C1 documents should be routed to the Division for
approva immediately.

« Define in detail the authorization of Treasury in approving documents
without a secondary approver and refer to this when discussing investment
documents.

«  Release the manua in final form.
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FINDING 01-KST1-20: The Department Of Treasury Should Notify The Office Of
Financial Management In Writing Prior To Applying Multiple Approvals
(Continued)

M anagement Response and Corrective Action Plan

Finance and Administration Cabinet Response:

The Treasurer’s Office (Treasury) is the final approval for all cash receipts
documents (CR and C1) in the Advantage Financial application. They apply the
4" level of approval to the C1 documents created by OFM to record the sale or
maturity of investments or the receipt of interest income. Treasury does not
approve the documents until they reach a PEND4 status (after OFM has applied
their approvals).

There were a few instances where Treasury approved a C1 document before it
reached PEND4 status. OFM reported this to the Office of the Controller. A
meeting was held with representatives from the Treasurer’s Office, OFM and the
Controller’s Office. Treasury agreed they would not approve the OFM C1
documents until it reached a PEND4 status. If, for some reason, there were a
need to approve one in a status other than PEND4, Treasury would need to have
awritten (E-mail) authorization from OFM.

The few “ non-PEND4” C1 documents that Treasury approved for OFM were
done so because of “timing” problems. To help resolve this OFM and Treasury
have been set up to use the Workflow functionality in Advantage. After the initial
user in OFM creates the C1 (and applies the first approval) an E-mail is sent to
the OFM Manager notifying him that there is a C1 document in PEND2 status
awaiting his approval. At this point, the OFM Manager can go into Advantage
and approve the document. This has decreased the “ agency” processing time for
C1 documents.

Treasury needs to have the authority to apply/remove all approval levels on cash
receipts documents. It is Treasury's responsibility to see that the documents are
accurately recorded in Advantage, which is why they have the final approval. At
times it may be necessary for Treasury to correct a C1 document.
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FINDING 01-KST1-20: The Department Of Treasury Should Notify The Office Of
Financial Management In Writing Prior To Applying Multiple Approvals
(Continued)

M anagement Response and Corrective Action Plan (Continued)

In Advantage, a partially approved document (Ex. PEND4 status) is always
“read-only” . In order to make any changes to a document all the approvals have
to be removed before the change(s) can be made. After the change is made all
approvals have to be applied again. Treasury will notify the agency (who
prepared the C1) if any changes need to be made. If possible, the agency will
remove the approvals, correct the document, and apply the “ agency” approvals
again.

It may be necessary for Treasury to do this. If, for example, it is the last day of the
calendar month/fiscal year and Treasury is not able to contact a user in the
agency (who has entered a document incorrectly) to do this, they need to have the
authority to change the document to make sure funds are recorded in the correct
accounting period/fiscal year.

Office of the State Treasurer Response:

The Treasurer’s Office is the final approval for all C1 and CR documents. It is
the Treasurer’s responsibility to make certain that the MARS deposit documents
are in agreement with the amount being deposited, either electronically or by
physical deposit. If there is an error, the Treasury Department contacts the
department preparing the deposit document to make the needed correction. If the
necessary individual in the departments cannot be reached, and if there is a
deadline which has to be met, the Treasury Department personnel will make the
corrections needed to allow the documents to be posted. They will then notify the
departments of the changes. To make these necessary changes in a timely
manner, it is absolutely essential that the Treasury Deposit Room and Accounting
personnel have the necessary MARS authority to apply/remove all approval levels
on cash receipt documents. The Treasurer’'s Office does not exercise this
approval authority except when absolutely necessary to allow depositsto post in a
timely manner.

The first line of action is always to contact the departments preparing the deposit

documents to have them make the corrections. If thisfails, and a deadline has to
be met, the Treasury will make the changes and give the necessary approvals.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-KST1-20: The Department of Treasury Should Notify the Office of
Financial Management In Writing Prior To Applying Multiple Approvals
(Continued)

M anagement Response and Corrective Action Plan (Continued)

There is no risk involved to the Commonwealth in this procedure. These are,
after all, deposits and not expenditures. If an accounting error were to be made
by the Treasury staff in making the corrections or releasing the documents, that
error can be corrected after the fact. This possibility is far preferable to the
alternative of not having deposits post in a timely manner, especially at those
critical times when Revenue estimates and financial reports are depending on the
deposit data.
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FINDING 01-CWD1-21: The Division Of Unemployment Insurance Did Not Report
Deferred Revenues

State Agency: Cabinet for Workforce Development

The agency did not report an amount for deferred revenue on the AFR-32, Revenue
Recognition Recap form. Deferred revenues are employers’ benefits received that will be
paid in future periods.

In preparation of the Commonwesalth’s CAFR report, FAC recorded deferred revenue for
the Cabinet for Workforce Development. However, if FAC did not properly record
deferred revenue, then there would have been an overstatement of accounts receivable
and an understatement of deferred revenue on the agency’s closing package forms for
Unemployment Compensation.

Proper internal controls dictate deferred revenue is properly classified as a liability for
amount received, not earned as of June 30.

Recommendation

The agency should record deferred revenue from revenue earned not received as
of June 30 to amount received not earned as of June 30 on the AFR-32, Revenue
Recognition Recap form. To properly classify deferred revenue the agency should
record any non-operating and/or other revenue over 30 days less the allowance for
uncollectible amount in the deferred revenue column on the AFR-32 form.

M anagement’s Response and Corr ective Action Plan

The agency agrees with the auditors recommendation.
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FINDING 01-CWD2-22: The Division Of Unemployment Insurance Allowance For
Uncollectible Accounts Was Not Updated For Current Year Actions

State Agency: Cabinet for Workforce Development

The “Allowance for Uncollectible” for tax collections on the FAC AFR-30 and AFR-32
closing package forms was not changed from the prior year. The auditor spoke with the
Unemployment Insurance (Ul) Tax Branch Manager, who responded that due to staff
shortages Ul was unable to process any write-offs of delinquent accounts for tax
collections.

When the “Allowance for Uncollectible” accounts is not written off, the accounts
receivable balance tends to be overstated.

Proper accounting procedures dictate receivables be evaluated periodically to determine
the likelihood of collection and an amount that is likely to not be collected be written off.
KRS 341.300 (4) states:

an action for the recovery of contributions, interest or penalties under this
section shall be barred and any lien therefore shall be cancelled and
extinguished unless collected or suit for collection has been filed within
five years from the due date of such contributions, except in the case of
the filing of a false or fraudulent report the contributions due shall not be
barred and may at any time be collected by the methods set out in this
chapter, including action in a court of competent jurisdiction.

Recommendation

The agency should:
* establish a procedure to estimate a reasonable allowance for uncollectible
accounts,

* age accounts so that accounts over five (5) years and not in litigation are
written off in atimely manner; and

e implement procedures to ensure write-offs of uncollectibles are properly
authorized.

M anagement’s Response and Corr ective Action Plan

* Previoudly this agency has given an estimated uncollectable allowance based
on previous history of uncollectable writeoffs. The last estimate given was an
average of 1996, 1997, and 1998 writeoffs. This figure was $1,414,907 per
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CWD2-22: The Division Of Unemployment Insurance Allowance For
Uncollectible Accounts Was Not Updated For Current Year Actions (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

year. Knowing that there are many factors that contribute to the receivable
figure, such as rates, collection efforts, and economy this estimate is hard to
secure unless we use previous history. We could possibly request additional
programming to determine all accounts that appear to be uncollectable and
then those that would age into that category within the next year. This kind of
report should be available with the new KEWES [Kentucky Electronic
Wor kplace for Employment Services] process described below.

* In the collection piece of KEWES there is an automated process to identify
and submit for processing, all accounts that would fall into the category of
uncollectable according to our statutes and policies. This process would
submit all accounts, as they meet certain requirements, to the manager for
authorization to be declared uncollectable. If the manager authorizes, the
KEWES system will automatically make the required changes to the account
to indicate the uncollectable status. This process will greatly streamline what
iscurrently required.

* Current staffing continues to be the reason for not addressing the
uncollectable backlog.

e Our current process for declaring accounts uncollectable calls for two levels
of authorization (management) on any account owing over $100. Accounts
under $100 can be declared uncollectable with one authorization. The
KEWES process will require one authorization.
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FINDING 01-CWD3-23: The Cabinet For Workforce Development Should Improve
Local Area Network Server Security and Consistently Apply Policies To All Servers

State Agency: Cabinet for Workforce Development

The Cabinet for Workforce Development (CWD), should improve security of the LAN
servers. Additionally, CWD should consistently apply security policiesto all NT servers.

We reviewed the security for specific servers that were identified within two (2) critical
domains for CWD. One (1) of these domains is managed by the technical support staff in
the Division of Computer Services, and the other is managed by the Management
Information System branch in the Division of Administration and Financial Management.
Using general scanning tools we queried these domains to identify al Primary Domain
Controllers, Backup Domain Controllers, and Structured Query Language servers. We
then reviewed information divulged on specific servers within these domains to
determine the established password policies and specific services that might be available
on these systems.

Upon review of the password policies identified, we determined that the administrative
password policies established were not consistently followed.  Additionally, a
vulnerability scan was performed on these servers that identified security issues
concerning the available web server software and FTP services running on the systems.
It was noted that some versions of the web server software could allow a remote attacker
to run commands on aweb server remotely and gain control of the computer. Also, older
versions of FTP software were identified, which could allow attackers to remotely initiate
a denial of service condition. Technica support staff of the CWD should ensure that
upgrades and patches have been installed or otherwise remove these services.

To help ensure the security of a network, it is necessary for a strong password policy to
be developed and implemented on all servers within the network. If servers within a
network are not sufficiently secured, the network could be compromised through one of
these more vulnerable paths. To ensure adequate security, al software should be kept
updated.

Recommendation

We recommend CWD review all servers within the agency-owned domains to
ensure that the password policy established on all servers complies with the
guidelines specified by the agency. Further, we suggest that all services active on
the CWD servers be reviewed to ensure the most recent upgrades and patches
have been installed.

135



COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-CWD3-23: The Cabinet For Workforce Development Should Improve
Local Area Network Server Security and Consistently Apply Policies To All Servers
(Continued)

M anagement’s Response and Corr ective Action Plan

In response to the state auditor findings of December 18, 2001 the following
improvements have been made to the WFDESNT Domain, which includes two
servers:

* These servers have been upgraded with current patches or software upgrades
as needed to improve security for this domain.

* |ISwasremoved from this domain on January 11, 2002.

* The Account policies applicable to these servers have been revised to include
password expiration limits.

In addition, it is the intent of the Cabinet to merge this domain with WFDCNT for
centralized control.

In response to the state auditor findings, the following improvements have been
made to the WFDCNT Domain:

e Listed users on the domain that had passwords not expiring have been
updated to include a required expiration.

* Theaccount policies for the servers in this domain have been revised to
include password expiration limits.

* Administrator password has been changed and is not being used.

* Theses servers have been upgradedwith current patches or software
upgrades as needed to improve security for this domain.

In addition the Cabinet has purchased equipment to install two firewalls.
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Material Weaknesses and/or Material I nstances of Noncompliance:

FINDING 01-LAB1-24: The Labor Cabinet's Division Of Administration Should
Apply The Accrual Basis Of Accounting To The Special Fund

State Agency: Labor Cabinet, Special Fund

The National Council on Governmental Accounting (NCGA) Statement 1 states in part,
“Proprietary fund revenues and expenses should be recognized on the accrua basis.
Revenues should be recognized in the accounting period in which they are earned and
become measurable; expenses should be recognized in the period incurred, if
measurable.”

The Specia Fund is considered to be and has been classified by the Commonwealth’s
FAC as a proprietary fund type. The Labor Cabinet’s Division of Administration uses the
cash basisto account for the Fund rather than the accrual basis.

A representative of the Division of Administration stated that the accrual basisis not used
because “this is governmental accounting — not for-profit accounting.”

Failure to utilize the correct basis of accounting causes revenues and expenses to be
recorded in the wrong period thereby causing the entity’s financia statements to be
incorrectly stated.

Recommendation

We recommend that the staff of the Division of Administration be trained on the
application of the correct accounting procedures for proprietary fund types.
Additionally, we recommend that the Division of Administration apply the
accrual basis of accounting to the Special Fund and that accrual basis financial
statements be maintained including balance sheets.

M anagement’s Response and Corrective Action Plan

As part of our research for this audit finding, we consulted with the Controller for
the Commonwealth of Kentucky. According to the Controller, state government
maintains its accounting system on a cash basis during the year to comply with
the legal requirements for budgeted funds (including the Special Fund). However,
appropriate entries are made to record accrual information for financial
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FINDING 01-LAB1-24: The Labor Cabinet’s Division Of Administration Should
Apply The Accrual Basis Of Accounting To The Special Fund (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

reporting purposes. These entries include the reclassification of closing period
activity into the appropriate receivable or payable category, and the entries for
year-end recelvables and payables.

Further, according to the Controller, the NCGA statement cited by the auditor
also states in pertinent part as follows, “ Conflicts between legal provisions and
generally accepted accounting practices (GAAP) do not require two accounting
systems. Rather, the accounting system may be maintained on a legal-compliance
basis, but should include sufficient additional records to permit GAAP-based
reporting.”

Therefore, it is our position that the Special Fund is using the accounting basis
mandated for agencies of the Commonwealth of Kentucky, which, according to
the Controller, complies with the requirements of NCGA Satement 1.
Accordingly, the system used by the Special Fund will not be changed.

Auditor’s Reply

We concur that the Special Fund is not required to maintain two (2) accounting
systems. However, the Special Fund is required to maintain sufficient additional
records to permit GAAP-based reporting, which it failed to do.

The Commonwealth requires agencies to submit a closing package that, among
other things, facilitates conversion from the cash basis to the accrual basis of
accounting. The scope of our audit was to include the closing package prepared
by the Special Fund; however, the Special Fund did not provide the auditing firm
with the required closing package forms.

The staff of the Special Fund did not maintain sufficient records to recognize
accounts receivable, allowance for doubtful accounts, accounts payable,
depreciation expense and the claims reserve. At any given reporting date the fund
is able to provide its cumulative cash position however, it is unable to determine
its accrual basis equity position on its own which, in our opinion, is one of the
most vital indicators of fund stability.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-LAB1-24: The Labor Cabinet’s Division Of Administration Should
Apply The Accrual Basis Of Accounting To The Special Fund (Continued)

Auditor’s Reply (Continued)

The objective of an audit is to express an opinion on financial statements that are
the responsibility of the entity’s management. It is our impression that the
management, in this instance, assumed that responsibility for the financial
statements rested with the audit firm.

American Ingtitute of Certified Public Accountants (AICPA) Professiona
Standards, Code of Professional Conduct, Rule 101 states that a member in public
practice shall be independent in the performance of professional services as
required by standards promulgated by bodies designated by Council. Proposed
U.S. General Accounting Office (GAO) standards, discussed below, state that in
all matters relating to the audit work, the audit organization and the individual
auditors, whether government or public, should be free both in fact and
appearance from personal, and external, and organizational impairments to
independence and should maintain an independent attitude and appearance.

In May 2001, the GAO issued an exposure draft (ED), Independence, which
would amend Government Auditing Standards. The ED would revise the second
genera standard in Government Auditing Standards to expand the definition of
persona impairments, highlight the distinction between external and internal
reporting, and acknowledge the ways that organizations can avoid organizational
Impai rments to independence.

The revisions proposed in the ED clarify various issues relating to the
organizational independence of government auditors. The ED impacts a broad
range of government auditors at the federa, state, and local levels. In addition to
possibly impacting independent auditors who rely on audit reports issued by such
auditors, the ED aso could have a significant impact on CPA firms. The ED
addresses many of the issues included in recent Securities and Exchange
Commission (SEC) requirements for the independence of auditors who report on
financia statements filed with the SEC. Providing bookkeeping or other similar
services is listed as a nonaudit service that would create a personal impairment.
Accordingly, maintaining depreciation schedules, converting an entity’s records
from cash basis to accrua basis, or acting as a servicing bureau for payroll all
could be prohibited services for CPA firms auditing the entity’s financia
statements.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-LAB1-24: The Labor Cabinet’s Division Of Administration Should
Apply The Accrual Basis Of Accounting To The Special Fund (Continued)

Auditor’s Reply (Continued)

The Special Fund does not maintain sufficient additional records to permit
GAAP-based reporting and therefore, fails to comply with the National Council
on Governmental Accounting Statement 1.
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FINDING 01-LAB2-25: The Labor Cabinet’s Division Of Administration Should
Bill Assessment ReceivablesIn A Timely Manner For The Special Fund

State Agency: Labor Cabinet, Specia Fund

Sound internal control procedures require that receivables be billed in a timely manner
and on aregular basis.

The Specia Fund billed carriers for reimbursement of pre-1982 awards only twice during
the fiscal year. Furthermore, only one (1) additional billing had been mailed as of
December 12, 2001 and there was a significant delay in mailing those bills.

Management stated that this was due to the implementation of a new system to account
for assessments receivable. Use of the old system was discontinued before the new
system was operating effectively.

Failure to bill carriersin atimely manner and on aregular basis results in the loss of the
ability to properly monitor and track receivables.

Recommendation

We recommend that the Special Fund bill carriers on a quarterly basis.

M anagement’s Response and Corr ective Action Plan

The Special Fund recognizes that quarterly billings to obtain reimbursement for
the employer’s share of pre-1982 occupational disease awards are required
pursuant to the applicable version of KRS 342.316 (13) (a). However, as noted by
the auditor, deficiencies in the Special Fund’'s data management system have
presented a major obstacle to meeting this obligation.

In an effort to solve this and other payment related problems, the Labor Cabinet
contracted with GOT in February of 2000 to develop and implement a new claim
payment and management system (CPMS), including a new billing system for pre-
1982 occupational disease awards. The new system was designed to produce
timely (quarterly) and accurate billings and was originally set for implementation
in March 2001. However, due to the scope and complexity of the project, delays
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FINDING 01-LAB2-25: The Labor Cabinet’s Division Of Administration Should
Bill Assessment Receivablesin A Timely Manner For The Special Fund (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

were encountered and the new payment system did not become operational until
June 2001. Moreover, in spite of substantial efforts by Special Fund and GOT
staff, the new system was not capable of producing billings until August 2001.

However, since August 2001, the billing system has been further refined and steps
are being taken to implement quarterly billings as recommended.
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FINDING 01-LAB3-26: The Labor Cabinet’s Division of Administration Should
Improve The Assessments Receivable System Reports For The Special Fund

State Agency: Labor Cabinet, Special Fund

Sound internal control policies require access to adequate accounting data. This includes
assessments receivabl e reports as well as aging reports of receivables.

Management informed us that the system used to track assessments receivable cannot
produce an aging of outstanding assessments receivable. Also, during the audit,
employees were unable to generate an assessments receivable report as of a specific date.
Thisreport was later produced by programmers hired by the Special Fund.

Without an aging of assessments receivable, it is difficult if not impossible for the Special
Fund to monitor past due accounts and pursue serious delinquencies when they occur.
Due to the timing of the last billing prior to June 30, 2001, it was noted that receivables
were at least 120 days past due at year-end. We aso noted that there was moderate
collection activity throughout the year compared to the outstanding balances. The Special
Fund was unable to determine if any listed receivables were beyond any applicable legal
collection limitations.

Recommendation

We recommend that the Specia Fund have the system programmed to generate
assessments receivable reports as well as aging reports of receivables. In addition,
we recommend that the appropriate employees be trained to produce these reports
without the aid of a programmer and that they actively investigate receivables
excessively past due. If permitted, the Special Fund should assess interest and/or
penalties against |ate payments.

Additionally, the Special Fund indicated that the new system would not permit the
Fund to track receipts on a per clam basis. Therefore, if a specific clam is in
dispute, there appears to be no smple way for the Special Fund to determine if
payment on that particular claim is being withheld.

M anagement’s Response and Corrective Action Plan

As stated in finding 2, management has been aware of deficiencies with the
Soecial Fund' s billing system for pre-1982 occupational disease awards for some
time and has taken major steps to rectify the problems. Prior to contracting with
GOT for the new claim payment and management system (CPMS), Special Fund
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FINDING 01-LAB3-26: The Labor Cabinet’s Division of Administration Should
Improve The Assessments Recelvable System Reports For The Special Fund
(Continued)

M anagement’s Response and Corrective Action Plan (Continued)

staff performed a review of accounts receivable to identify inactive accountsin an
effort to eliminate unnecessary billings and facilitate collection of overdue
amounts. The review process resulted in the collection of a number of overdue
accounts, and allowed management to document legal reasons to discontinue a
large number of improper billings, including all billings to the Coal Miners
Pneumoconiosis Fund, the Uninsured Employers Fund, and a specific coal
company. Deletion of these accounts eliminated unnecessary quarterly billings for
hundreds of claims and reduced the accounts receivable list by over 6.5 million
dollars. Other inactive accounts were identified in the process, but definitive
action had not been taken as of the FY 01 audit. Management recognizes the need
to complete the review of inactive accounts to facilitate collection of past due
amounts or deletion of amounts which are not collectible, and steps will be taken
to complete this process in the near future.

With regard to the specific recommendations of the auditor, management will
engage GOT to develop and implement a program to allow Special Fund staff to
produce a receivables report and aging reports of receivables, and permit staff to
track receipts on a per claim basis. Furthermore, staff will be assigned
responsibility for the active investigation and pursuit of overdue accounts, with
interest and penalties, if permitted.
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FINDING 01-CPE3-27: The Council On Postsecondary Education Should
Investigate Alternatives To Address The Apparent Inconsistency Between The
Current Council Guidelines And The Current Provisions Of KRS 164.7919(1)(C)

State Agency: Council On Postsecondary Education (CPE)

Per review of Endowment Match Program supporting documentation, endowments
matched from the Regional University Excellence Trust Fund were not limited to the
university-selected area of concentration. KRS 164.7919(1)(c) states that the purpose of
the Regional University Excellence Trust Fund is to “encourage regional universities to
develop at least one nationally recognized program of distinction or one nationaly
recognized applied research program . . ..” However, the guidelines do not require
matching in any specific area, but permit endowment matching regardiess of the
discipline.

CPE’ s disbursal of funds was not in compliance with KRS 164.7919.

We understand that at the time KRS 164.7919 was codified into law funding for
programs of distinction and nationally recognized applied research programs was
appropriated through CPE's Regional University Excellence Trust Fund. We aso
understand that beginning with the 1999-2000 biennium it is CPE’ s understanding that all
funding for programs of distinction and nationally recognized applied research programs
is now appropriated directly to the institutions. Accordingly, CPE’s guidelines do not
require matching in the university-selected areas of concentration and, therefore, the
guidelines do not appear to be in accordance with the current provisions of KRS
164.7919 (1)(c).

Recommendation

We recommend CPE investigate alternatives to address the apparent
inconsistency between the current CPE guidelines and the current provisions of
KRS 164.7919(1)(c). Alternatives to consider include (1) pursuing legidative
update to KRS 164.7919(1)(c); (2) request that future appropriation bills specify
the purpose of the current funding appropriated through the Regiona University
Excellence Trust Fund; or (3) revise CPE guidelines to comply with the
provisions of KRS 174.7919 (1)(c).
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FINDING 01-CPE3-27: The Council On Postsecondary Education Should
Investigate Alternatives To Address The Apparent Inconsistency Between The
Current Council Guidelines And The Current Provisions of KRS 164.7919(1)(C)
(Continued)

M anagement’s Response and Corrective Action Plan

The Council staff agrees to discuss the need for updates to KRS 164.7919 and to
request that Appropriations Bill language clearly specify the purpose of approved
funding.
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FINDING 01-CPE4-28: The Council On Postsecondary Education Should Revise
The Guidelines Applicable To The Regional University Excellence Trust Fund To
More Clearly Define The Amount Of Matching That Will Be Permitted In The
Areas Of Arts And Humanities

State Agency: Council on Postsecondary Education

Per review of Endowment Match Program supporting documentation, endowments
matched from the Regional University Excellence Trust Fund were not limited in the
areas of arts and humanities. CPE approved guidelines to recognize that arts and
humanities do add quality of life and permit a limited amount of matching in these areas.
However, the term “limited” is not defined and in practice CPE did not limit the amount
of endowment matching fundsin these areas.

CPE’ s disbursal of funds was not in accordance with CPE approved guidelines.

The Regional University Excellence Trust Fund guidelines do not clearly define the
amount of matching that will be permitted in the areas of arts and humanities resulting in
the practice that CPE did not limit the amount of endowment matching funds in these
areas.

Recommendation

The guidelines applicable to the Regional University Excellence Trust Fund
should be revised to more clearly define the amount of matching that will be
permitted in the areas of arts and humanities.

M anagement’s Response and Corrective Action Plan

The Council staff believes that the Council, in considering individual institutional
requests for endowment match funds, considered what limited means in regard to
arts and humanities. A written definition is not, in our opinion, necessary or
advantageous.
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FINDING 01-CPE5-29: The Council On Postsecondary Education Should
Implement Additional Procedures To Ensure That The Required Information Is
Requested If Not Received In A Timely Manner

State Agency: Council on Postsecondary Education

The Memorandum of Understanding between CPE and the Kentucky Department of
Education (KDE) requires an annual accounting of administrative funds disbursed under
the Kentucky Educational Excellence Scholarship (KEES) program to the KDE with a
return of any unused funds to CPE. The annual accounting and the applicable unused
funds, if any, have not been received as required under the signed Memorandum of
Understanding.

CPE was not able to verify that the funds are being expended as intended or to determine
if any funds should have been returned.

The procedures in place did not include follow up procedures to request such information
not received in atimely manner.

Recommendation

CPE should implement additional procedures, including the implementation of a
tickler system, to ensure that the required information is requested if not received
in atimely manner.

M anagement’s Response and Corrective Action Plan

The Council staff agrees with the finding. The Kentucky Department of Education
has been notified and is in the process of preparing the required report. A tickler
system has been developed and the KHEAA and the KDE will be notified on a
timely basis when future reports are due.
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FINDING 01-CPE6-30: The Council On Postsecondary Education Should Ensure
Annual Reports For The Postsecondary Equine Trust And Revolving Fund Are
Received In A Timely Manner

State Agency: Council on Postsecondary Education

The annua reports certifying expenditure and use of funds disbursed under the
Postsecondary Education Equine Trust and Revolving Fund had not been received from
the applicable institutions as required under the program guidelines.

CPE was not able to verify that the funds are being expended as intended.

The procedures in place did not ensure the receipt of such information in a timely
manner.

Recommendation

CPE should implement additional procedures to ensure that the required
information is received in atimely manner. Follow up procedures should also be
established to request information not received in atimely manner.

M anagement’s Response and Corrective Action Plan

The Council staff agrees with the finding. The recipients of equine trust funds
have been notified that the reports are past due. A tickler system has been
developed and future recipients will be notified when reports are due.
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FINDING 01-CPE7-31: The Council On Postsecondary Education Should Ensure
Annual Reports For The Professional Education Preparation Program,
Metroversity Consortium, And Telecommunication Consortium Are Received In A
Timely Manner

State Agency: Council on Postsecondary Education

The annual reports certifying expenditure and use of funds disbursed under various pass-
through programs were not received as required under the signed memoranda of
understanding. The reports from two (2) of the three (3) recipients under the Professional
Education Preparation Program were not received. Additionally, the reports from the
recipients under both the Metroversity Consortium and the Telecommunication
Consortium were not received.

CPE was not able to verify that the funds are being expended as intended.

The procedures in place did not ensure the receipt of such information in a timely
manner.

Recommendation

CPE should implement additional follow up procedures, including the
implementation of a tickler system, to ensure that the required information is
requested if not received in atimely manner.

M anagement’s Response and Corrective Action Plan

The Council staff agrees with the finding. A tickler system has been developed to
ensure timely receipt of the required reports. Each pass-through program will be
assigned to a program staff person to ensure that expenditures are properly
authorized and the program reports are filed.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-REV?2-32: The Revenue Cabinet Should Substantially Improve All
System Related Controls Surrounding The Modernized Front End System

State Agency: Kentucky Revenue Cabinet

We reviewed the data entry controls concerning tax forms processed within the Revenue
Cabinet through the Modernized Front End (MFE) system for fiscal year ending June 30,
2001. We noted MFE system deficiencies including system design inefficiencies and
inadequacies; inaccessible software support, source code, and application monitoring;
and lack of system administration controls and adequate documentation. These
deficiencies have been affirmed by Revenue and a restructure of the MFE system is
currently underway.

General issues of concern include;

* The logical security in place within the MFE system is not sufficient to ensure the
protection of the data and programs within the system. All users who have access to
the MFE process have been placed within a group that provides them full access to
the application and related files contained within the MFE data server. This access
level could lead to intentional or unintentional corruption or deletion of files and
application programs.

* Accounting audit trails are not sufficient to trace or verify transactions or data
changes.

» Data preparation controls are not sufficient to ensure all documents are properly
entered and posted. Currently, Revenue performs reconciliation procedures upon
completion of document processing to ensure the accuracy and completeness of the
transactions

Revenue has assumed complete responsibility for the MFE system and has continued to
modify program codes in an attempt to stabilize the system. Maintaining the day-to-day
processing fixes to the system has not allowed necessary resources to focus on internal
controls of the system or the restructuring process.

To ensure the completeness and accuracy of the data that is processed through the MFE
system, severa controls must be in place. First, a strong control over logical security is
necessary to ensure unauthorized modifications are not made to files or programs.
Second, audit trails should be maintained and kept current. These files can be used for
trouble shooting as well as reporting. Finaly, adequate data entry and processing
controls are necessary to ensure only authorized data is being input into the system and
the data entered is compl ete and accurate.
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SECTION 2—-FINANCIAL STATEMENT FINDINGS

FINDING 01-REV?2-32: The Revenue Cabinet Should Substantially Improve All
System Related Controls Surrounding The Modernized Front End System
(Continued)

Recommendation

We recommend Revenue strengthen the controls around the MFE system.
Specifically, we suggest these controls include:

* A restructuring of the current logical security for the system to remove the
excessive access provided to the MFE users and to restrict access privileges
based on job function.

* An enhancement of the accounting audit trails to alow the tracing or
verification of transactions and data changes through the process.

* Anexpansion of procedures surrounding the data preparation of documents to
ensure al documents received are properly entered, batched totals are
accurate, and all transactions are processed through the MFE system.

Further, Revenue should be diligent in its restructuring plans to ensure known
deficiencies within the system are addressed in a responsible and timely manner.

M anagement’s Response and Corrective Action Plan

The Kentucky Revenue Cabinet (KRC) agrees with the Auditor’s findings and is
currently in the process of re-structuring the Modernized Front End (MFE) to
address these issues. The estimated completion date for the MFE re-structuring
is July 2002.
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FINDING 01-CWDA4-33: The Divison Of Unemployment Insurance Did Not Have A
Reliable Trial Balance

State Agency: Cabinet for Workforce Development

The trial balance for Ul tax collections has not been reconciled for FY 01. The agency
was not able to provide the documentation to support the amounts recorded on the FAC
AFR-30 and AFR-32 forms of the closing package for accounts receivable because of
this.

Ul could not provide atrial balance, aging report, or list of balances by employer account
to perform any testing to determine whether the Tax Branch accounts receivable balances
were accurate. In addition, we could not rely on the controls of the Ul computer system
to provide accurate reports related to employer tax including atrial balance of delinquent
contributions.

Appropriate accounting procedures would ensure outputs of a computer system
accurately reflect inputs and that system reports be verified prior to inclusion in external
reports such as the FAC AFR-30 and AFR-32 closing package forms.

Recommendation

The agency should produce a reconciled trial balance so that amounts recorded in
the closing package are accurate. Corrections to computer systems and additional
system controls must be implemented to prevent the submission of information
from an unverified trial balance.

M anagement’s Response and Corr ective Action Plan

The agency agrees with the auditors' recommendation and the trial balances will
be up to date before next audit. The recommendation to request GOT to create a
report of accounts receivable balances by employer has been requested.
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FINDING 01-CWD5-34: The Division Of Unemployment Insurance Continues To
Materially Misrepresent Its Corrective Action Plan To Provide A Trial Balance For
Employer’s Tax Collections

State Agency: Cabinet for Workforce Development

This is the third consecutive year in which Ul has not implemented its corrective action
plan, therefore materially misrepresenting the stated corrective action. The trial balance
for Ul has not been reconciled since FY 99. Due to this weakness the accounts receivable
balance could have been materially misstated since FY 99. In addition, the internal
controls of the system do not provide accurate reports related to employer tax including a
trial balance or delinquent contributions.

Ul could not provide us a trial balance, aging report, or a list of balances by employer
account to verify accurate balances.

Management has not implemented its corrective action plan. Management has stated
since FY 99 they will eliminate the current trial balance process and provide complete,
timely and accurate report information. The agency employed a former Trust Fund
Coordinator to assist in the reconciliation of al outstanding trial balances in FY 00. The
new coordinator has made recommendations in FY 00 that were not followed up in FY
01. Management stated that implementing KEWES was one of the main criteria for the
trial balance not being reconciled as of FY 01. However, the process has not improved.

Recommendation

The agency should adhere to its corrective action plan submitted to the auditors.
Management should monitor the process and update as needed. The agency
should produce a reconciled trial balance so that the amounts recorded in the
closing package can be tested for reasonableness and accuracy. Corrections to
computer systems and additional system controls must be implemented to prevent
the submission of an unverified trial balance.

M anagement’s Response and Corrective Action Plan

The new Trial Balance process is now in place and efforts are being made to
work through and verify the trial balance for each processing period until data is
current. This has to be completed in order to run 2002 rates and federal
certification.

Beginning with the 1-2002 quarterly reports, there should be no problem
completing each trial balance in a timely manner.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

Reportable Conditions Relating to I nternal Control and/or Reportable
I nstances of Noncompliance:

FINDING 01-AGR1-35: The Department Of Agriculture Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements

State Agency: Department of Agriculture

Federal Program: CFDA 10.550 — Food Distribution
Federal Agency: U.S. Department of Agriculture
Pass-Through Agency: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs: None

The Department of Agriculture, acting as a pass-through entity, distributed a total of
$15,697,806 in food commodities to Kentucky schools and residential child-care
institutions through USDA’s Food Distribution program, during FY 01. We tested the
Department of Agriculture's system for monitoring subrecipient compliance with OMB
Circular A-133 provisions and identified nine (9) school systems that met the threshold
for having an audit during FY 01. We noted the Department of Agriculture does not have
a system in place for tracking its subrecipients who were required to have an audit or
following up on findings related to the Food Distribution program. By not tracking
subrecipient compliance with audit requirements, the Department of Agriculture is not in
compliance with Section .400 of OMB Circular A-133 which requires pass-through
entities to ensure that audits were performed and the subrecipient takes appropriate and
timely corrective action.

To participate in the Food Distribution program, schools and residential child-care
Institutions must also participate in the National School Lunch Program, as specified
under 7 CFR Part 250. The purpose of the Food Distribution program is to improve the
diets of school and preschool children and to increase the market for domesticaly
produced foods acquired under surplus removal or price support operations.

As subrecipients of federal awards, Kentucky school districts and entities that expend at
least $300,000 in cash or noncash federal assistance are required, in accordance with
OMB Circular A-133 and KRS 156.265, to have an audit performed annually by an
independent certified public accounting firm. The Department of Education’s Division of
Finance performs desk reviews of the audit reports to ensure corrective action is made for
any deficiencies or questioned costs that were noted.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-AGR1-35: The Department Of Agriculture Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements (Continued)

OMB Circular A-133, Subpart D - Federal Agencies and Pass-Through Entities, Section
400 states,

d) Passthrough entity responsibilities. A pass-through entity shall
perform the following for the Federal awards it makes:

* Ensure that subrecipients expending $300,000 or more in Federal
awards during the subrecipient's fiscal year have met audit
requirements.

* Issue a management decision on audit findings within six months
after receipt of the subrecipient's audit report and ensure that the
subrecipient takes appropriate and timely corrective action.

* Consider whether subrecipient audits necessitate adjustment of the
pass-through entity's own records.

* Require each subrecipient to permit the pass-through entity and
auditors to have access to the records and financia statements as
necessary for the pass-through entity to comply with this part.

Recommendation

The Department of Agriculture, acting as a pass-through entity, should work in
conjunction with the Department of Education to ensure audit findings related to
the Food Distribution program are communicated to appropriate program
personnel and that corrective action on al findings is made in accordance with
laws and regulations.

M anagement's Response and Corrective Action Plan

The Division of Food Distribution concurs with your findings regarding
Subrecipient Monitoring as outlined in OMB Circular A-133. We propose the
following actions be taken to be in compliance with this requirement.

At the end of the school fiscal year, the Division of Food Distribution, field staff
branch manager will run a Year End Dollar Report* listing each school system
receiving commodity food and the total dollar amount of assistance received in
the form of commodity foods. Using this report the field branch manager will
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-AGR1-35: The Department Of Agriculture Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements (Continued)

M anagement's Response and Corrective Action Plan (Continued)

identify any system receiving $300,000 dollars, or more, and record each system
on the Systems Requiring Audit Review report.

On or before March 1st, of the following school year the field branch manager
will contact the Department of Education, Divison of Finance, and request
written documentation stating the fiscal year desk audit they perform on each
audit has been completed for all schools.

To ensure compliance with Federal OMB Circular A-133, the field branch
manager will, no later than April 15th of each year, complete the review of audits
for each school system receiving $300,000 or more in commodity foods submitted
to the Department of Education, Division of Finance and posted on their web site,
http: //www.kde.state.ky.us/odss/finance/finaudit.asp. All findings will be reported
by school system on the Systems Requiring Audit Review report and
documentation regarding corrective action taken will be attached. Should an
audit not be available for review the field branch manager will instruct the
program coordinator responsible for that school system to visit that system and
bring a copy of the audit to the Frankfort office for review.

When all required audit reviews are completed the field branch manager will
send a memo confirming completion of the audit process to the director and a
copy of the memo, Year End Dollar Report, Systems Requiring Audit report, with
attachments will be placed in the central office file. The field branch manager
will forward a copy of all documentation to the Division of Fiscal and
Intergovernmental Management for their records and use.

The audits for Sy’ [State Fiscal Year] 01 will be reviewed and completed no later
than May 24, 2002. We will forward a copy of the report to your office and to the
Division of Fiscal and Intergovernmental Management.

* Year End Dollar Report- This report will be compiled manually for the Sy 2001
review. However, we have contacted the programmer of our custom computer
program to develop this report and it will be available for the Sy 2002 audit
reviews.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC2-36: The Cabinet For Families And Children Should Maintain
And Produce Records To Adequately Support Expenditures

State Agency: Cabinet for Families and Children

Federal Program: CFDA 93.558 — Temporary Assistance for Needy Families
Federal Agency: U.S. Department of Health and Human Services
Pass-Through Agency: Not Applicable

Compliance Area: Allowable Costs/Cost Principles and Eligibility

Amount of Questioned Costs. Not Applicable

We tested a sample of 42 payments, consisting of object codes E450, E462, and E464
expenditures, to participants in the Kentucky Transitional Assistance Program. CFC
failed to produce records to support expenditures and follow the PA-32 Procedural
Instructions that are part of the Community Based Services Forms Manual for some of
the sampled items. The instructions include detailed descriptions of how PA-32s should
be completed by caseworkers.

We noted the following weaknesses:

* Recipient fileswere missing for four (4) of 42 cases tested.
* PA-32 wasmissing from filein one (1) case.
* Incomplete PA-32sin seven (7) cases (forms contained blank lines).
* PA-32 supportive service payment not supported by receipt or invoice in one (1)
case.
* Incompleteinformation in recipient filein five (5) cases:
No income verification (pay stub) in one (1) case.
No verification of child's birth information (birth certificate, social security
card, immunization records) in three (3) cases.
PA-85 (Referral for Child Care) missing in one (1) case.

CFC has not taken adequate measures to correct this problem as similar problems were
noted in the FY 00 audit. However, there has been significant improvement and CFC
should be recognized for its efforts.

CFC cannot be assured that all payments for both recurring and non-recurring expenses
were valid. Also, if PA-32s are not completed according to instructions, the potential for
fraud and misuse of funds exists.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC2-36: The Cabinet For Families And Children Should Maintain
And Produce Records To Adequately Support Expenditures (Continued)

Federal regulations at 45 CFR 92.20 (a) (2), say “[f]iscal control and accounting
procedures of the State . . . must be sufficient to . . . permit the tracing of fundsto alevel
of expenditures adequate to establish that such funds have not been used in violation of
the restrictions and prohibitions of applicable statutes.”

Federal regulations at 45 CFR 92.42(b) (1), also say “ . . . records must be retained for
three years from the starting date specified in paragraph C.”

Good internal controls dictate that procedures be followed to ensure payments are made
only for approved and allowable goods and services.

Recommendation

We recommend CFC remind staff of the importance of maintaining participant
case files. Records should be produced and maintained to adequately support
expenditures. The PA-32 forms should be completed according to instructions in
all cases.

M anagement’s Response and Corrective Action Plan

Quality Central Staff are presently posting reminders on KAMES [Kentucky
Automated Management and Eligibility System] News quarterly on the
importance of correctly following procedures for Supportive Services and
payments made by Form PA-32. KAMES News is accessed by all Family Support
Saff.

We will advise staff, via an Each Local Office Memo to emphasize in training
sessions as well as in staff meetings the importance of the completion and
maintenance of the Form PA-32 and any verification needed. We will also
emphasi ze the importance of completing and maintaining the case files.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC3-37: The Cabinet For Families And Children Should Present
Accurate Notes To The Schedule of Expenditures Of Federal Awards

State Agency: Cabinet for Families and Children
Federal Program: All Federal Assistance Programs With Subrecipients
Federal Agency: U.S. Department of Agriculture,
U.S. Department of Energy,
U.S. Department of Health and Human Services, and
U.S. Department of Labor
Pass-Through Agency: Not Applicable
Compliance Area: Subrecipient Monitoring
Amount of Questioned Costs. None

During our testing of subrecipient monitoring, we noted the following problems with the
schedule of subrecipients:

* The schedule included both subrecipients and vendors. Vendors should not be
included in the schedule of subrecipients.

* Amounts provided to subrecipients were not correctly identified for each federa
program.

* Some expenditures were incorrectly coded in MARS. For example, CFC codes
expenditures to Area Development Districts (ADDs) in MARS as E415, which is
Program Administration Costs-1099 Reportable. However, the ADDs are
actually subrecipients and quasi-governmental entities that do not file tax returns.

Failure to distinguish between subrecipients and vendors increases the chances that key
audit requirements could be missed. It is our understanding that CFC requires all
contractors to have an audit. This requirement ensures that true subrecipients obtain the
required OMB Circular A-133 audit, as well as ensure that applicable vendors are
properly monitored.

In addition, failure to distinguish between subrecipients and vendors may overstate the
amounts reported as being sent to subrecipients in the notes to the Schedule of
Expenditures of Federal Awards.

OMB Circular A-133 Subpart C .300(d) states the auditee should “[p]repare appropriate
financia statements, including the schedule of expenditures of Federal awards in
accordance with section .310.” Section .310 (b) (5) states that the Schedule of
Expenditures of Federal Awards should contain, at a minimum “[t]o the extent practical,
pass-through entities should identify in the schedule the total amount provided to
subrecipients from each Federal program.”
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC3-37: The Cabinet For Families And Children Should Present
Accurate Notes To The Schedule of Expenditures Of Federal Awards (Continued)

OMB Circular A-133 Subpart D .400(d) states that a pass-through entity should perform
the following for the federal awards it makes:

(2) [A]dvise subrecipients of requirements imposed on them by Federal
laws, regulations, and the provisions of contracts or grant agreements
as well as any supplemental requirements imposed by the pass-through
entity.

(3) Monitor the activities of subrecipients as necessary to ensure that
Federal awards are used for authorized purposes in compliance with
laws, regulations, and the provisions of contracts or grant agreements
and that performance goals are achieved.

(4) Ensure that subrecipients expending $300,000 or more in Federa
awards during the subrecipient’s fiscal year have met the audit
requirements of this part for that fiscal year.

These requirements are also stated in the APA SEFA instructions given to CFC every
year.

Recommendation

We recommend CFC obtain a clear understanding of the difference between a
subrecipient and a vendor and the importance of such a distinction. This would
lead to an accurate presentation of the notes to the Schedule of Expenditures of
Federal Awards,

We aso recommend CFC review all expenditure coding in MARS to ensure that
expenditures are coded correctly.

M anagement’s Response and Corrective Action Plan

The cabinet realizes the importance of complying with the Sub-Recipient
monitoring requirement of OMB Circular A-133. There will be a joint effort
within the Office of Program Support to ensure that the proper steps are taken to
ensure compliance regarding the subrecipient\vendor issue and the expenditure
coding finding.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC4-38: The Cabinet For Families And Children Should Develop A
Policies and Procedures Manual To Ensure Subrecipient Monitoring Is Properly
Performed

State Agency: Cabinet for Families and Children

Federal Program: CFDA 17.253 — Welfare-to-Work Grants to States and L ocalities,
CFEDA 93.558 — Temporary Assistance for Needy Families,
CFDA 93.563 — Child Support Enforcement,
CFDA 93.568 — L ow-Income Home Energy Assistance,
CFDA 93.575 — Child Care and Development Block Grant, and
CEDA 93.596 — Child Care Mandatory and M atching Funds of the

Child Care and Development Fund

Federal Agency: U. S. Department of Labor and
U.S. Department of Health and Human Services

Pass-Through Agency: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs. None

CFC contracts with local not-for-profit organizations, community action agencies, and
county attorneys to provide Welfare-to-Work (WtW), Temporary Assistance for Needy
Families (TANF), Child Support Enforcement (CSE), Low-income Home Energy
Assistance Program (LIHEAP), and Child Care and Development Fund (CCDF) services
to needy families. As subrecipients of federal awards, organizations that expend in
excess of $300,000 are required to have a single or program-specific audit in accordance
with OMB Circular A-133.

Audits of subrecipients must be submitted to CFC for review within nine (9) months after
the end of the fiscal year being audited. We requested monitoring reports, subrecipient
contracts, and audit reports to test CFC's compliance with OMB Circular A-133
provisions. We noted three subrecipients failed to submit an audit report to CFC for FY
00. The Cabinet for Health Services, Office of the Inspector General (CHS/OIG), who
has a contract with CFC to perform desk reviews, among other duties, has not received or
timely performed 11 desk reviews for FY 00 audits for CFC subrecipients. During the
contract monitoring testing, one subrecipient was missed in the monitoring process for
both FY 00 and FY 01.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC4-38: The Cabinet For Families And Children Should Develop A
Policies and Procedures Manual To Ensure Subrecipient Monitoring Is Properly
Performed (Continued)

CFC has not taken the appropriate steps to correct similar problems that were noted
during FY 98, FY 99, and FY 00. Deficiencies noted during our review follow:

CFDA OMB Circular A-133 Audit Deficiencies
93.558 TANF No desk review was obtained for three (3) audits.
93.563 CSE No desk review was obtained for three (3) audits.

93.568 LIHEAP Required audit report changes were not made for one (1) audit.
No desk review was obtained for six (6) audits, two (2) of which
were vendors for TANF and LIHEAP (shown above).

One (1) audit report was not obtained.

93.575 CCDF Two (2) audit reports were not obtai ned.
93596 CCMMF The financial audit was confused with the OMB Circular A-133
audit.

Audit reports and correspondence received at CFC were not
being sent to CHSOIG timely.

CFDA Contract Monitoring Deficiency

17.253 WtW No contract monitoring performed for two (2) years on one (1)
contract.
Expenditures: FY 00 $1,644,505

FY 01 $2,762,165

CFC cannot be assured that subrecipients are expending federal awards for the intended
purpose and complying with the requirements of OMB Circular A-133 without having
proper monitoring procedures in place.

OMB Circular A-133, Subpart B states: “[n]on-Federal entities that expend $300,000 or
more in ayear in Federal awards shall have a single or program-specific audit conducted
for that year in accordance with the provisions of this part.”

CFC has the following responsibilities under OMB Circular A-133, Subpart D:
1) Advise subrecipients of requirements imposed on them by Federal laws, regulations,

and provisions of contracts or grant agreements as well as any supplementa
requirements imposed by the pass-through entity.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC4-38: The Cabinet For Families And Children Should Develop A
Policies and Procedures Manual To Ensure Subrecipient Monitoring Is Properly
Performed (Continued)

2) Ensure required audits are performed and require subrecipients to take prompt
corrective action on any audit findings; and,

3) Evauate the impact of subrecipient activities on the pass-through entity’s ability to
comply with applicable federal regulations.

The Commonwealth of Kentucky Master Agreement, which is the contract between CFC
and CHS/OIG states that OIG will: 1) perform reviews and audits to ensure financial
compliance with state and federal laws and regulations and evaluate external audits
performed for the Cabinet, and perform other related services, 2) complete desk reviews
of A-133 audits within six (6) months of receipt and 3) meet the standard 100% of the
time.

OMB Circular A-133 8§ .225 dtates;

[n]o audit costs may be charged to Federal awards when audits required by
this part have not been made or have been made but not in accordance
with this part. In cases of continued inability or unwillingness to have an
audit conducted in accordance with this part, Federal agencies and pass-
through entities shall take appropriate action using sanctions such as:

@ Withholding a percentage of Federal awards until the audit is
completed satisfactorily;

(b) Withholding or disallowing overhead costs;

(c) Suspending Federal awards until the audit is conducted; or

(d) Terminating the Federal award.

Recommendation

A policies and procedures manual would make the subrecipient monitoring
process more effective and easier to follow. It would also ensure compliance with
OMB Circular A-133 subrecipient monitoring compliance requirements. In
particular, OMB Circular A-133 requires the pass-through entity (CFC) to receive
audit reports from subrecipients required to have an audit in accordance with
OMB Circular A-133 and issue “timely” management decisions on audit and
monitoring findings, and requires subrecipients to take “timely” corrective action
on deficiencies identified in audits and subrecipient monitoring. OMB Circular
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC4-38: The Cabinet For Families And Children Should Develop A
Policies and Procedures Manual To Ensure Subrecipient Monitoring Is Properly
Performed (Continued)

Recommendation (Continued)

A-133 does not define “timely;” however, a CFC subrecipient monitoring policies
and procedures manual could define that to ensure compliance and consistency.

The written policies and procedures should contain the following at a minimum:

1) Communication of federal award requirements to the subrecipients.

2) The responsibilities for monitoring and tracking subrecipients in a timely
manner, with a definition of what “timely” means. An example would be to
have deadlines for the response on each correspondence sent to the
subrecipient and/or independent auditor, and after a maximum number of sent
correspondences (such as three (3)), the file would be forwarded to Generd
Counsel for pursuit of non-compliant items.

3) Specific monitoring processes. An example would be to better use the CFC
Audit Log for OIG, perhaps through weekly updates.

4) Methodology for resolving the findings of subrecipient non-compliance or
weaknesses in internal control and atimeline for corrective action.

5) Requirements for processing subrecipient audits, including appropriate
adjustment of pass-through entity’s accounts, such as through the sanctions
mentioned above.

6) Require CHS/OIG to be compliant with the six (6) months turnover of desk
reviews as required by the CFC contact.

7) Impose sanctions, disallow overhead costs, disallow expenditures, suspend
federal awards, or terminate the federal award for subrecipients who fail to
meet the audit requirements as set forth by OMB Circular A-133.

8) Deny al requests for extensions made by the subrecipient who is failing to
meet said requirement.

9) Establish atime limit on extensions for submitting an audit.

M anagement’s Response and Corrective Action Plan

The Contracts Management Branch will create a policy and procedures manual to
assist in the monitoring of subrecipients. Letters have been submitted to the
agencies that failed to provide the Cabinet with a timely audit. Follow up is also
being completed when necessary. We currently have in place a staff person that
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC4-38: The Cabinet For Families And Children Should Develop A
Policies and Procedures Manual To Ensure Subrecipient Monitoring Is Properly
Performed (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

part of their responsibility is to make sure that audits are received timely and
provided to the OIG’ s office.

The Contracts Accountability Branch will ensure all contracts which contain
$300,000 or more in Federal Funds are listed for review. They will sort the
contract list by allocation amounts and select those contracts of $300,000 or
more in Federal dollarsfor review prior to making other selections.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC5-39: The Cabinet For Families And Children Should Comply
with OMB Circular A-133 Compliance Supplement Appendix VII SAS 70
Examination Requirements

State Agency: Cabinet for Families and Children

Federal Program: CFDA 10.551-Food Stamps
CEDA 10.561-State Administrative Matching Grants for Food Stamp
Program

Federal Agency: U.S. Department of Agriculture

Pass-Through Agency: Not Applicable

Compliance Area: None (Compliance Supplement Appendix VIl - SAS 70 Examinations

of EBT Service Organizations)
Amount of Questioned Costs. Not Applicable

Under the Food Stamps program, states must obtain an examination by an independent
auditor of the state EBT service provider (service organization), which for Kentucky is
the eFunds Corporation (eFunds). During a review of the Statement on Auditing
Standards (SAS) 70 examination for eFunds, we noted the following:

1. The SAS 70 examination did not cover the entire period since the previous
examination period. The SAS 70 audit covered 12/1/00 through 5/31/01. The
previous examination covered 12/1/99 through 5/31/00. This leaves a six-month
gap between examinations.

2. The examination did not contain alist of all states whose systems operate under
the same control environment.

When the service provider is not required to have a SAS 70 examination covering the
entire period since the previous examination period, possible control weaknesses could
develop in theinternal control system and not be detected in atimely manner.

Appendix VI of the OMB Circular A-133 Compliance Supplement states:

[s]tates must obtain an examination by an independent auditor of the State
electronic benefits transfer (EBT) service providers (service organizations)
regarding the issuance, redemption, and settlement of benefits under the
Food Stamps program (CFDA 10.551) in accordance with the American
Institute of Certified Public Accountants (AICPA) Statement on Auditing
Standards (SAS) No. 70, Service Organizations. Also, States are required
to ensure that the service organization has these examinations performed
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC5-39: The Cabinet For Families And Children Should Comply
with  OMB Circular A-133 Compliance Supplement Appendix VII SAS 70
Examination Requirements (Continued)

at least annually, that the examinations cover the entire period since the
previous examination period, and that the examination reports are
submitted to the State within 90 days after the end of the examination
period. The examination report must include a list of al States whose
systems operate under the same control environment.

Recommendation

We recommend CFC comply with OMB Circular A-133 Compliance Supplement
Appendix VI regarding SAS 70 Examinations of EBT Service Organizations by
requiring the service provider to have an annual SAS 70 examination that covers
the entire period since the previous examination period. The report should also
include a list of al states whose systems operate under the same control
environment.

M anagement’s Response and Corr ective Action Plan

We wer e aware the SAS 70 audit from eFunds did not cover a continuous twelve-
month period. We have been working with eFunds to correct this situation. We
have been notified by eFunds that they have entered into an agreement with
Deloitte & Touche to provide SAS 70 audits for successive twelve-month periods.
They are currently working on an audit that will cover the period June 1, 2001
through May 31, 2002. They are unable to audit the periods that were not
audited in the past. We continue to work with eFunds to insure the next audit will
include the states the audit covers. In the event we are unable to have the states
covered by the audit included in the audit, we will require an addendum to the
audit identifying the states covered by the audit.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC6-40: The Division Of Child Care Should Have Formalized
Logical Security Procedures To Follow For The Kentucky Child Care M anagement
System

State Agency: Cabinet for Families and Children

Federal Program: CFDA 93.575 — Child Care and Development Block Grant
CFEDA 93.596 — Child Care Mandatory and Matching Funds of the
Child Care and Development Fund

Federal Agency: U.S. Department of Health and Human Services

Pass-Through Agency: Not Applicable

Compliance Area: Not Applicable (Internal Controls)

Amount of Questioned Costs. None

As noted in the previous three (3) audits, the CFC, Division of Child Care did not provide
adequate security for the Kentucky Child Care Management System (KCCMS). The
CFC Office of Technology Services (OTS) administers KCCMS security. OTS followed
certain security authorization procedures to establish, modify or revoke system access to
KCCMS. Those procedures included efforts to ensure all system users completed a
System Access Request (SAR) form to update and re-organize the security files.
However, the logical security procedures were not formalized into a comprehensive
security policy for CFC.

We obtained a listing of KCCMS system users from the security administrator. This
listing included 209 system IDs broken out by the various service agencies. Our review
noted 33 SAR forms that did not have the proper approval required to grant the access
provided. This represented 15% of the population tested.

Additionally, during the prior audit we noted the system would not force users to change
their password for KCCMS. During FY 01, users were required to change their password
and then continue to change it every 30 days. The security administrator issued access
procedures, which included password guidelines via email to KCCMS users. Again,
these security procedures were not formalized into a comprehensive security policy for
CFC.

Consistent application of formalized security policies provides continuity for policy
implementation and sets the tone of management concern for strong system security.
Formal policies provide a security framework used to educate management and users of
their security responsibilities. Further, the propriety of system access levels granted
cannot be ensured without properly documented and approved access requests. Levels of
system access granted to users should be restricted to areas necessary for the employee to
perform assigned job duties.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC6-40: The Division Of Child Care Should Have Formalized
Logical Security Procedures To Follow For The Kentucky Child Care M anagement
System (Continued)

Recommendation

We recommend the Division of Child Care, in conjunction with OTS, take the
following steps to improve the logical access security function:

* Comprehensive computer security polices should be formally documented,
approved, and implemented across all service agencies.

* The Security Administrator should make certain that al request forms are
completed and properly approved to ensure proper access levels are granted to
users. In addition, alisting of all accesses should be reviewed periodically to
ensure employee data and access rights are current.

M anagement’s Response and Corrective Action Plan

A security team was formed in January to comply with the recommendations of
these findings. The team is made up of security administrators from OTS. Weekly
meetings were held to develop security procedures. These procedures were
developed for KCCMS KAMES KASES and TWIST. These procedures are
incorporated in a new manual, " CFC System Security Access Procedures’. These
procedures also include RACF security requirements. The manual has been
provided to the Child Care Director to be used to incorporate them in child care
policy also.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CFC7-41: The Cabinet For Families And Children Should Ensure
Every Effort IsMade To Establish And Enforce Medical Support Obligations

State Agency: Cabinet for Families and Children

Federal Program: CFDA 93.563 — Child Support Enforcement
Federal Agency: U.S. Department of Health and Human Services
Pass-Through Agency: Not Applicable

Compliance Area: Eligibility and Special Tests and Provisions
Amount of Questioned Costs. None

We reviewed 25 child support cases using the Kentucky Automated Support and
Enforcement System (KASES). We found five (5) of the cases were incomplete;
specifically, the following deficiencies were noted:

Cases A and B did not provide any documentation of follow up to show that the
caseworker attempted to establish support or enforce support. There was aso no
follow up or documentation to indicate if medical support information was obtained.

Cases C, D, and E did not provide any documentation that would indicate that
medical support information was established, gathered, or followed up on.

CFC's Division of Child Support has not taken appropriate steps to correct similar
problems that were noted during the FY 00 audit.

The Division of Child Support is unable to fulfill its objectives when a caseworker fails
to properly process and follow up on child support cases. The division’s objectives are to
enforce support obligations owed by noncustodia parents, locate absent parents, and
obtain child and spousal support. When a caseworker does not process and properly
follow up on a case, they are not meeting the above objectives; therefore, the case
workers are not providing the proper service to ensure that the child’s needs are
addressed.

CFR Title 45 Part 303.31 (b) states,

[the IV-D agency must:] (1) Unless the custodia parent and child(ren)
have satisfactory health insurance other than Medicaid, petition the court
or administrative authority to include health insurance that is available to
the noncustodial parent at reasonable cost in new or modified court or
administrative orders for support . . ..
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FINDING 01-CFC7-41: The Cabinet For Families And Children Should Ensure
Every Effort Is Made To Establish And Enforce Medical Support Obligations
(Continued)

(5) Provide the custodial parent with information pertaining to the health
policy which has been secured for the dependent child (ren) pursuant
to an order obtained in this section.

(6) Inform the Medicaid agency when a new or modified court or
administrative order for child support includes medical support and
provide the information . . . to the Medicaid agency when the
information is available.

(7) If health insurance is available to the noncustodial parent at reasonable
cost and has not been obtained at the time the order is entered, take
steps to enforce the health insurance coverage required by the support
order and provide the Medicaid agency with the information . . ..

Recommendation

We recommend the Division of Child Support provide more training to
caseworkers to ensure that all efforts are made in locating noncustodial parents,
establishing support, and enforcing support in accordance with 45 CFR. The
agency needs to ensure that all follow up and processing of the cases are
adequatel y documented and that all aspects of the cases are addressed.

All regulations and procedures should be followed to ensure compliance.
Casaworkers need to make sure that custodial parents have satisfactory health
insurance other than Medicaid and petition the court or administrative authority
for custodial parents who do not have satisfactory health insurance. The
caseworker also needs to verify that absent parents obtain health insurance
coverage and document any reason for not obtaining coverage. They should also
inform both the custodial parent and Medicaid when the absent parent has health
insurance or CFC obtains health insurance.

M anagement’s Response and Corr ective Action Plan

Case A - An email was sent to the responsible worker and a response has not been
received to date. A call was made to the Contact Person in the Contracting
Official's office however the phone was on voice mail. The supervisor left a
message with the information needed for the contact person and asked the worker
to contact the supervisor as soon as possible. |If thisis completed before [ close of
business|] COB today, the supervisor will update this case.
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FINDING 01-CFC7-41: The Cabinet For Families And Children Should Ensure
Every Effort Is Made To Establish And Enforce Medical Support Obligations
(Continued)

M anagement’s Response and Corrective Action Plan (Continued)

Case B - Case was reviewed and discovered this was an inappropriate referral to
child support as Family Support considersthis an "Intact Family."

Case C - Medical Insurance was not available for the mother as she is
incarcerated. Case will be reviewed and enforced for medical as soon as she is
available.

Case D - An email was sent to the responsible worker and a response has not
been received to date. A call was made to the Contact Person in the Contracting
Official's office however the courthouse is closed on Wednesday. A voice mail
was |eft to have the contact person return the supervisor’s call with an update on
this case as soon as possible.

Case E - Non-custodial parent could not be located. The case was referred to the
Sate Parent Locator Section to pursue location. The worker will monitor the
case every 2 weeks and as soon as positive location is returned, the case will be
referred to the County Attorney for enforcement action.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS9-42: The Drug Rebate Program Should Be More Involved In

The Dispute Resolution Program In Order To Collect More Money

State Agency: Cabinet for Health Services

Federal Program: CFDA 93.778 — Medical Assistance Program
Federal Agency: U.S. Department of Health and Human Services
Pass-Through Entity: Not Applicable

Compliance Area: Special Tests and Provisions

Amount of Questioned Costs. None

Our prior year report noted there was an outstanding accounts receivable balance of $79
million for drug rebates. Part of management’s response indicated a $58 million
adjustment for an error made in 1992 leaving an outstanding balance of $21 million.
Two million of the $21 million outstanding balance was from years prior to 2000. In this
year's review, we noted that the total amount outstanding is $30.3 million. Of the $30.3
million outstanding, $22.4 million is over 12 months old. The Commonwealth’s share of
the $30.3 million calculates to $6.2 million, which is significant considering budget
constraints the state is facing.

For the current year review we noted the following weaknesses:

1

Only the 1997-1998 portion of the $22.4 million that is over 12 months old went
through the resolution process. Thiswas by contract with a private vendor during the
audit period.

Participation in the Dispute Resolution Program provided by the Center for
Medicare/Medicaid Services (CMYS) is hot asinvolved asit should be.

The effects can be described as follows:

1

The backdating function of Medicaid allows justifiable expenses to be charged from
an earlier period. Waiting extended periods of time to initiate dispute resolutions has
become common practice. This practice reduces the likelihood of collection.

According to the Team Leader of CMS' Dispute Resolution Program, “KY has only
been minimally involved” in the national Dispute Resolution Program meetings and
that “would certainly account for any unusualy ‘high’ unpaid/disputed rebate
amounts.” The Team Leader goes on to say, “those states that are the most active in
the DRP [Dispute Resolution Program] are most successful in timely collecting
rebates and resolving disputes.” Having less of a hands-on approach subjects the
state to scrutiny. Collection tactics of private vendors representing other states have
been an issue in the past and could have negative impacts.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS9-42: The Drug Rebate Program Should Be More Involved In
The Dispute Resolution Program In Order To Collect More Money (Continued)

The National Drug Rebate Program was established within the Medicaid Assistance
Program (MAP) by federal law. One purpose of the program is to recover from drug
manufacturers a fee per drug unit dispensed by Medicaid service providers. It is the
Department of Medicaid Services (DMS) responsibility to establish internal controls to
properly record, collect, and report al amounts owed to and received by MAP.

Recommendation

We recommend:

1. Management should implement procedures to circumvent negative effects of
the backdating process so that resolution processes can go forward within a
closer time frame.

2. Management should intensify its efforts in resolving disputes by attending and
participating in the Dispute Resolution Program meetings. This ultimately
should diminish the need to hire a private vendor to assist in this.

M anagement’s Response and Corrective Action Plan

1. Providers have 12 months from the date of service in order to bill for a
prescription. Previous contract with private vendor only involved completing
drug rebate dispute resolutions for 1997 and 1998 and was completed
December 31, 2001. Current contract with private vendor will cover 1999
and 2000 and will also involve disputed claims from 1991 through 1996.

2. Due to budget restraints, travel has been limited for employees to attend
meetings such as Dispute Resolution Program (DRP). We will be seeking
approval for a Medicaid Specialist 11 to attend upcoming DRP conference in
Denver, Colorado in June. Our goal is for the Medicaid Specialist |1, with
her strong pharmacy background and Medicaid experience to become an in
house expert in this area. Considering the staffing level of this program (one
person), it is highly unlikely that a private vendor would be necessary at this
time due to the many billing errors that could occur and the number of drugs
that are invoiced.
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FINDING 01-CHS9-42: The Drug Rebate Program Should Be More Involved In
The Dispute Resolution Program In Order To Collect More Money (Continued)

Auditor’s Reply

In nearly al instances, drug rebate dispute resolution could be pursued by the
thirteenth month after incurring the charge. The management’ s response certainly
does not offer a good reason why the drug rebate receivable would not be pursued
until they are two (2) years of age or more. This approach would appear to reduce
the drug rebate receivabl e outstanding bal ances.

Participation in the Dispute Resolution Program could result in a high rate of
return on a smal investment. The federa government provides a 50%
administrative match that states can claim for travel expenses related to attending
these meetings. This would be a cost-justified expenditure, even when budgets
arevery tight.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS10-43: The Cabinet For Health Services Should Reconcile The
Supplementary Medical Insurance Data To The Agency Level Unisys Reports

State Agency: Cabinet for Health Services

Federal Program: CFDA 93.778 — Medical Assistance Program
Federal Agency: U.S. Department of Health and Human Services
Pass-Through Entity: Not Applicable

Compliance Area: Reporting

Amount of Questioned Costs. None

During our review of control procedures related to Supplementary Medical Insurance
(SMI), we discovered that agency personnel are not able to properly reconcile CMS
agency level reportsto Unisys reports.

Agency procedures indicate that on the 25™ of each month or, the next business day, a
“Third Party Tape,” which includes al SMI transactions for that month is sent to CMS's
central office in Baltimore. Three (3) or four (4) days prior to the 25" of the month,
Unisys sends a preliminary report to its staff to be spot-checked for errors. The staff has
a couple days to make any necessary corrections. After any corrections are made, the
final report is run by Unisys and sent to the Department of Social Insurance (DSI). DSI
then sends this report to CM S in Baltimore.

CMS produces a similar report of SMI claims. This report is produced from CMS's own
database. Upon receipt of the Unisys Report from Kentucky, a comparison is made of
the two (2) reports. However, CMS hills from its report and makes no effort to reconcile
any differences between the two (2) reports.

The Unisys reports sent to CHS do not match the billing notices from CMS. The purpose
of this reconciliation of the two (2) reports is to ascertain whether valid claims have been
properly processed against agency records and properly recorded through Unisys, third
party administrator for Medicaid claims.

This has been an area of concern with the APA during the last three (3) audits. DMS,
along with the federal government and Unisys, is attempting to correct this problem.

If agency personnel are not able to reconcile the CMS reports with Unisys reports, errors

and material differences could exist and go undetected. Failure to monitor these accounts
could jeopardize the program and future funding.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS10-43:. The Cabinet For Health Services Should Reconcile The
Supplementary Medical Insurance Data To The Agency Level Unisys Reports
(Continued)

A government entity needs an internal control structure which provides controls to ensure
compliance with laws and regulations, safeguards assets, checks the accuracy and
reliability of accounting data, and promotes operational efficiency. A good interna
control structure is essential for the achievement of full accountability, which is the prime
issue in today’ s government. Reconciliations often are key controls.

Recommendation

We recommend Medicaid personnel continue to work with the federa
government and Unisys to correct these errors. The agency should consider
acquiring the “Third Party Tape’ from Baltimore. The “Third Party Tape” can be
used to create an exception report, and the errors can be located. After these
errors are corrected, CHS management should create an appropriate reconciliation
before that responsibility is assigned to a clerk.

M anagement’s Response and Corrective Action Plan

Theoriginal intent of thisreport was not to reconcile the SMI dollars.

The Department for Medicaid Services is reviewing the Medicare Buy-In
procedures and will be working with Center of Medicare and Medicaid Services
(CMS) and Unisys to implement new procedures to ensure the information is
reconciled monthly.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS11-44: The Division Of Substance Abuse Progress Reports For
Subrecipient Monitoring Should Be Submitted In A Timely Manner

State Agency: Cabinet for Health Services

Federal Program: CFDA 93.959 — Block Grants for Prevention and Treatment of
Substance Abuse

Federal Agency: U.S. Department of Health and Human Services

Pass-Through Entity: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs. None

For the last two (2) years, we have tested for timeliness of the progress reports completed
by Regional Prevention Centers (RPCs). In both years, we have found that timeliness
was not being achieved.

In FY 01, we found that eight (8) out of 13 reporting RPCs did not issue reports in a
timely manner.

In FY 00 the Division of Substance Abuse made a transition from manua progress
reports to electronic reporting. This electronic reporting required activity to be reported
on atimely basis. When this change took effect, only five (5) of the 14 Community
Mental Health Care Centers (CMHC) submitted activity reportsin atimely manner. The
APA issued an audit finding pertaining to this matter.

In response to the finding for FY 00, the Management Response and Corrective Action
Plan of CHS stated:

The RPC and Champions Reporting Instructions included in al FY 2001
CMHC contracts communicated the following performance expectation:
Timeliness: 95% of al activities will be entered into the Prevention Data
Set (PDS) by the end of the month following their compl etion.

If a center fails to provide any data for two consecutive months, a notice
will be sent to the CMHC Executive Director requesting an investigation
of the causes of the problem and giving a deadline for corrective action.
Payments will be held for non-compliance.

A member of the Department of Mental Health and Mental Retardation informed us that
the enforcement of these rules would not actually take place until FY 02.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS11-44: The Division Of Substance Abuse Progress Reports For
Subrecipient Monitoring Should Be Submitted In A Timely Manner (Continued)

Without timely reports, appropriate program staff is hindered from monitoring contract
compliance and progress made toward meeting the goals and objectives outlined in the
annual plan and budget. It also skews performance measures periodically calculated by
program staff and hinders on-site reviews. Priority areas and evaluations of prevention
performance measures cannot be identified to investigate during an on-site visit.

OMB Circular A-133 section 400 paragraph (d) (3) requires that states “monitor the
activities of subrecipients to ensure that Federal awards are used for authorized purposes
in compliance with laws, regulations, and the provisions of contracts or grant agreements
and that performance goals are achieved.” One way that the Division of Substance
Abuse staff monitors compliance is through subrecipient reporting of progress and a
review of these progress reports by program personnel. This off-site monitoring provides
basis for on-site monitoring of the Substance Abuse Prevention and Treatment Block
Grant subrecipients.

Recommendation

We recommend the Division of Substance Abuse enforce all policies and
procedures when dealing with progress reports. These reports should be provided
timely.

M anagement’s Response and Corr ective Action Plan

In response to the FY 00 audit findings, the Division developed specific policies
and procedures for monitoring of timeliness (that would actually be effective for
state fiscal year 02). By that time, FY 01 was already over. Monitoring
conducted during FYO1 took the same approach as FY 00. The Division was
deliberately lenient in taking action against Centers for untimeliness due to
several reasons: In the past, Centers have submitted the data in paper format and
it takes time to work out the problems relating to electronic data submission. The
data system was still relatively new and RPC staff still needed significant training
and technical assistance and it was also helpful in building positive relationships
with Centersregarding data issues.

Please note: The policy sited regarding the holding of payments does not refer to

untimely reports but rather to Centers that failed to submit any data report. This
situation did not occur in state fiscal year O1.
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FINDING 01-CHS11-44: The Division Of Substance Abuse Progress Reports For
Subrecipient Monitoring Should Be Submitted In A Timely Manner (Continued)

M anagement’s Response and Corrective Action Plan (Continued)

For use in the remainder of FY 02 and FY 03, the Division will be reviewing and
modifying its current policies and procedures for monitoring timeliness. Thereis
some concern that current policies may be more stringent than those applied by
other Divisions in the Department and that they may be more labor-intensive than
Is feasible given the staff resources available for monitoring. The Division will
explore the policies and procedures applied throughout the Department with
regard to monitoring timeliness, and make policy adjustments as deemed
reasonable.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS12-45: The Cabinet For Health Services Should Have A System
In Place To Identify Suspended Or Debarred Vendors

State Agency: Cabinet for Health Services
Federal Program: All Federal Assistance Programs
Federal Agencies. U.S Department of Agriculture,
U.S. Department of Justice,
U.S. Department of Labor,
U.S. Environmental Protection Agency,
U.S. Department of Energy,
U.S. Federa Emergency Management Agency,
U.S. Department of Education,
U.S. Department of Health and Human Services, and
U.S. Corporation for National and Community Services
Pass-Through Entity: Not Applicable
Compliance Area: Procurement and Suspension and Debarment
Amount of Questioned Costs. None

CHS does not have a system in place to identify suspended or debarred vendors, or to
prevent them from doing business with state administered federal programs. This has
been a prior year audit comment for CHS. However, last year FAC issued a draft policy
statement to all state agencies to obtain a certification from successful vendors that they
are not debarred from doing business with the federal government prior to award of any
contract. CHS has always obtained certification from its subrecipients that they are not
suspended or debarred before an award is granted. However, CHS has been deficient in
ensuring that procurement contracts of $100,000 or more are not issued to vendors who
are suspended or debarred.

The APA tested al activity with expenditures greater than $100,000. The results of our
tests noted none of these vendors were suspended or debarred. However, CHS has alack
of controls in place to verify whether vendors or potential vendors have been suspended
or debarred from transacting business with state administered federal programs. This
could result in CHS conducting business with vendors on the federal procurement
exclusion list.

Federal Executive Order 12549 Section 5 requires that the federal government compile a
list of debarred and suspended vendors. The Common Rule prohibits agencies receiving
federal funds from using these vendors. In addition, OMB Circular A-133 Compliance
Supplement Part 3, Section | requires the agency to ensure that contractors receiving
more than $100,000 and all subrecipients must certify to the agency that the organization
is not suspended or debarred.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CHS12-45: The Cabinet For Health Services Should Have A System
In Place To Identify Suspended Or Debarred Vendors (Continued)

Recommendation

We recommend CHS implement the policy statement drafted by FAC when it is
finalized concerning federal procurements of $100,000 or more.

M anagement’s Response and Corr ective Action Plan

The Cabinet for Health Services has worked very diligently with the Finance and
Administration Cabinet (FAC) in the development of the debarment policy that is
forthcoming. The Cabinet for Health services cannot implement the proposed
Debarment Policy until it is finalized by FAC. Therefore, we will take the
appropriate action to implement the policy upon its finalization.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-MIL1-46: The Department Of Military Affairs Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements

State Agency: Department of Military Affairs

Federal Program: CFDA 83.544 - Public Assistance Grants
Federal Agency: U.S. Federal Emergency Management Agency
Pass-Through Agency: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs. None

We performed follow-up procedures for the Department of Military Affairs (MIL) FY 97
finding titled, The Department of Military Affairs Should Strengthen Procedures for
Monitoring Subrecipients. Based on management inquiry, subrecipient monitoring
problems still exist. MIL personnel have not reviewed the audit reports submitted or
determined if all entities requiring OMB Circular A-133 audits were audited during FY
01. Audit reports are recorded on the mail log and stamped with the date received, but no
additional audit tracking has been done due to understaffing and lack of training. Neither
the Desk Review Guide for Program Audits nor the Desk Review Guide for Sngle Audits
is presently used in the audit review process and MIL personnel have not received
training on using the guides.

We aso followed up on $27,753 in questioned costs associated with Bell County’s
acquisition of five (5) mobile homes purchased to be destroyed. These mobile homes
were subsequently returned to the owners instead of being destroyed. In FY 00 Bell
County agreed to repay the money over a period of three (3) years; however, no payments
have been made.

Failure to adequately track audit reports could result in MIL being unaware of problems
noted during audits as well as the corrective action necessary to ensure compliance with
CFR Title 44 or the OMB Circular A-133 Compliance Supplement.

The U.S. Federal Emergency Management Agency (FEMA) could withhold the money
from Bell County during the present disaster or give the money to another county or
program area. (President Bush declared Bell County a disaster area due to flooding on
April 5, 2002.)
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-MIL1-46: The Department Of Military Affairs Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements (Continued)

CFR Title 44, Chapter 1, Subchapter A, Part 13.26, Subpart C, states:

() Basic Rule. Grantees and subgrantees are responsible for obtaining
audits in accordance with the Single Audit Act Amendments of 1996
(31 U.S.C. 7501-7507) and revised OMB Circular A-133, “Audits of
States, Local Governments, and Non-Profit Organizations.”

(b) Subgrantees. State or local governments, . . ., that provide Federal
awards to a subgrantee, which expends $300,000 or more (or other
amount as specified by OMB) in Federal awardsin afiscal year, shall:
(1) Determine whether State or local subgrantees have met the audit

requirements of the Act . . ..

(2) Determine whether the subgrantee spent Federal assistance funds
provided in accordance with applicable laws and regulations. This
may be accomplished by reviewing an audit of the subgrantee
made in accordance with the act . . ., or through other means (e.g.,
program reviews) if the subgrantee has not had such an audit;

(3) Ensure that appropriate corrective action is taken six months after
receipt of the audit report in instance of noncompliance with
Federal laws and regulations:

(4) Consider whether subgrantee audits necessitate adjustment of the
grantee'sown records. . ..

In order to adhere to the single audit act amendments, the Compliance Supplement states:
“Determine whether the pass-through entity ensured required audits are performed and
required appropriate corrective action on monitoring and audit findings.”

The FY 97 audit report for Bell County states the grant agreement required destruction of
the mobile homes acquired through the Hazard Mitigation Program Grant. The mobile
homes were not destroyed.

Recommendation

We recommend:

* Management hire and train one additional employee whose main job duty
is tracking and reviewing audit reports.

* Management should meet with the Bell County Judge/Executive and
FEMA representatives while on site of the current disaster and discuss the
repayment of the $27,753.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-MIL1-46: The Department Of Military Affairs Should Ensure
Subrecipients Meet OMB Circular A-133 Audit Requirements (Continued)

M anagement’s Response and Corrective Action Plan

The Director of the Kentucky Division of Emergency Management (KyEM)
discussed with the Bell County Judge Executive the requirement to refund the
amount in question ($27,753). The County Judge Executive after consulting with
the County Treasurer has agreed to make a lump sum refund to the Division. The
Division has been advised that this payment was submitted for Fiscal Court
action on April 29, 2002.

The Division cannot, under prevailing financial and staffing constraints, hire an
additional employee to track and review audit reports. However the Division will
take appropriate action; specifically, the Division will designate an employee
with this responsibility and establish procedures to fulfil this requirement.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CPE1-47: The Council On Postsecondary Education Should Establish
A Tickler System To Ensure Timely Completion Of The Council’s Obligations

State Agency: Council On Postsecondary Education

Federal Program: CFDA 84.281 — Eisenhower Professional Development State Grants
Federal Agency: U.S. Department of Education

Pass-Through Agency: Not Applicable

Compliance Area: Period of Availability of Federal Funds and Subrecipient Monitoring
Amount of Questioned Costs. None

Funds designated to be reimbursed from the Year 14 award (award number S281B980017)
had to be drawn down under the Year 15 award (award number S281B990017) since the
federal agency had closed out the Year 14 award. CPE attempted to request reimbursement
from the Year 14 award for payments made to subgrantees during the year ended June 30,
2001 for expenses of the subgrantees through September 30, 2000, with the closeout period
ending on December 31, 2000. By December 31, 2000, all of the administrative actions and
required work applicable to the Year 14 award should have been completed. These items
were not completed in atimely manner.

Funds designated to be reimbursed from the Year 14 award were thus reimbursed from the
Year 15 award. Subsequently the funds remaining under the Year 15 award are not
sufficient to cover the projects designated to be reimbursed under the Y ear 15 award.

The procedures in place to ensure that the administrative actions and required work as
applicable to the Year 14 award were finalized prior to December 30, 2000 were not
followed.

Recommendation

CPE should establish a tickler system to ensure timely completion of CPE's
obligations under the program.

M anagement’s Response and Corr ective Action Plan

The Council staff agrees with the finding and has corrected the problem. In
researching this issue, the Council staff also determined that the Year 12 award
had to be reopened to resolve this issue. The United States Department of
Education agreed to reopen the Year 12 award and the adjustment was made. The
Council staff has now recovered all federal funds from the Eisenhower program.
The Council has created and filled a new staff accountant position whose
responsibilities include the administration of the federal awards including timely
draw of federal funds.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CPE2-48: The Council On Postsecondary Education Should
Implement Additional Follow Up Procedures To Ensure That Required Information
IsRequested If Not Received In A Timely Manner

State Agency: Council On Postsecondary Education

Federal Program: CFDA 84.281 — Eisenhower Professional Development State Grants
Federal Agency: U.S. Department of Education

Pass-Through Agency: Not Applicable

Compliance Area: Period of Availability of Federal Funds and Subrecipient Monitoring
Amount of Questioned Costs: None

Per review of the client maintained “Final Report Status” listing, one (1) of the 13 Year 15
Final Reports due July 31, 2001, was not received in a timely manner. Per review of the
client maintained “Interim Report Status’ listing, one (1) of the 14 Year 16 Interim
Reports due July 31, 2001, was not received in atimely manner.

Per review of the client maintained “Audit Review Master Checklist” listing, the June 30,
2000 audited financial statements for three (3) of the 11 Year 14 projects and two (2) of
the 10 Year 15 projects were not received in a timely manner. CPE should have, at the
very latest, received these audited financial statements by March 31, 2001.

CPE was not able to verify that the federal funds are being expended as intended.

The proceduresin place did not ensure the receipt of such information in atimely manner.

Recommendation

CPE should implement additional follow-up procedures to ensure that the required
information is requested if not received in atimely manner.

M anagement’s Response and Corr ective Action Plan

The Council staff agrees with the finding and currently has received and reviewed
all required information for years 14 and 15. The Council staff has developed
and implemented a tickler system to ensure that all grant recipients are notified
when information is due and whether or not the information has been received.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-TC1-49: The Transportation Cabinet Should Strengthen Controls To
Ensure Accurate Reporting On The Schedule Of Expenditures Of Federal Awards

State Agency: Transportation Cabinet

Federal Program: All Federal Assistance Programs

Federal Agency: U.S. Department of Energy and
U.S. Department of Transportation

Pass-Through Agency: None

Compliance Area: None (Internal Controls)

Amount of Questioned Costs. None

During the audit of the Transportation Cabinet’s SEFA, the following were noted:

* The SEFA was not reconciled to the Management Reporting Database (MRDB) prior
to being submitted to the APA.

* Procedures were not in place to ensure that all pass-throughs were accurately reported
on the SEFA or in the MRDB.

There were similar problems noted in the audit of the Transportation Cabinet’s SEFA in
the FY 00 audit as well, and those were reported to the Transportation Cabinet as an other
matter comment. As a result of that comment, Transportation stated in the future, the
supervisor of the financial reporting section would be in charge of preparing the
reconciliation, which would be reviewed and approved by the general accounting branch.
We have not seen improvement in the FY 01 SEFA.

When the SEFA is not reconciled to MRDB, there could be severa unfavorable results:

* It leaves open the possibility of incorrect information being reported in MRDB and/or
incorrect or inaccurate information presented in the SEFA.

* Information that should be presented on the SEFA may be omitted; pass-throughs of
federal money may be omitted.

e Many errors could go undetected until audit procedures are performed, thus,
increasing the work of the auditors and agency personnel due to the need for
increased audit procedures and the need for numerous revisions and corrections.

* The information presented in MRDB could be reported in an inconsistent manner,
thus making reconciliation procedures difficult to perform.

* The SEFA may not correspond with other agency schedules reporting pass-throughs
to and from the Transportation Cabinet.

* Pass-throughs may not be differentiated from other receipts and expenditures.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-TC1-49: The Transportation Cabinet Should Strengthen Controls To
Ensure Accurate Reporting On The Schedule Of Expenditures Of Federal Awards
(Continued)

APA SEFA instructions state:

Information contained in the schedule should be reconciled to the
Management Reporting Database (MRDB), an extract of the Management
Administrative  Reporting System (MARS) information, with
documentation of the reconciliation retained. This will ensure that the
schedule, although based on agency records both manual and automated,
will agree to the official accounting records of the Commonwealth, which
will have been agreed to the Commonwealth’s general-purpose financia
statements.

If your agency does not operate through MARS, the schedule should be
reconciled to the agency accounting system supporting your agency’s
financial statements.

This reconciliation should encompass both receipts and expenditures, and
should be done on a grant-by-grant basis, if possible.

The Transportation Cabinet representation letter dated November 13, 2001, asserts, “We
have reconciled information contained in the Schedule of Expenditures of Federal
Awards — cash programs to the Management Administrative Reporting System and
Management Reporting Database.”

APA instructions also state:

Passed through from other agencies (previously caled transfers-in)
(including revenue redistributions) should consist of federa moneys
received from other federal grants (either from inside the agency or from
another state agency) to fund federal expenditures. When an agency is a
subrecipient of another state agency, those moneys received should be
shown in this column. If you are not able to determine if you are
considered a subrecipient or a vendor, it may be necessary to contact
another state agency to determine their treatment of the transaction(s). All
amounts in this column must be explained in the Notes.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-TC1-49: The Transportation Cabinet Should Strengthen Controls To
Ensure Accurate Reporting On The Schedule Of Expenditures Of Federal Awards
(Continued)

Passed through to other agencies (previously called transfers-out)
(including revenue redistributions) should consist of moneys distributed
from the grant to other federal grantors (either to inside the agency or to
another state agency) to fund federal expenditures. Passed through
amounts between grants with the same agency must agree. Payments
made to state agency subrecipients, except to state universities, would be
shown in this column. Report federal moneys to a state university as an
expenditure in Column H. All amounts shown in this column must be
explained in the Notes.

Recommendation

We recommend the Transportation Cabinet reconcile the SEFA to MRDB prior to
being submitted to the APA to ensure an accurate and complete schedule is
submitted and to ensure the information reported in MRDB is accurate, complete,
and presented in a consistent manner. We also recommend the Transportation
Cabinet implement procedures to ensure all pass-throughs are accurately reported
on the SEFA and will allow pass-throughs to be differentiated from other receipts
and expenditures in MRDB/MARS. Further, we recommend the Transportation
Cabinet staff charge grant expenditures to correct CFDA numbersin MARS.

M anagement’s Response and Corr ective Action Plan

Prior to the submission of the SEFA, we reconciled to MRDB based on PBU
[Program Budget Unit]. The APA wanted us to reconcile the SEFA by CFDA #,
which we subsequently did. Prior to submission of the FY 02 SEFA to the APA,
the section supervisor will add to her procedures a reconciliation by CFDA #.

The pass-through in question was for $2,332 from Natural Resources. Our
discussions with the APA led us to believe that this matter had been dropped due
to immateriality. However, to ensure that does not occur in the future, we have
assigned our Internal Policy Analyst 11 to immediately start performing a monthly
review and analysis of all federal receipts and transfers. This on-going review
will occur each month after hard close and should help us identify any moneys
received that are pass-throughs. Once identified we will contact the paying
agency and determine proper recording.

191



COMMONWEALTH OF KENTUCKY
SCHEDUL E OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2001

(CONTINUED)

SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-TC1-49: The Transportation Cabinet Should Strengthen Controls To
Ensure Accurate Reporting On The Schedule Of Expenditures Of Federal Awards
(Continued)

M anagement’s Response and Corrective Action Plan (Continued)

When we perform the reconciliation noted above, this procedure should detect
any expenditures not charged to a CFDA #. Also, we will immediately instruct
the Federal Billing Section Branch Manager to make adding the CFDA # part of
their process.

Auditor’s Reply

During the performance of audit procedures regarding the receipt and expenditure
reconciliations for the SEFA, it was noted that there were instances in which
several CFDA numbers share a single PBU. It was also noted that a CFDA
number may contain several different PBUs within that single CFDA number.
The reconciliation performed by the auditors was based on PBU due to problems
noted in the prior and current audits with the coding of CFDA numbersin MARS.
There were errors detected when we attempted to reconcile by PBU. Reconciling
by PBU only, will not provide an accurate presentation of the true federal receipts
and expenditures incurred by specific federa programs. For example, when
several CFDA numbers show a single PBU, one program may overspend and this
problem would go undetected. This occurs because another program may
underexpend and it would balance out. Therefore the accuracy of the individual
CDFA expenditure amounts is questioned.

Secondly, the issue regarding Natural Resources was dropped due to the
immateriality of the amount only and no changes were recommended for the
agency level SEFA. However, a control weakness still existed. Strong internal
controls were not present to ensure that all pass-throughs were reported.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD7-50: The Department For Training And ReEmployment Did
Not Reconcile Financial Status Reports To MARS

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.255 — Workforce Investment Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Reporting

Amount of Questioned Costs: None

Financial Status Reports (FSR) for Local Administration, Local Adult, Local Dislocated
Worker, and Local Youth programs cannot be traced to MARS. These FSRs agree to
Department for Training and ReEmployment’s (DTR) grant accounting system, which is
compiled from Local Workforce Investment Areas (LWIA) expenditure reports. The
expenditure data recorded in MARS reflects only amounts reimbursed to the LWIAS and
has not been updated to reflect actual expenditures in the appropriate categories—
administration, adult, dislocated worker, or youth programs.

Since WIA expenditures of LWIAS have not been updated in MARS to accurately reflect
actual expenditures by the LWIASs the users of the FSRs do not get an accurate picture of
activities occurring in WIA programs.

Proper internal controls dictate the agency maintain adequate supporting documentation
for reports submitted to the federa government. MARS is the official record of
expenditures. Further, agency procedures indicate that this update of MARS should
occur at least quarterly.

Recommendation

We recommend DTR follow procedures to comply with the quarterly update of
MARS. DTR should fully utilize the capabilities of MARS to track grant
expenditures so that the state's officia accounting system fully supports
expenditures as submitted in federal reports. Journa vouchers could be used to
“move’ expenditures from the wire-transfer activity code or object code to a
separate category for the expenditures as reported by LWIA expenditure reports
on aquarterly basis.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD7-50: The Department For Training And ReEmployment Did
Not Reconcile Financial Status Reports To MARS (Continued)

M anagement’s Response and Corrective Action Plan

Although MARS cannot fully reflect actual expenditures in the appropriate
categories, DTR has already implemented corrective action to improve the
process. Currently, Youth, Adult, and Dislocated Worker funds are assigned
separate project numbers and corrections are made quarterly to move
expenditures to the appropriate project. Local areas draw their funds under the
appropriate categories and corrections are made quarterly by a WIA Fiscal
Officer to reflect the total reported expenditures.

DTR agrees that delineating expenditures by administration and program as well
as Satewide Administration and Rapid Response could more accurately reflect
actual expenditures. A WIA Fiscal Officer will investigate this possibility with
Fiscal Services to establish the most effective means of implementing this change
by May 31, 2002. The systemwill not provide a completely accurate picture since
the Local Areas report accrued expenditures and MARS only reflects
reimbur sements, but the reported expenditures will be more clearly delineated.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD8-51. The Department For Training And ReEmployment Did
Not Reconcile Subrecipient Reports

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.255 — Workforce Investment Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Reporting

Amount of Questioned Costs: None

While conducting tests of subrecipient cash reconciliation reports, the auditor found three
(3) instances where reported expenditure or drawdown amounts did not trace to LWIA
supporting expenditure documentation for the reconciliation or DTR’s drawdown record.
It did not appear that the DTR-38 had been reviewed for errors. In addition, the auditor
repeatedly found instances where the subrecipient had issued multiple “corrected” or
final reports for a specific reporting period.

Failure to reconcile subrecipient invoices on a timely basis could result in undetected
errors and potentialy the issuance of inaccurate federal reports and reimbursement of
incorrect or unsubstantiated amounts. In addition, this could prevent the agency from
reconciling subrecipient audited financials to the agency’s records as required by OMB
Circular A-133.

The submission of humerous reports for an accounting or reporting period can result in
confusion and unnecessarily complicate the process of reconciling expenditure reports.

Proper internal control dictates that subrecipient reports should be reviewed for accuracy
and where possible amounts traced to supporting documentation to detect errors and
prevent inaccurate information from being used to compile federal reports.

Recommendation

We recommend DTR strengthen internal controls over subrecipient monitoring to
ensure that reconciliations are properly reviewed for errors and corrections are
properly documented.

We aso recommend DTR discourage the submission of multiple reports and
instead require subrecipients to incorporate changes into subsequent expenditure
reports. While it may be necessary for fourth quarter reports to be resubmitted
due to audit findings, etc., it should be possible to make other changes in
subsequent reports.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD8-51. The Department For Training And ReEmployment Did
Not Reconcile Subrecipient Reports (Continued)

M anagement’s Response and Corrective Action Plan

DTR has already addressed this issue and implemented the following corrective

actions:

1. LWA fiscal staff have been instructed to avoid filing amended financial
reports whenever possible unless the amendments are the result of audit
corrections.

2. Upon receipt of the DTR-38 an Internal Policy Analyst reviews the
expenditure information to verify that the individual grant reports support the
DTR-38.

3. A WA Fiscal Officer reviews the drawdown information to verify that it
reflects the information in DTR internal records and works with LWA staff to
correct any discrepancies.

4. DTR fiscal staff provide technical assistance to LWIA's to improve the
accuracy and consistency of information reported on the DTR-38.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD9-52: The Department For Training And ReEmployment Did
Not Monitor Timesheets To Ensure The Correct Project Code Was Being Char ged

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.255 — Workforce Investment Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Allowable Costs

Amount of Questioned Costs: None

Grant project codes on some timesheets tested did not agree with the Uniform Personnel
and Payroll System (UPPS) reports. Of the 28 employees charging time to WIA the
auditor selected 15 employees for testing. Various pay periods were observed for the
employees chosen and the auditor found four (4) deficiencies during testing.

WIA has six (6) grants open. There were no indications from our testing these grants
were overcharged due to the improper recording of project codes on timeshests.
However, if the wrong project is coded it is possible to over-expend or charge to a closed
grant.

Per OMB Circular A-87:

[c]harges to federal awards for salaries and wages, whether treated as
direct or indirect costs, will be based on payrolls documented in
accordance with generally accepted practice of the governmental unit and
approved by a responsible official(s) of the governmental unit . . . Where
employees are expected to work solely on a single Federal award or cost
objective, charges for their salaries and wages will be supported by
periodic certifications that the employees worked solely on that program
for the period covered by the certification . . .Where employees work on
multiple activities or cost objectives, a distribution of their salaries or
wages will be supported by personnel activity reports. . ..

These reports must account for the total activity for which each employee is
compensated.

Recommendation

The project code on each timesheet should be updated each pay period so that
each grant is properly charged. This will also ensure the payroll administrator will
record the correct payroll datainto the system.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD9-52: The Department For Training And ReEmployment Did
Not Monitor Timesheets To Ensure The Correct Project Code Was Being Char ged
(Continued)

M anagement’s Response and Corrective Action Plan

We agree with the recommendation for improvement. In the future we will pay
closer attention to the project codes for grants on timesheets to ensure that they
agree with UPPSreports and that each grant is properly charged.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD10-53: The Divison Of Unemployment Insurance Is Not
Reconciling Accounts Receivable To Ensure Federal Reports Are Accurate

State Agency: Cabinet for Workforce Development

Federal Program: CEDA 17.225 — Unemployment Insurance
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Reporting

Amount of Questioned Costs: None

The Employment and Training Administration (ETA) 581 form isinaccurately stated due
to double adjustments made from noncompliance with agency procedures. The agency is
not complying with the set procedures to audit the processed payments before making
adjustments. Tax datais entered from the employer quarterly reports. During the process
of auditing these reports, the agency will determine that the information posted to the
accounting system in error. The erroneous data will be deleted and the correct
information entered. These transactions are not reflected in the accounts receivable
activity report, which is the source document for the ETA 581. Auditing of reportsis not
being completed prior to the end of the quarter when the source document is generated.
Thus, the accounts receivable activity report used as a source document for the ETA 581
Isnot areliable indicator of actual receivables.

The magnitude of this discrepancy could not be calculated due to the fact that the actual
population of double adjustments could not be determined. It is impossible to ascertain
which records have been double adjusted and which records have not. Thus it is
impossible to state whether agency datais accurate or not for reporting.

Source data for the federal reports is inaccurate, due to unreliable agency reports.
Therefore, it is impossible for the federal government to have an accurate figure of what
employers actually pay into the Kentucky Unemployment Insurance program.

Proper internal controls dictate that accurate information should be presented when
preparing and transmitting federal reports. Thus, reports can be supported by valid and
accurate supporting documentation.

Recommendation

We recommend controls be implemented to ensure double adjustments are not
recorded. The agency needs to ensure audits are performed in atimely manner to
prevent duplication of adjustments. It is understood that the agency has made
progress to solve this problem and we recommend the agency continue with its
corrective action plan.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD10-53: The Divison Of Unemployment Insurance Is Not
Reconciling Accounts Receivable To Ensure Federal Reports Are Accurate
(Continued)

M anagement’s Response and Corr ective Action Plan

The Department acknowl edges that the findings are correct. The adjustments are
being made on reports that have not been audited. The system will be modified so
that no adjustments can be made until the quarterly report has been audited.
Employees will be unable to call up any report until the audit is completed. This
will correct the adjustment problem. The Department also acknowledges that the
report audit process is not being completed prior to the end of the quarter when
the source document is generated. To ensure that it will not reoccur, the
Department will dedicate sufficient report audit staff to complete a timely audit.
Further, the Department will ensure that the accounts receivable activity will be
accurately reported hereafter. The Department will be in full compliance by the
next audit cycle in January 2003.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD11-54: The Divison Of Unemployment Insurance Has Not
Performed The 1999 Certification Of Employer Contributions

State Agency: Cabinet for Workforce Development

Federal Program: CEDA 17.225 — Unemployment Insurance
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Reporting

Amount of Questioned Costs: None

Each state is required to annually certify for each taxpayer (employer) the total amount of
contributions required to be paid for the calendar year and the amounts and dates of such
payments. Thisis done by each state performing a match of employer tax payments with
credit claimed for these payments on the employer’s Internal Revenue Service (IRS) 940
Federal Unemployment Tax Administration (FUTA) tax form. The IRS is not able to
provide information to the Department of Unemployment Insurance (UI) until September
or November of the following year. So, for FY 01, Ul should be certifying for calendar
year 1999. We requested the trial balance of employer’'s accounts and the 1999
certification. None of this documentation was provided to us because it was still being
processed. Therefore, the annual IRS 940 FUTA certification (match) has not been
performed for 1999.

The state is not able to report to each taxpayer on a timely basis the total amount of
contributions so that they can be allowed the credit against the FUTA tax.

26 CFR section 31.3302(a)-3(a) requires the state to provide this annually. Also proper
internal controls dictate that procedures should be in place so program requirements can
be met on atimely basis.

Recommendation

We recommend that controls be implemented to ensure the annual IRS FUTA
match is performed.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD11-54: The Divison Of Unemployment Insurance Has Not
Performed The 1999 Certification Of Employer Contributions (Continued)

M anagement’s Response and Corr ective Action Plan

The Agency agrees with the auditor’s recommendations and the Federal
Certification for 2003 will be timely. The new Trial Balance process is now in
place and the trial balances for 2000 have been completed. The certification is
currently being run for 1999 that should have been completed by Feb. 28, 2001.
The IRS is aware of the problems the Commonwealth has encountered. We
should not have future problems in running the Federal Certification in a timely
manner.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD12-55: The Department For Training And ReEmployment Did
Not Correctly Report Some Amounts For JTPA Closeout

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.250 — Job Training Partnership Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area. Reporting

Amount of Questioned Costs. None

During tests of Job Training Partnership Act (JTPA) closeout reports, we found the
following amounts were incorrectly reported on the Job Training Partnership Act
Quarterly Status Report (JQSR):

*  PY 1998 JQSR Incentive Funds Expended (Non-Additive) (line 24)
e PY 1998 JQSR Title I1-C (lines 19-23) Amounts reported are not supported by the
Service Delivery Area (SDA) expenditure spreadshests.

DTR has not developed written procedures for the preparation, review, and approval of
federal reports. Asaresult, it is difficult for someone other than the preparer to recreate
the amounts reported. In addition, errors that could be detected in the review process are
not corrected before submission.

We were unable to verify the accuracy of the above amounts submitted to the United
States Department of Labor (DOL) in the JTPA closeout reports. Also, DOL is not able
to determine if JTPA was closed out properly.

The agency’s lack of written policies for the preparation, review, and approval of federal
reports resulted in inaccuracies in the JTPA report submitted to the DOL.

Good internal control dictates that the accounting records support federal reports and
written procedures be fully utilized.

Recommendation

We recommend the following:

* Reports be corrected as necessary and be available for review with adequate
supporting documentation in subsequent audits.

* Development of written procedures for the preparation, review, and approval
of federal reports.

» Supporting documentation for reports be readily available and adequately
referenced.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD12-55: The Department For Training And ReEmployment Did
Not Correctly Report Some Amounts For JTPA Closeout (Continued)

M anagement’s Response and Corrective Action Plan

DTR agrees with the recommendations for improvement and has already
implemented procedures to correct this situation. Federal report information is
prepared by each member of the fiscal staff and reviewed for accuracy prior to
submission. The WA Fiscal Officer is ultimately responsible for submission of the
reports and the inclusion of supporting documentation with each report. The
reports identified in this RCW will be amended and filed before May 31, 2002 and
maintained with the appropriate supporting documentation. Written procedures
for the preparation and submission of federal reports will be completed and
implemented prior to May 31, 2002.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

Material Weaknesses and/or Material | nstances of Noncompliance:

FINDING 01-CWD13-56: The Department For Training And ReEmployment Did
Not Follow Up On Subrecipient FindingsIn A Timely Manner

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.255 — Workforce Investment Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs: None

During the FY 01 audit, we tested the audit log maintained by the DTR to track
subrecipient monitoring related to the required audits of subrecipients. During this
review, we noted several incidences, in which DTR did not obtain, review, reconcile, and
resolve LWIA auditsin atimely manner.

Furthermore, we noted that thisis a repeat finding, which has been noted since the FY 96
audit of the JTPA program as an other matter comment and was upgraded to a reportable
condition in FY 99. The agency’s prior year corrective action plan indicated that the
agency would take the necessary steps to strengthen controls over monitoring of
subrecipient audits. However, our testing indicated that most deficiencies within the
audit monitoring system had not been corrected and the plan had not been implemented.

We noted the following deficiencies:

* Four (4) incidences in which DTR did not obtain the LWIA audit reports in atimely
manner. The receipt of the audit reports in an untimely manner delays the entire
resolution process. It aso increases the likelihood that subrecipient weaknesses noted
in the audit continue for alonger period of time since they are not being addressed.

* Three (3) incidences in which DTR did not resolve subrecipients audit report
findings in a timely manner. According to the Agency Guidelines and the federal
regulations for WIA, the agency has 180 days to resolve these matters. Again,
untimely resolution of audit findings increases the likelihood that subrecipients
weaknesses continue for alonger period of time since they are not being addressed.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD13-56: The Department For Training And ReEmployment Did
Not Follow Up On Subrecipient FindingsIn A Timely Manner (Continued)

e Two (2) incidences in which DTR did not receive a cognizant agency letter
determining whether the subrecipient audits were in compliance with OMB Circular
A-133. The agency did complete a technical review of eight (8) of the 10
subrecipient FY 00 audits, which APA auditors have accepted as satisfying this
requirement. However, two (2) technical reviews were not documented. Adequate
review of the audit is necessary to obtain any other assurance that subrecipients
complied with OMB Circular A-133, as required by the regulations. We noted that
DTR completed the technical reviews using the “SCX-18: Single Audit Reports
Checklist” as recommended in the prior year for those reviews completed.

* Ten incidences in which the agency’s records were not reconciled to the LWIA’S
audited financial statements.  This should be performed to ensure the audited
financial statements agree with the amounts reported in the agency’ s grant accounting
records. Unreconciled financial statements lead to the potential for federal reporting
that does not agree to the financial statements on which an opinion has been given.

* Deficiencies noted during the FY 00 audit were not corrected.

Without timely monitoring of subrecipient audits the funding agency cannot determine
whether the subrecipient has audit findings or questioned costs. The funding agent
should be aware of any problems found by the subrecipient’s auditors and see that the
corrective action plans are implemented.

OMB Circular A-133 states that the funding agency should be sent a copy of the audit
report “within the earlier of 30 days after [the subrecipient’s] receipt of the auditor’s
report(s), or 9 months after the end of the audit period.” Thisrequirement is also outlined
in DTR’s Audit Resolution Guide. This requirement is in effect for fiscal years beginning
after June 30, 1998; previously the requirement was 13 months. [OMB Circular A-133
Subpart B, Sec 235 (¢) (1).]

The WIA regulations state: “The Governor is responsible for resolving findings that arise
from the State’s monitoring reviews, investigations and audits (including OMB Circular
A-133 audits) of subrecipients.” [20 CFR 667.500 (a) (1) and (2).]

OMB Circular A-133 states the passthrough entity should “consider whether

subrecipient audits necessitate adjustment of the pass-through entity’s own records.”
[OMB Circular A-133; Subpart D Sec 400 (d) (6).]
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD13-56: The Department For Training And ReEmployment Did
Not Follow Up On Subrecipient FindingsIn A Timely Manner (Continued)

Further, OMB Circular A-133 states that pass-through entities are responsible for issuing
a management decision on audit findings of subrecipients within six months after receipt
of the audit finding. [OMB Circular A-133; Subpart D Sec 400 (d) (5)] If corrective
action has not been completed at that time, a timetable for follow-up may be included.
[OMB Circular A-133; Subpart D Sec 405 (a)]

Recommendation

We recommend CWD and DTR implement procedures to ensure compliance with
the WIA regulations, OMB Circular A-133 and the DTR Guidelines regarding
audit resolutions of subrecipients.

M anagement’s Response and Corr ective Action Plan

DTR agrees that the corrective action plans submitted in regard to the finding on
the subrecipient audit reports has not been fully implemented since FY 96.

The primary reason that full implementation has not occurred is the lack of staff
resources available to perform this function. This function is the current
responsibility of staff assigned to the Fiscal Section in the Financial and Program
Operations Branch. This Section’s main duties and responsibilities are composed
of grant management, agency accounting, federal reporting and contract
payments. The monitoring of subrecipient audit reports function received a
limited amount of staff time due to the critical nature of the section’s main duties.

To remedy this situation, DTR has reassigned the duties and responsibilities for
monitoring of subrecipient audits to the Program Compliance and Support
Branch. This reassignment will ensure that additional staff resources are
available to perform the function. The Financial and Program Operations
Branch will provide technical assistance to the other branch by training staff to
perform the review function and assisting with the reconciliation of the audited
financial statements to DTR records. We expect this training to be completed by
the end of June 2002. Thistransition of duties and responsibilities will begin with
the Fiscal Year 2001 subrecipient audit reports.

DTRwill also initiate an effort to reconcile the LW A audit financial statements to

DTR records beginning with FY 2001 and going back to FY 96, the initial period
cited by the auditors as to when the problem began.
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD14-57: The Department For Training And ReEmployment Has
Not Fully Implemented Its Corrective Action Plan To Monitor Subrecipient Reports

State Agency: Cabinet for Workforce Development

Federal Program: CFDA 17.255 — Workforce Investment Act
Federal Agency: U.S. Department of Labor

Pass-Through Entity: Not Applicable

Compliance Area: Subrecipient Monitoring

Amount of Questioned Costs: None

DTR hasfailed to implement the corrective action plans submitted in each of the past five
(5) years with regards to monitoring subrecipient audit reports. The agency has
repeatedly failed to fully implement the corrective action plans submitted. While there
have been improvements in the number of exceptions, we still conclude that the agency’s
corrective action plan for fiscal year ended June 30, 2000, for subrecipient monitoring of
LWIA audit reports is materially misrepresented.

Without timely monitoring of subrecipient audits, the funding agency cannot determine
whether the subrecipient has audit findings or questioned costs. The funding agent
should be aware of any problems found by the subrecipient’s auditors and see that the
corrective action plans are implemented.

OMB Circular A-133 states that the funding agency should be sent a copy of the audit
report “within the earlier of 30 days after [the subrecipient’s] receipt of the auditor’s
report(s), or 9 months after the end of the audit period.” Thisrequirement is also outlined
in DTR’s Audit Resolution Guide. This requirement is in effect for fiscal years beginning
after June 30, 1998; previously the requirement was 13 months. [OMB Circular A-133
Subpart B, Sec 235 (¢) (1).]

The WIA regulations state: “The Governor is responsible for resolving findings that arise
from the State’s monitoring reviews, investigations and audits (including OMB Circular
A-133 audits) of subrecipients.” [20 CFR 667.500 (a) (1) and (2).]

OMB Circular A-133 states that the pass-through entity should consider whether
subrecipient audits necessitate adjustment of the pass-through entity’s own records.
[OMB Circular A-133; Subpart D Sec 400 (d) (6).]

Further, OMB CircularA-133 states that pass-through entities are responsible for issuing
a management decision on audit findings of subrecipients within six months after receipt
of the audit finding. [OMB Circular A-133; Subpart D Sec 400 (d) (5)] If corrective
action has not been completed at that time, a timetable for follow-up may be included.
[OMB Circular A-133; Subpart D Sec 405 (a)]
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SECTION 3—FEDERAL AWARD FINDINGSAND QUESTIONED COSTS

FINDING 01-CWD14-57: The Department For Training And ReEmployment Has
Not Fully Implemented Its Corrective Action Plan To Monitor Subrecipient Reports
(Continued)

Recommendation

We recommend CWD and DTR implement procedures to ensure compliance with
the WIA regulations, OMB Circular A-133 and the DTR Guidelines regarding
audit resolutions of subrecipients.

M anagement’s Response and Corrective Action Plan

See the response at 01-CWD13-56.
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COMMONWEALTH OF KENTUCKY
SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS
FOR THE YEAR ENDED JUNE 30, 2001

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs

Reportable Conditions

(1) Audit findings that have been fully corrected:

FY 00 00-CFC-1 The Cabinet For Families And N/A 0 Resolved during FY OL1.
Children Should Monitor The
Division Of Child Support
Enforcement’s Contract With Tier
Technologies

FY 00 00-CFC-2  The Cabinet For Families And N/A 0 Resolved during FY O1.
Children Should Implement Cash
Controls To Strengthen The
Collections Process At Tier
Technologies

FY 00 00-CFC-3 The Cabinet For Families And N/A 0 Resolved during FY OL1.
Children Should Implement A System
For Identifying Specific Expenditure
Types Within MARS

FY 00 00-CFC-13  The Cabinet For Families And 10.561 0 Resolved during FY 01.

Children Should Track All EBT Cards
Issued At DCBS Local Offices

FY 00 00-CFC-14  The Cabinet For Families And
Children Should Reconcile FNS-46

FY 01 Reports Before They Are Submitted
To USDA

Total Questioned Costs

FY 00 00-CFC-15  The Cabinet For Families And
Children Should Improve Access
Security Controls For Manual Input
Of EBT — Food Stamp Records To
The EDGE System

FY 99 99-CFC-31  The Cabinet For Families And
Children Should Strengthen Controls
In Preparing The Schedule Of
Expenditures Of Federal Awards
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10.561 $105,965

(105,965)
$0
10.561 0
N/A 0

Refiled reports resolved
guestioned costs during
FY 01. Thisfindingis
resolved.

Resolved during FY OL1.

Resolved during FY O1.



COMMONWEALTH OF KENTUCKY
SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS
FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings that have been fully corrected (Continued):
FY 99 99-CFC-32  The Cabinet For Families And 93.596 $105,421 Resolved during FY O1.
Children Should Reimburse The U.S.
FY 00 Department For Health And Human (105,421)
Services For Improper Payments
Total Questioned Costs $0
FY 99 99-CFC-35  The Department For Disability N/A 0 Resolved during FY O1.
Determination Should Improve
FYy 97 97-CFC-42  Program Modification Procedures
FY 98 98-CFC-18  The Cabinet For Families And 10.561 0 Due to improvements,
Children Should Improve Efforts To thisfinding is
Enforce The Policies In Relation To downgraded to an other
The State Administrative Matching matter for FY 01. This
Grants For The Food Stamps Program finding is no longer
required to be reported
under Government
Auditing Standards.
FY 98 98-CFC-21  The Cabinet For Families And 93.558 $0 Due to improvements,
Children Should Integrate Systems To thisfinding is
FYy 97 Improve The Claims Process For The 23,175 downgraded to an other
TANF Program matter for FY 01. This
FYy 01 (23,175) finding is no longer
required to be reported
under Government
Auditing Standards.
Total Questioned Costs $0
FY 98 98-CFC-24  The Cabinet For Families And 93.596 $0 Resolved during FY O1.
Children Should Maintain All Billing
FY 99 And Eligibility Documentation To 1,847
Support Payments To Families
FYy 01 Receiving Assistance From The Child (1,847)
Care And Development Fund
Total Questioned Costs $0
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Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings that have been fully corrected (Continued):
FY 98 98-CFC-26  The Cabinet For Families And 93.558 $0 Due to improvements,
Children Should Ensure That Complete thisfinding is
FY 97 Records Are Maintained For TANF 1,290 downgraded to an other
Recipients metter for FY O1. This
FY 01 (1,290) finding is no longer
required to be reported
under Government
Auditing Sandards.
Total Questioned Costs $0
FY 00 00-FAC-4  The Office Of Financial Management N/A 0 Resolved during FY OL1.
Should Reconcile MARS And
CAMRA Monthly To Ensure
Agreement Between The Two
Systems
FY 00 00-FAC-7 The Finance and Administration N/A 0 Exceptions were again
Cabinet Should Monitor Cash noted during the review
Management | mprovement Act of the CMIA Eligibility
Eligible Projects To Ensure They Are flag for FY 01.
Properly Recorded In MARS However, significant
improvement in the
classifications of
clearance patterns was
noted since FY 00. This
comment is downgraded
to other matters for FY
01. Thisfinding is no
longer required to be
reported under
Government Auditing
Sandards.
FY 99 99-FAC-4  The Division Of Statewide Accounting N/A 0 Due to noted
Services Should Ensure Only improvements, this
Authorized Budgetary And finding was
Transaction-Specific Overrides Are downgraded to a verbal

Made To System Tables
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comment in FY 01.
Thisfinding is no
longer required to be
reported under
Government Auditing
Sandards.



COMMONWEALTH OF KENTUCKY
SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS
FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings that have been fully corrected (Continued):
FY 99 99-FAC-6  The Division of Statewide Accounting N/A 0 Due to noted
Services Should Follow Established improvements, this
Procedures To Ensure That Only finding was
Authorized Changes Are Made To downgraded to a verbal
System Tables comment in FY 01
Thisfinding isno
longer required to be
reported under
Government Auditing
Sandards.
FY 99 99-FAC-7 The Division Of Contracting And N/A 0 Resolved during FY O1.
Administration Should Improve
Internal Controls Relating To The Use
Of Change Orders In Construction
Contracts
FY 99 99-FAC-8 The Division Of Contracting And N/A 0 Resolved during FY OL1.
Administration Should Ensure
Established Palicies For All Capital
Construction Bid Requirements Are
Followed
FY 99 99-FAC-12  The Finance And Administration N/A 0 Resolved during FY O1.
Cabinet Should Provide Sufficient
Supporting Documentation For
Capital Construction Expenditure
Transactions
FY 99 99-FAC-14  The Division Of Contracting And N/A 0 Resolved during FY OL1.
Administration Should Maintain
Timely Affidavits Of Completion
FY 99 99-FAC-16  The Division Of Contracting And N/A 0 Resolved during FY O1.
Administration Should | mplement
Procedures For All Applicable
Sections Of The Kentucky Revised
Statutes
FY 99 99-FAC-18  The Division Of Contracting And N/A 0 Resolved during FY OL1.

Administration Should Improve
Policies Concerning I nsurance
Coverage For Construction Contracts
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Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings that have been fully corrected (Continued):
FY 00 00-CHS-17  The Division Of Substance Abuse 93.959 0 Resolved during FY O1.
Should Conduct Peer Reviews As
Required By Federal Regulations
FY 00 00-CHS-20  The Cabinet For Health Services 93.778 0 Resolved during FY OL1.
Should Improve Controls Over
Providers
FY 00 00-CHS-21  The Department For Medicaid 93.778 0 Resolved during FY OL1.
Services Should Comply With The
Interagency Agreement With The
Office Of Inspector General
FY 99 99- Custom Data Processing Inc. Should N/A 0 Resolved during FY O1.
CHS/CDP-27 Require Formal Requests For All
Program Changes
FY 98 98- Custom Data Processing, Inc., Should N/A 0 Resolved during FY OL1.
CHS/CDP-1  Improve Logical Access Security
Procedures For The Cabinet For
Health Services System Applications
FY 98 98-KSFB-8  General Ledger Accounts Should Be N/A 0 Resolved during FY O1.
Analyzed And Reconciled To
Underlying And Supporting Records
On A Timely Basis
FY 98 98-MA-36  The Department Of Military Affairs 83.544 0 Thisfinding relates to
Should Strengthen Procedures For the material
Monitoring Subrecipients misrepresentation of the
summary schedule of
prior audit findings for
FY 97 andis
considered resolved.
However, theinitial
finding and questioned
costs are not resolved.
See 01-MIL1-46.
FY 00 99-TC-38 The Division Of Right Of Way Should 20.205 0 Resolved during FY OL1.

File All Real Property Deeds In The
Project Parcel Files Timely
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Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs

Reportable Conditions (Continued)

(2) Audit findings that have been fully corrected (Continued):

FY 00 00-CWD-8  The Division Of Unemployment N/A 0 Resolved during FY O1.
Insurance Should Perform Regular
Cash Reconciliations To Safeguard
Assets

FY 00 00-CWD-9  The Division of Unemployment N/A 0 Resolved during FY OL1.
Insurance Should Strengthen Controls
Over Cash

FY 00  00-CWD-24  The Division Of Unemployment 17.225 0 Resolved during FY O1.
Insurance Should Use Valid And
Accurate Supporting Documentation
For Reports ETA 191 And ETA 2112

FY 99 99-CWD-28 The Division Of Unemployment N/A 0 Resolved during FY O1.
Insurance Should Perform Regular
Cash Reconciliations To Safeguard
Assets

FY 99 99-CWD-29 The Division Of Unemployment N/A 0 Resolved during FY OL1.
Insurance Should Strengthen Controls
Over Cash

FY 99 99-CWD-41  The Division Of Unemployment 17.225 0 Resolved during FY O1.
Insurance Should Ensure Supporting
Documentation Used In Preparation
Of Federal Reports |s Accurate

(2) Audit findings not corrected or partially corrected:

FY 00 00-CFC-12  The Cabinet For Families And 93.558 0 The agency has made
Children Should Impose Sanctions On 93.563 progress toward
Subrecipients Who Fail To Meet Audit 93.575 complying with audit
Reguirements Set Forth By OMB 93.596 recommendations;
Circular A-133 however, exceptions

were still noted.
See 01-CFC4-38.
FY 00 00-CFC-16  The Cabinet For Families And 93.563 0 Audit once again found

Children Should Establish And
Enforce Medical Support Obligations
For Custodial Parents
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that proper enforcement
and establishment of
medical support was
not obtained.

See 01-CFC7-41.
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SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS
FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings not corrected or partially corrected (Continued):
FY 98 98-CFC-27  The Cabinet For Families And 93.558 $0 FY 01 testing reveded
Children Should Maintain Records To missing case files and
FY 97 Support Payments To Participants In 77 documentation. CFC
The Kentucky Works Program has made significant
FY 01 (777) improvement, but
weaknesses still exist.
See 01-CFC2-36.
Total Questioned Costs $0
FY 98 98-CFC-31  TheDivision Of Child Care Should N/A 0 While improvements
Consistently Follow Logical Security were madein this area
Procedures For The Kentucky Child during FY 00, some
Care Management System issues were not
resolved.
See 01-CFC6-40.
FY 00 00-FAC-6  The Office Of Financial Management N/A 0 See 01-FAC3-4.
Should Improve Control Procedures
Over Madifications To System
Programs
FY 99 99-FAC-13  The Finance And Administration N/A 0 The disparity study has
Cabinet Should Implement Policies not been compl eted.
And Procedures Relating To Small Or See 01-FAC7-8.
Small Minority Business Set-Aside
Laws
FY 99 99-GOT-22  The Governor’s Office For Technology N/A 0 See 01-GOT1-9.
Should Restrict Programmer Access
To Production Libraries
FY 00 00-CHS-18  The Department For Medicaid Services ~ 93.778 0 Drug Rebate resolution
Should Improve Claims Processing, process still needs
Including The Dispute-Resolution improvement.
Process With Drug Rebate See 01-CHS9-42.
Manufacturers
FY 00 00-CHS-19  The Division Of Substance Abuse 93.959 0 I mprovements needed
Should Establish Procedures To intimely reporting
Monitor Progress Reports progress of federal
program.
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(CONTINUED)

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings not corrected or partially corrected (Continued):
FY 00 00-CHS-22  The Cabinet For Health Services ALL 0 Plansin place to
Should Develop Procedures To Ensure implement in FY 03
Vendors Providing Services To Federal upon FAC policy
Programs Are Not Debarred Or approval.
Suspended By The Federal See 01-CHS12-45.
Government
FY 99 99-CHS-36  The Department For Medicaid Services N/A 0 The unresolved issues
Should Improve The Controls Over of thisfinding were
Drug Rebate Billings, Collections, And made part of
Recording 00-CHS-18.
FY 97 97-CHS-47  The Finance And Administration N/A 0 The agency will
Cabinet And The Cabinet For Health implement the policy
Services Should Develop Procedures set forth by FAC upon
To Ensure Vendors Providing Services final approval.
To Federal Programs Are Not See 00-CHS-22.
Debarred Or Suspended By The
Federal Government
FYy 97 97-CHS-49  The Department For Public Health N/A 0 There was no formal
Should Develop A Complete system access request
Information System Security Policy policy in place. No
violation or attempted
unauthorized system
access reports were
received from CDP for
review.
FYy 97 97-Military  The Department Of Military Affairs 83.544 $62,500 Questioned costs were
Affairs-50  Should Strengthen Procedures For not resolved in FY 01.
FY 00 Monitoring Subrecipients (34,747) See 01-MIL1-46.
Total Questioned Costs $27,753
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Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(2) Audit findings not corrected or partially corrected (Continued):
FY 98 98-PERS-9  The Personnel Cabinet Should N/A 0 Although the agency
Implement Adequate Logical Access took certain stepsto
Security For The Unified Personnel control programmer
And Payroll System access to production
JCL and data, the steps
taken were inadequate.
However, they have
now hired afull-time
security employeeto
deal with thisissue and
intend to remedy the
weakness.
FY 00 00-CWD-23  The Department For Training And 17.246 0 See 01-CWD13-56 and
ReEmployment Should Comply With 17.250 01-CwWD14-57.
JTPA Regulations And OMB Circular
A-133 Regarding Resolution Of
Subrecipient Audit Findings
FY 00 00-CWD-25 The Department For Training And 17.255 0 See 01-CWD8-51.
ReEmployment Should Complete The
Process Of Reviewing Subrecipient
Invoices And Updating MARS To
Accurately Reflect Actual WIA
Expenditures
FY 99 99-CWD-40  The Department Of Employment 17.246 $ 613,950 The Department of

Services Should Implement Controls
To Ensure All Applicable Regulations
And Program Policies Are Followed In
Their Administration Of Federal
Programs

(3) Corrective action taken is significantly different from corrective action previously
reported:

No findings for this section.
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Employment Servicesis
contesting the final
determination ruling of
the U.S. Department of
Labor Grant Officer
before an
Administrative Law
Judge.
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(CONTINUED)

Fiscal Finding CFDA Questioned Comments
Y ear Number Finding Number Costs
Reportable Conditions (Continued)
(4) Audit finding isno longer valid or does not warrant further action:
FY 00 00-FAC-5  The Finance And Administration N/A 0 An inventory count was
Cabinet Should Establish Procedures performed in FY 01 and
For Performing A Statewide Physical has become an annual
Inventory And Implement Controls For requirement.
Proper Accounting And Reporting Of
Fixed Assets
FY 99 99-FAC-17  The Finance And Administration N/A 0 Testing did not include
Cabinet Should Provide Clear identification of
Language Regarding Enterprise Zones geographical
And Use Tax Exemptions Where boundaries becauseit is
Applicable no longer materia to
the audit.
FY 96 N/A The Department For Medicaid Services N/A $120,760 The agency

Should Improve Internal Controls
Relating To The Alternative
Intermediate Care/Mental Retardation
Waiver
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implemented the
corrective action plan.
The questioned cost has
not been resolved.
However, the amount of
guestioned cost is
immaterial to the
Medicaid program and
is not being pursued by
the federal government.
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(CONTINUED)

Fiscal Finding CFDA Questioned
Y ear Number Finding Number Costs

Comments

M aterial Weaknesses'Noncompliances

(1) Audit findings that have been fully corrected:

FY 00 00-KST-10  Treasury Should Improve Procedures N/A 0
For The Reconciliation Process And
Maintaining Supporting
Documentation

(2) Audit findings not corrected or partially corrected:

FY 00 00-CWD-11  The Division Of Unemployment N/A 0
Insurance Should Implement The
Corrective Action Plan To Assure The
Closing Package Schedule For
Accounts Receivable Is Correct

FY 99 99-CWD-30 The Division of Unemployment N/A 0
Insurance Should Ensure Computer
Accounting Systems Are Operating
Effectively And Amounts Reported
From Those Systems Can Be
Supported

FY 99  99-CWD-44 The Office Of Training And 17.246 0
ReEmployment Should Comply With 17.250
Job Training Partnership Act
Regulations And OMB Circular A-
133 Regarding Resolution Of
Subrecipient Audit Findings

(3) Corrective action taken is significantly different from corrective action previously
reported:

No findings for this section.
(4) Audit finding isno longer valid or does not warrant further action:
FY 99  99-CWD-46 The Kentucky Office Of School To 84.278 0
Work Should Comply With School To
Work And OMB Circular A-133

Subrecipient Monitoring
Requirements
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Resolved during FY 01.

See 01-CWD4-33 and
01-CWD5-34.

See 01-CWD4-33 and
01-CWD5-34.

See 01-CWD13-56 and
01-CWD14-57.

Funds for this grant
have been fully
expended.
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COMMONWEALTH OF KENTUCKY
APPENDIX 1
FOR THE YEAR ENDED JUNE 30, 2001

List Of Agencies Audited As Part Of The Statewide Single Audit Of The Commonwealth

The list includes agencies receiving only financial statement audits used for
preparing the Commonwealth’'s CAFR. CPA reports are available upon request to the
respective audited agency.

AGENCIES AUDITED BY CERTIFIED PUBLIC ACCOUNTING FIRMS AND
INCLUDED IN SSWAK:

Kentucky Access

Bluegrass State Skills Corporation

Kentucky Center for the Arts Corporation

Kentucky Economic Development Finance Authority

Eastern Kentucky Exposition Center Corporation

Kentucky Educational Savings Plan Trust

Kentucky Educational Television Authority

Kentucky Higher Education Assistance Authority

Kentucky Higher Education Student Loan Corporation

Kentucky Horse Park

Kentucky Housing Corporation

Kentucky Infrastructure Authority

Judicial Form Retirement System

Kentucky Local Correctional Facilities Construction Authority

Kentucky Lottery Corporation

Office of the Petroleum Storage Tank Environmental Assurance Fund

Council on Postsecondary Education

Kentucky Retirement Systems

Kentucky State Fair Board

Kentucky Teachers Retirement Systems

Transportation Cabinet (Financial Statements Only)

Turnpike Authority of Kentucky

Kentucky Worker’s Compensation Funding Commission

Kentucky Worker's Compensation Special Fund, Coal Workers Pneumoconiosis Fund
(functions of the Labor Cabinet), and Uninsured Employers Fund (function of the
Office of the Attorney General)
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APPENDIX 1

FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of Agencies Audited As Part Of The Statewide Single Audit Of The Commonwealth
(Continued)

AGENCIES AUDITED BY CERTIFIED PUBLIC ACCOUNTING FIRMS AND
NOT INCLUDED IN SSWAK, EXCEPT FOR EXPENDITURE AMOUNTS IN
THE OPINION LETTER:

Eastern Kentucky University

Kentucky Community Technical College System
Kentucky State University

Morehead State University

Murray State University

Northern Kentucky University

University of Kentucky

University of Louisville

Western Kentucky University

AGENCIESAUDITED BY THE AUDITOR OF PUBLIC ACCOUNTS:

Department of Agriculture

Department of Education

Cabinet for Families and Children

Finance and Administration Cabinet
Department of Fish and Wildlife Resources
Governor’s Office for Technology

Cabinet for Health Services

Personnel Cabinet — Risk Management Funds
Kentucky Revenue Cabinet

Transportation Cabinet (Federal Awards Only)
Office of the Kentucky State Treasurer - Cash Functions
Cabinet for Workforce Development

OTHER REPORTSUSED BY THE AUDITOR OF PUBLIC ACCOUNTS:

Custom Data Processing, Inc. SAS 70 Audit Report

eFunds Corporation (eFunds Corporation handles the electronic benefit transfers for the
food stamp program (CFDA 10.551) administered by CFC.)

Governor’s Office For Technology SAS 70 Audit Report

Unisys SAS 70 Audit Report
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APPENDIX 2
FOR THE YEAR ENDED JUNE 30, 2001

List Of State Agency Contacts
Thefollowing isalist of individuals by state agencies to contact regarding findings in the

Schedule of Findings and Questioned Costs or the Summary Schedule of Prior Audit
Findings.

Agency Contact
Cabinet for Families and Children Kelli Hill, Manager
(CFC) Division of Financial Management

Cabinet for Families and Children
275 East Main Street 4C-C
Frankfort, KY 40601

Phone (502) 564-2250 ext. 4336

Finance and Administration Cabinet Stuart Weatherford, Director

(FAC) Division of Statewide Accounting Services
Finance and Administration Cabinet
Capitol Annex, Room 484
702 Capitol Avenue
Frankfort, KY 40601
Phone (502) 564-7750

Scott Boling, Manager

Administrative Services Branch

Division of Contracting and Administration
Finance and Administration Cabinet

702 Capitol Avenue, Room 158

Frankfort, KY 40601

Phone (502) 564-3050

Don Speer, Commissioner
Department of Administration
Finance and Administration Cabinet
702 Capitol Avenue, Room 362
Frankfort, KY 40601

Phone (502) 564-2317
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FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of State Agency Contacts (Continued)

Agency Contact
Finance and Administration Cabinet Gordon Mullis, Executive Director
(Continued) Office of Financial Management
(FAC) Finance and Administration Cabinet

Capitol Annex, Room 261
702 Capitol Avenue
Frankfort, KY 40601
Phone (502) 564-2924

Governor’s Office for Technology Steve Dooley, Executive Director
(GOT) Office of Administrative Services
Governor’s Office for Technology
1025 Capital Center Drive, Suite 101
Frankfort, KY 40601
Phone (502) 564-7777

Cabinet for Health Services Miles Murphy, Staff Assistant

(CHS) Office of Program Support
Cabinet for Health Services
275 East Main Street

Frankfort, KY 40601
Phone (502) 564-8890

Labor Cabinet Robert L. Whittaker, Director
Division of Workers Compensation Funds,
Kentucky Labor Cabinet
1047 U.S. Highway 127 South, Suite 4
Frankfort, KY 40601-4381
Phone (502) 564-3070 ext. 391

Department of Military Affairs Cash Centers, Manager
(MA) Operations and Recovery Branch
(MIL) Division of Emergency Management

Department of Military Affairs

100 Minuteman Parkway, Building 100
Frankfort, KY 40601

Phone (502) 607-1348
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FOR THE YEAR ENDED JUNE 30, 2001
(CONTINUED)

List Of State Agency Contacts (Continued)

Agency

Contact

Personnel Cabinet
(PERS)

Council on Postsecondary Education
(CPE)

Revenue Cabinet
(REV)

Kentucky State Fair Board
(KSFB)

Transportation Cabinet
(TC)

Herb Sheetinger, Commissioner

Department of Personnel Administration

Personnel Cabinet
200 Fair Oaks Lane
Frankfort, KY 40601
Phone (502) 564-2428

Diann Donaldson
Associate-Administrative Services
Council on Postsecondary Education
1024 Capital Center Drive, Suite 320
Frankfort, KY 40601

Phone (502) 573-1555

Annie Hill-Pointer, Internal Auditor
Office of the Secretary

Kentucky Revenue Cabinet

200 Fair Oaks Lane

Frankfort, KY 40601

Phone — (502) 564-1553

Ron Duvall, Director
Administrative Services
Kentucky State Fair Board
PO Box 37130

Louisville, KY 40233
Phone (502) 367-5252

Taylor Manley, Commissioner
Department of Fiscal Management
Transportation Cabinet

State Office Building, 10th Floor
Frankfort, KY 40601

Phone (502) 564-4786
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(CONTINUED)

List Of State Agency Contacts (Continued)

Agency

Contact

Office of the Kentucky State Treasurer
(KST)

Cabinet of Workforce Devel opment
(CWD)

Dr. Eugene Harrell, Director
Disbursements

Office of the Kentucky State Treasurer
Capitol Annex, Room 183

702 Capitol Avenue

Frankfort, KY 40601

Phone (502) 564-4722

Tommy Goins, Branch Manager
Division of Fiscal Services

Cabinet of Workforce Devel opment
500 Mero Street 9th Floor
Frankfort, KY 40601

Phone (502) 564-3200
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